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both cyber security and cyber defence to inform processes and

activities on strategic, tactical, and operational level. Furthermore,
CSA enables informed decision making. The ongoing digitization

and interconnection of previously unconnected components and

sectors equally affects the civilian and military sector. In defence,
this means that the cyber domain is both a separate military do-
main as well as a cross-domain and connecting element for the
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other military domains comprising land, air, sea, and space. There-
fore, CSA must support perception, comprehension, and projection
of events in the cyber space for persons with different roles and
expertise. This paper introduces NEWSROOM, a research initia-
tive to improve technologies, methods, and processes specifically
related to CSA in cyber defence. For this purpose, NEWSROOM
aims to improve methods for attacker behavior classification, cyber
threat intelligence (CTI) collection and interaction, secure infor-
mation access and sharing, as well as human computer interfaces
(HCT) and visualizations to provide persons with different roles
and expertise with accurate and easy to comprehend mission- and
situation-specific CSA. Eventually, NEWSROOM'’s core objective is
to enable informed and fast decision-making in stressful situations
of military operations. The paper outlines the concept of NEWS-
ROOM and explains how its components can be applied in relevant
application scenarios.

CCS CONCEPTS

« Security and privacy — Cryptography; Security services; Intru-
sion/anomaly detection and malware mitigation; Systems security;
Network security; Software and application security; « Applied com-
puting — Military; Cyberwarfare; « Computing methodologies
— Artificial intelligence; Machine learning;
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1 INTRODUCTION

The emergence and ongoing interconnection of previously uncon-
nected devices and components makes both civilian infrastructures,
such as critical infrastructures, and military infrastructures vulner-
able to cyber attacks. Specifically in case of critical and military
infrastructures, reasons include legacy devices that are not designed
for deployment in connected digital infrastructures as well as cus-
tomized components, devices, and tools. Those components usually
lack proper support from vendors and security providers, which
leads to unpatched security vulnerabilities due to missing update
support and absence of signatures for intrusion detection [15].
Furthermore, modern conflicts between nations and unions of
countries are by no means limited to the physical world, i.e., battle-
fields and economic aspects, anymore. Rather than that, conflicts
are increasingly dealt with in cyber space. Hence, modern conflicts
are multidimensional and not restricted to certain areas and often
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involve a variety of sectors and methods [6, 12]. This is also referred
to as hybrid warfare. Cyber attacks are often seen as a way to attack
and harm a country without an official indication of hostile inten-
tions, thereby bypassing organizations and committees such as the
United Nations Security Council and mitigating expected conse-
quences including economic sanctions [31]. This concept is also
referred to as gray zone warfare [25]. Furthermore, this allows coun-
tries to outsource their criminal and hostile activities to third parties
and groups such as advanced persistent threats (APT), which allows
them to disguise their actions [41]. This leads to private adversarial
groups equipped with high financial resources and advanced at-
tack capabilities that carry out sophisticated malicious campaigns
against civilian and military infrastructures in cyber space employ-
ing stealthy and hard to detect advanced and customized attack
techniques. Their objectives range from influencing public opinions
and elections to destabilize a country’s governmental and societal
structures, over disabling and destroying critical and military in-
frastructures, including health, energy, transport, and defence, to
espionage, data theft, and stealing intellectual properties [2]. Given
that these war-like activities also concern civilian and public cyber
infrastructures, whose operators are often overwhelmed with such
advanced attacks, cyber defence units are obliged to also protect
these infrastructures alongside the military cyber environments
[13].

Cyber Situational Awareness (CSA) is an important component
in enabling cyber defence to deal with these multi-dimensional
threats affecting various sectors that operate heterogeneous cyber
infrastructures comprising a large variety of technologies with di-
verse cyber securtiy requirements. In general, the multifaceted topic
of Situational Awareness (SA) splits into technical and cognitive
aspects. The technical part of SA considers tools to compile, pro-
cess and fuse data, thus focuses on relating and evaluating data and
pieces of information relative to each other. On the other hand, the
more actively researched cognitive part of SA covers the capacity
to comprehend technical implications and draw conclusions that
facilitate informed decision making. There exist three levels of SA
that can be achieved [16]: (i) the perception of elements within a
specified time frame, (ii) the comprehension of their meaning, and
(iii) the projection of their status in the near future. CSA concerns
the cyber space, which means it considers data from digital sensors,
such as alerts from intrusion detection systems (IDS) and Cyber
Threat Intelligence (CTI), such as reports from Open Sources Intelli-
gence (OSINT) sources that are further processed and combined by
other tools or directly interpreted by decision-makers. However, it
is generally recommended not to consider the cyber space isolated
from the real world. Therefore, information from cyber sensors are
often combined with information from ordinary sensors, such as
human intelligence reports, to enhance CSA overall. Taking a look
at CSA from this point of view, perfectly matches the requirements
of cyber defence as both a separate military domain and transversal
layer of defence in general [10].

The need for advanced CSA technologies in the cyber defence
community is known since several years [32]. Achieving a high-
level of CSA in cyber defence and cyber security is a complex
endeavour that touches and combines various technical areas and
aligns many processes. The core objective of CSA in cyber defence
is to provide all stakeholders, personnel of all levels in the chain
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of command (e.g., in headquarters, in security operation centres
(SOCs) on battlefields, or governmental organizations such as min-
istries of defence), and persons with different expertise that are
active in different military domains accurate information about
the current threat landscape and threat level. This is necessary to
support establishing an appropriate cyber defence strategy and
allow timely adaptation on tactical and operational level accord-
ing to changes in the current operational picture and the evolving
threat landscape. CSA in cyber defence must collect all available
data from internal military network infrastructure (i.e., enterprise
IT, servers, cloud infrastructure, etc.) and devices used by military
units in operation and on battlefield (i.e., mobile user clients such
as notebooks and tablets, Internet of military things (IoMT), etc.),
which includes structured and unstructured data in the form of
logs, sensor data, network traffic, internal intelligence (e.g., context
information), and external information from both clear and dark
net, such as CTI, vulnerability and malware reports, security bul-
letins, etc. However, the vast and continuously growing amounts
of data and information challenge human operators to comprehend
the overall threat picture. Therefore, CSA has to aim at automating
and supporting several processes related to observing and analyz-
ing these massive amounts of data and information. This includes
recognizing attacks, classifying attacker behaviour, and supporting
the process of filtering, correlating, and interpreting alerts. Addi-
tionally, CSA platforms have to present data and information to
different users according to their specific needs, level of expertise,
and current situation, for example, to personnel in battlefield and
operation. Collaboration and information sharing between units,
headquarters, among forces, with allied nations, and within the
cyber defence community (e.g., SOCs, network operation centres
(NOC), and computer emergency response teams (CERT)) meeting
highest data integrity, sovereignty, and privacy standards of mil-
itary level is important to obtain the most accurate information
basis at all times. Finally, training military personnel in the applica-
tion of CSA tools and procedures under highly realistic conditions
is necessary to guarantee functioning CSA processes even under
tense conditions in critical missions [24].

NEWSROOM takes a mainly technical approach and aims to meet
these requirements and to address current challenges related to
CSA, specifically in cyber defence. Therefore, NEWSROOM designs
technologies and researches processes related to many aspects of
CSA in cyber defence, including data and CTI collection, attacker be-
haviour and capability classification, human computer interaction
(HCI) and visualizations, and information sharing. Furthermore,
NEWSROOM aims to support decision-making on strategic, tacti-
cal, and operational level through accurate depiction of the current
threat picture and detection of trends in the fast evolving threat
landscape. Particularly, on tactical and operational level, NEWS-
ROOM’s designed technologies consider context information, such
as mission specifications and asset databases, to filter most relevant
information for the actors’ current situation. In this context, an
important objective of NEWSROOM is to provide CSA in an easily
comprehensible way, taking into account the consumers’ role and
expertise to support accurate decsion-making in stress-full and
tense situations. In this regard, this paper provides the following
contributions to outline and introduce the NEWSROOM initiative
[45]:
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(1) A discussion of current challenges and pursued objectives
related to CSA in the context of cyber defence, as well as
how requirements, conditions, and scope are different to the
civilian sector.

(2) A description of areas with potential of disruption that are
addressed by NEWSROOM and which contributions the ini-
tiative aims to deliver.

(3) An outline of the NEWSROOM concept and how it integrates
with the military domain and cyber defence community.

(4) A description of high-level scenarios and proposal how NEWS-
ROOM technologies can contribute to improving CSA in the
military domain.

The remainder of the paper structures as follows: Sect. 2 summa-
rizes related work and Sect. 3 collects challenges related to CSA in
cyber defence, requirements of cyber defence, and research objec-
tives that should be addressed. Sect. 4 lists the areas NEWSROOM
contributes to and Sect. 5 outlines NEWSROOM'’s concept. Finally,
Sect. 6 describes scenarios and the applicaion of NEWSROOM be-
fore Sect. 7 concludes the paper.

2 RELATED WORK

As already mentioned in the introduction, CSA is a multilayered
and complex topic. Franke et al. provided a general systematic
literature review on this topic in 2014, reviewing more than 100
articles [10]. Today there exist several other surveys looking at
specific aspects related to the topic, e.g., visualizations [20], or
specific areas such as smart cities [33] or internet of things (IoT) [5].
Alavizadeh et al. provide an overview about all techniques, methods,
and areas related to CSA. Their work demonstrates that there exist
solutions and frameworks for single aspects of CSA such as data and
information gathering and analysis, but there exist no integrated
approaches or frameworks that connect the different technologies
related to CSA [1]. Similarly, Husak et al. and Franke et al. discuss
in their works challenges and issues related to CSA, and list all
components and tasks relevant for CSA [9, 16]. Jajodia et. al present
a framework that aims to integrate several CSA technologies [19].
CRUSQE is an approach that specifically focuses on the aspects of
CSA that relates to decision support in incident handling [17]. Their
work bases on the well-known OODA (Observe, Orient, Decide, Act)
loop concept [48] and considers mission-centric elements, which
relates their research to cyber defence and views CSA in a military
context. The OODA loop is a concept that is also considered in the
context of CSA in critical infrastructure protection [38].

Other works do not specifically focus on CSA technologies iden-
tified in state of the art literature. They take other approaches, such
as increasing CSA in specific areas, such as Cyber Physical Systems
(CPS), by employing digital twins to understand the current cyber
situation [8]. Others focus on increasing CSA through training and
exercises on cyber ranges and test-beds [44]. An important element
of CSA that has been discussed in several articles is information
sharing within communities [37], such as CERTs [21].

In the military domain, specifically the emergent and dynamic
characteristics of cyberspace have led to an increased need of CSA
[29]. A key requirement in this context is to present CSA in a
mission-centric manner and to understand the interdependence
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among mission elements, how mission elements depend on cyber
assets, and how cyberattacks can potentially impact missions [14].

3 RESEARCH CHALLENGES RELATED TO CSA

Besides the multitude of technical and scientific challenges related
to CSA [16], there are significant differences between the defence
and civilian sector that need to be taken into account. The need
for advanced CSA technologies in cyber defence is well-known
since years [32]. The remaining section first discusses fundamental
requirements and conditions that distinguish cyber defence from
cyber security. Hereafter, the section formulates essential objectives
that should be targeted when researching CSA in the context of
cyber defence [11].

3.1 Cyber defence requirements to CSA

CSA for evolving computing environments is of key importance
for both cyber defence, i.e., the military sector (cyber defence),
and the civilian sector (cyber security). Therefore, there exist a
certain overlap in the requirements and goals of these two domains.
Consequently, there exist several technologies that both domains
apply, for example, tools to collect data and information, classify
attacker behaviour, share and visualize information, and access
information via HCIs. This is also known as dual use and there exists
potential to transfer available technologies and research between
the two sectors. However, use cases, application scenarios, and
requirements differ significantly, and tools need to meet military
standards, such as a high level of information security. In particular,
this concerns assets and values to protect, available resources, and
data and information.

3.1.1 Assets and values to protect. In the private sector organiza-
tions only need to protect their own network infrastructure, which
limits the scope significantly for most companies. In comparison,
cyber defence needs to protect military, governmental, and critical
infrastructures. Additionally, they need to defend a society’s social
and societal values against adversaries that attempt to influence
the political system and bring a nation’s governmental and critical
infrastructure to a collapse. Therefore, cyber defence needs to mon-
itor governmental and military systems and network infrastructure,
as well as public networks, including clear and dark web (e.g., so-
cial media) to build CSA and observe the current threat landscape
[43, 46].

3.1.2  Available resources. Private organizations invest only enough
financial and human resources into cyber security as long as it op-
timizes their return on investment (Rol), using risk management
methods such as game theory [27]. In cyber defence, the amount
of needed human and financial resources to protect assets and val-
ues plays a subordinate role, since the value of a functioning state
and society, and working critical infrastructures, such as electric-
ity, supply chains, water supply, transport, and health, can hardly
be expressed in numbers. However, the available personnel and
budget for cyber defence are still limited. Therefore, cyber defence
demands methods and algorithms for creating CSA that support mil-
itary analysts in operation and mission most efficiently and reduce
the required resources by automating processes such as attacker
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classification (e.g., aggregation, correlation, contextualization, attri-
bution, and interpretation of alerts triggered by Intrusion Detection
Systems (IDS)), filtering information and visualizing it with respect
to a user’s situation and demand in a mission-dependent way to aid
comprehending vast amounts of data and information efficiently.
These approaches also need to allow the use of less experienced
personnel. Enabling trustworthy information sharing with allied
partners and communities such as military CERTs, NOCs, and SOCs,
supports collaboratively increasing CSA while simultaneously guar-
anteeing data privacy, sovereignty and integrity [18, 22].

3.1.3 Data and information. Private companies need to monitor
data only in their own network infrastructure. CTI is mostly con-
sumed by security providers and private SOCs. The private sector
is mostly concerned with data privacy and IPR protection. Cyber
defence must protect huge and diverse network infrastructures
used by military, government, and critical infrastructures. These
networks include legacy systems, cloud infrastructure, enterprise
IT, and assets such as IoMT (e.g., drones), which makes data collec-
tion, storing, managing, and analysis for attacker classification a
complex and labour-intensive task. Data sources are diverse and
can occur in a dynamic and ad hoc manner depending on the cy-
ber defence scenarios. Thus, CSA technologies that make use of
artificial intelligence (AI) and machine learning (ML) to support
human operators are necessary. Additionally, to supply cyber de-
fence strategies and tactical postures with accurate and up-to-date
CSA, information monitoring of CTI sources occurring in clear and
dark web is vital to be informed about changes in the threat land-
scape and be able to react to emerging threats timely. To handle the
seemingly infinite amount of information, Al and natural language
processing (NLP) algorithms are needed that correlate, filter, rank,
and rate information automatically to aid human operators and
decision-makers in gaining CSA and taking accurate decisions. In
opposite to the private sector, cyber defence also has to handle
classified information, which increases the requirements for infor-
mation security, confidentiality, and privacy. Hierarchical command
structures and collaboration with allied partners and communities
(e.g., SOCs, NOCs, and CERTSs) requires rigorous access control
to manage different classification levels. Finally, distributed ledger
technologies (DLT) and cryptography tools are needed to guarantee
information integrity and sovereignty [30].

3.2 Pursued objectives related to CSA

The complex nature of CSA complicates defining an exhaustive
list of objectives. Taking into account the specific requirements of
cyber defence, NEWSROOM identified the following ten areas as
relevant objectives of CSA that related research should address:

(1) Identifying realistic application scenarios for CSA technolo-
gies in cyber defence missions;

(2) Deriving functional, non-functional, security, and interoper-
ability requirements and designing an architecture for inte-
grated CSA platforms;

(3) Studying available CTI and raw data sources to depict the
current threat landscape and enable attacker behaviour clas-
sification;

(4) Researching and designing frameworks for federated learn-
ing (FL) and collaborative intrusion detection systems (CIDS);
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(5) Employing digital twins to simulate IoMT and observing
adversarial behaviour using deception technologies;

(6) Studying anomaly detection and alert aggregation methods
to detect advanced attackers such as APTs and automate
attack pattern mining;

(7) Applying NLP and Al to link CTT to alerts and attack patterns
and enable automated attack interpretation;

(8) Designing HCIs and visualizations that provide mission-
specific CSA information to military units;

(9) Assess information sharing methods to enable trustworthy
collaboration among allied countries to increase CSA;

(10) Develop cyber range environments and scenarios for train-
ing military personnel in CSA processes and use of CSA
technologies.

In this context, NEWSROOM pursues five research objectives.

3.2.1 Design application scenarios for CSA in cyber defence. The
design of relevant and realistic application scenarios related to the
domain of cyber defence is essential to guarantee future acceptance
and applicability of research results. these scenarios build the foun-
dation for requirements elicitation, which informs state of the art
analysis to derive open research gaps [47].

3.2.2 Improve data insights. This objective relates to collecting
and aggregating raw data, e.g., logs from systems, sensors, and
IoMT and OT components, as well as network traffic. This includes
also crawling clear and dark Web for CTI [23]. Considering frame-
works that enable the implementation of concepts such as federated
learning (FL) [39], transfer learning (TL) [7], and collaborative in-
trusion detection systems (CIDS) [28] allow to improve efficiency
of training detection algorithms that implement machine and deep
learning, and improve detection accuracy through combining vari-
ous detection algorithms [3].

3.2.3 Establish actionable CTI to improve attacker classification.
Aggregating and correlating heterogeneous alerts from various
IDSs enables automatic attack pattern mining. These attack patterns
supply the CSA picture. Linking them to CTI, such as currently
observed attackers tactics, techniques and procedures (TTP) is a
first step to automating attack interpretation. Furthermore, sharing
created attack patterns with other stakeholders operating similar
cyber infrastructures, elevates them to actionable CTI [26, 30].

3.24 Develop advanced HCI and increase integrity and privacy of
information sharing to support collaborative CSA. It is important
to visualize information in an advanced way taking into account
person’s roles, experterise, and mission-specific requirements to
support military staff in capturing the current operational picture
and threat landscape. Sophisticated HCIs need to enable smooth in-
teraction with CSA information. To facilitate acceptance of sharing
information and thus encourage the desire to collaborate among
different military domains, within the entire national cyber defence,
and allied nations, it is of utmost importance to enhance trust in
data and information sharing. This includes, adopting advanced en-
cryption technologies and approaches that allow implementation of
the need-to-know-principle to reduce risk of data and information
leaks. Eventually, to raise acceptance for smart CSA technologies
by personnel of all levels in the chain of command ranging from
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military units at operational level to persons in MoDs at strate-
gic level, advantages closely associated with the military domain,
such as assisting the processes of building CSA pictures that meet
the requirements to address the fast evolving threat landscape and
providing mission-oriented information tailored to the current situ-
ation, mission, and needs of a unit, must be emphasized [20, 36, 42].

3.2.5 Design future-proof CSA platform architectures and define ef-
ficient collaborative processes. Following modular design principles,
when designing integrated CSA platform architectures, ensures
easy adaptability and extentions with new technologies to comply
with requirements emerging in the future. The heterogeneous na-
ture of the military sector, splitting into different domains (land,
air, sea, space, and cyber) and the even greater scope of military
operations, including critical, public, and governmental infrastruc-
tures, leads to a vast amount of varying demands to CSA processes
and technologies. Hence, various processes and guidelines must be
aligned to establish a CSA framework that enables collaboration
across military domains. Therefore, benefits of such integrated CSA
solutions must be communicated to the different stakeholders at
an early stage in an easily comprehensible manner. Continuous in-
tegration of end users during all phases of design and development
is required to ensure future acceptance of research results [1].

4 POTENTIAL OF DISRUPTION IN CSA

Achieving the objectives related to CSA identified in Sect. 3.2 re-
quires significant advancements beyond the state of the art in sev-
eral areas of cyber defence and security. Therefore, NEWSROOM
aims to contribute to nine areas with potential of disruption (PoD).

PoD1: CTI and data collection for CSA: Collected data and CTI
build the foundation for all other CSA processes and tasks. To
achieve a complete CSA picture, raw data from various sources,
such as system, network, and sensor logs, network traffic, and clear
and dark Web CTI, needs to be collected and normalized. Reasons
are that different attack steps manifest in different data sources and
that CTI can be content of any unstructured free text such as a forum
entry, mailing list post, security bulletin, threat or vulnerability
report, or social media post, among many others. Eventually, to
enable further analysis on a complete data and information base,
all these sources have to be converted into a common format or be
accessible from a single location. Specific challenges in this area
are methods for normalization and crawling of CTIL.

PoD2: Collaborative and federated learning: Since training ad-
vanced Al and deep learning (DL) algorithms has challenging re-
quirements regarding computational resources and the available
training data, there is a demand for frameworks implementing
collaborative, federated, and transfer learning. Major research chal-
lenges in this area are (i) guaranteeing private, secure, and decentral-
ized algorithms for local but collaborative training, (ii) prevention
from attacks, such as poisoning and adversarial Al against collabo-
rative training environments, and prohibition of data and AI model
leakage, and (iii) overcoming challenges towards the development
of CIDS caused by the heterogeneous nature of infrastructures
cyber defence has to deal with.

PoD3: Deception tools and digital twins: Deception tools such as
honeypots, honeytraps, and decoys provide an environment that
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enables observing actual attacker behavior, and thus analyzing cur-
rently used attack techniques without endangering any military
and critical infrastructures. Because of the emergence of IoMT and
increased interconnection of military devices, the simulation of
realistic infrastructure requires the development of digital twins
enriching infrastructures used by deception technologies with best
possible realism attracting advanced attackers such as APTs. Fi-
nally, digital twins of IoMT are an essential playground to study
future attack vectors against these network components and reveal
vulnerabilities before adversaries can exploit them.

PoD4: Attack behavior classification: Signature- and rule-based
detection perform well in classifying known attack behavior in
conventional IT infrastructures. However, military and critical in-
frastructures connect a large variety of systems and components
such as cyber physical systems (CPS), IoT, IoMT, and operational
technologies (OT), as well as legacy systems, customized systems
and systems with small market share, which lack signatures to clas-
sify attacks. Furthermore, military and critical infrastructures are
predominantly targeted by advanced adversaries such as APTs, who
employ sophisticated stealthy attack techniques that often exploit
zero-day vulnerabilities and use customized malware, which are
specifically hard to detect. Thus, anomaly detection methods, that
build upon AI, ML, and DL require further improvement. Currently
those approaches suffer from alert flooding, due to large numbers
of false alerts and duplicated alerts, which leads to cumbersome
post-processing by human analysts. Promising solutions to that
are, for example, alert aggregation algorithms that automate attack
pattern mining, and support filtering of duplicated and false alerts,
and thus support human analysts in their triage. Furthermore, gen-
erated attack patterns are actionable CTI that can be shared within
a community operating similar cyber infrastructures and attack
behavior classification. Finally, attack behavior classification de-
mands researching Al that automates linking detected alerts and
attack patterns with CTI to support attack interpretation.

PoD5: HCIs and visualizations: HCIs and visualizations are the
core elements of CSA technology stacks that depict CSA pictures
and enable human operators to interact with the current situation
picture and available CSA information. Therefore, these are the
components that are most closely related to the cognitive aspects
of CSA. They need to support perception, comprehension, and pro-
jection on all levels of the chain of command, which, for example,
requires visualizations that are easy to comprehend, even during
stressful situations. Furthermore, to serve the complex environ-
ment of cyber defence, it is necessary to develop solutions that
take into account mission specific circumstances, and employ, for
example, mission-models to provide CSA tailored to current op-
erations to enable military personnel with different expertise and
roles to take informed decisions fast even under tense conditions.
Therefore, solutions that remove distracting elements that both
disguise important insights or include excessive details beyond the
expertise of personnel outside of, for example, SOCs. Promising
tools to achieve these ambitions are large language models (LLM)
and NLP algorithms.

PoDé: Expand trust boundaries for CTI sharing: Sharing CTI en-
ables collectively improving cyber defence and cyber security against
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continuously evolving and newly emerging threats targeting in-
creasingly complex and interconnected military and critical in-
frastructures. Additionally, sharing CTI with allied nations and
within unions of allied nations can have a tremendous impact on
improving a country’s cyber defence. Allied countries often operate
similar infrastructures and components, such as IoMT and battle
systems, e.g., unmanned aerial vehicle (UAV), and are thus often
vulnerable to the same threats and targets of the same hostile ac-
tors. Hence, immediately sharing CTI about current cyber incidents
and attacks allows allied nations to timely adapt their cyber de-
fence tactics and operations to defend their assets against emerging
threats. Therefore, research of modern encryption methods, such
as attribute-based encryption (ABE) is necessary to be ready for
post-compromise security. Furthermore, DLT and procedures to
enforce the need-to-know principle ensure information integrity
and confidentially, and thus can increase trust in sharing CTL

PoD7: CSA platform design: Because of the large diversity of
technologies contributing to CSA and their disruptive character, it
is important to research designs of future-proof architectures for
CSA platforms that allow for modularity and thus enable extension
as soon as new CSA technologies emerge. The involvement of
a large variety of stakeholders and persons with heterogeneous
expertise in the field of cyber defence require the design of processes
and guidelines that meet their multi-dimensional requirements.
Resulting architectures and processes are elements that guide the
implementation of integrated CSA platforms.

PoD8: Scenarios and requirements: To put research related to CSA
on a solid foundation and ensure future adoption by cyber defence
stakeholders, the definition of realistic and relevant application
scenarios in close collaboration with end-users and stakeholders is
necessary. This includes the design of scenarios that scope situa-
tions, threat level, and conflict stages, formulation of storylines that
describe concrete attack cases and specific interactions related to
the scenarios, the structured preparation of vignettes that include
technical details of storylines and eventually enable the specifica-
tion of concrete use cases that allow for researching, evaluating,
and testing of CSA technologies. Furthermore, these provide a foun-
dation to design training and exercises related to the application of
CSA tools and processes. Additionally, scenarios, storylines, and
vignettes meeting military standards and needs are the starting
point for requirements elicitation. Requirements inform state of the
art analysis, which reveals research gaps to be filled.

PoD9: Cyber ranges for training and mission: Cyber ranges enable
the simulation of scenarios, storylines, vignettes, and use cases and
therefore provide realistic conditions for evaluating, testing, and
training with CSA technologies. However, to increase realism of
cyber ranges, they require integration of digital twins and emula-
tions of IoMT and other OT. Designing cyber range environments
that enable simulation of realistic networks replicating military
and critical infrastructures is thus significantly harder than simulat-
ing conventional enterprise IT networks. The same virtualization
and simulations used for cyber ranges can contribute to deception
technologies mentioned previously.
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5 NEWSROOM CONCEPT

NEWSROOM pursues all objectives listed in Sect. 3.2 and will con-
tribute to the state of the art as described in Sect. 4. The remaining
section outlines the resulting concept of NEWSROOM and its appli-
cation. Figure 1 depicts the concept and supports the description.

The core of NEWSROOM combines and integrates all dimen-
sions of CSA. Thus NEWSROOM studies and designs concepts,
methods, algorithms, frameworks, and guidelines with respect to
cyber defence and in military context. Figure 1 shows that NEWS-
ROOM'’s four main pillars consist of (i) collecting data and CTI, (ii)
classifying attacker behaviour, (iii) information sharing, and (iv)
visualizing information and providing human computer interfaces
(HCI). Therefore, NEWSROOM covers all essential components of
CSA previously described. These components are essential for gath-
ering information, such as CTI to understand the current threat
landscape and to generate contextualized CSA pictures and for
collecting raw data to enable intrusion detection with innovative
anomaly detection algorithms. Developed algorithms are combined
in frameworks for FL, TL, and CIDS to provide a current opera-
tional and situational picture related to attackers in the cyber space.
NEWSROOM employs alert aggregation to correlate alerts and auto-
matically generate attack patterns that are robust against poisoning
as well as adversarial artificial intelligence and machine learning
(AI/ML) and support military personnel in prioritizing security
events to react timely to emerging threats. NLP and Al algorithms
support connecting alerts and attack patterns with CTI, including
available information on exploits, vulnerabilities, IoCs, TTPs, and
potential mitigation actions. By linking low level alerts with high
level CTI and context information, NEWSROOM automates the pro-
cess of interpreting attack traces, and connecting attacks to threat
actors, such as APTs, and hostile countries. Additionally, it enables
frequent updates of the current threat landscape and accurately
depicting the current situation picture.

Particularly, to adapt cyber defence strategies, tactics, and op-
eration timely to new attack vectors and threats, collaboration

ARES 2024, July 30-August 02, 2024, Vienna, Austria

and sharing information with allied nations is important. There-
fore, NEWSROOM assesses and designs DLT, cryptography con-
cepts, and access control mechanisms to ensure data integrity and
sovereignty, and to protect information against theft from hostile
countries, which may support adversaries in evading cyber de-
fence mechanisms. Cyber defence operation and mission requires
collaboration of many different levels of the chain of command,
ranging from deployed units, to headquarters, and governmental
institutions. Therefore, NEWSROOM studies and designs methods
for visualizing and supplying information to provide both (i) an
overall CSA picture across multiple units and domains (e.g., for
headquarters and high-level commands), as well as (ii) targeted
mission-specific information to support personnel in tense situa-
tions as efficiently as possible. Beyond that, NEWSROOM focuses
on cyber defence for modern digital and connected military assets,
including IOMTs, such as UAVs. For this purpose, NEWSROOM
designs digital twins to analyze threats and attacks against oMT
and supports training in relevant scenarios. Deception technologies,
such as honeytraps, honeypots, and decoys allow NEWSROOM to
observe and analyze actual adversarial behaviour without exposing
and endangering military network infrastructures and sensitive
information. Finally, NEWSROOM engages with stakeholders and
end-users to design realistic application scenarios that allow to
evaluate CSA components. The scenarios will be deployed in cyber
ranges to demonstrate a mission-specific application of NEWS-
ROOM'’s results and provide an environment for training military
personnel in CSA processes.

An integral part of NEWSROOM is to provide a platform for
collaborative CSA to connect the entire military chain of command,
governmental institutions and authorities, national cyber defence
communities, and allied countries. In this context NEWSROOM
connects units in operation, headquarters, cyber defence units and
infrastructure, and builds a link across different military domains
(land, air, sea, space, and cyber) and to allied partners and communi-
ties. The application scenarios in the next section further elaborate
on these elements.

6 APPLICATION SCENARIOS

In military context and cyber defence, mission engineering, as well
as scenario development for simulation, exercise, and training, dis-
tinguish between the concepts scenario, storyline or vignette, and
use case. Considering this framework, scenarios provide the scope
of a hypothetical or fictional situation or sequence of events, i.e., a
background story that sketches the historical, political, military, eco-
nomic, cultural, humanitarian and legal events and circumstances of
the conflict or crisis at hand. This includes descriptions of affected
areas, e.g., countries, maps, plans, main actors, strategic situations,
such as conflict, combat stages, or related crises. A storyline or
vignette outlines one specific developing situation or sequence of
events within a broader context, e.g., a scenario, which in context
of cyber defence could be the detailed description of the sequence
of events related to a single multi-step attack by an APT, including
a clear description of the steps in the cyber kill chain, adversaries
TTPs, and the defenders options to respond. NEWSROOM consid-
ers a storyline as a descriptive and less technical documentation of a
sequence of events within a scenario and a vignette as the technical
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expression of a storyline. Eventually, a use case is a description of
specific tasks or interactions, such as "Actor A applies tool T to
achieve X" [34, 35, 40].

The remaining section outlines the four scenarios NEWSROOM
will employ to guide its research, evaluation of project results, and
training and exercises in the context of CSA. Finally, the section will
provide a specific example for a storyline and elements of vignettes.

6.1 NEWSROOM scenarios

NEWSROOM identified four scenarios that describe different stages
of a conflict, crisis, and defence. They consider four different threat
levels: (i) no threat, (ii) low threat-level, (iii) increased threat-level,
and (iv) high threat-level.

6.1.1 Capacity building: CSA training and mission. At all times,
even if there are no threats on the horizon, it is necessary to train
and exercise personnel and prepare military staff of all units for
future defence missions. CSA is an important part of an efficient
and complete cyber defence strategy. It builds the backbone for
developing strategies and tactics to defend future threats in cyber
space that may affect all military domains and command levels,
because today’s communication and coordination, as well as opera-
tion heavily relies on cyber infrastructures. Thus, it is indispensable
to properly train military personnel to build capacities in CSA to
be able to accurately interpret the current threat landscape and
build a complete Common Cyber Operational Picture (CCOP). Ad-
ditionally, it is important to acquire capacities and analytical skills
to use available CSA sources, including CTI and attack behaviour
classification algorithms, to timely predict future threat scenarios.

In this regard, NEWSROOM develops relevant and realistic sto-
rylines and vignettes that take into account strategic and tactical
aspects both technical and non-technical to provide a foundation
for capacity building. By identifying common operational prin-
ciples (CONOPS), and functional, security, and interoperability
requirements, NEWSROOM provides guidelines on applying inte-
grated CSA platforms for cyber defence, on governing cooperation
among military forces and allied countries, and on establishing tac-
tical postures. To enable realistic training and exercise conditions,
NEWSROOM develops cyber range environments that simulate
both digital infrastructure and physical infrastructure across do-
mains, through the integration of IoMT, using emulation and digital
twins, for example, of UAVs. Therefore, NEWSROOM enables train-
ing application of CSA technologies and strategic procedures such
as collaboration between different forces and countries.

6.1.2 Isolated cyber attack against a single country. Monitoring of
critical infrastructures and military infrastructures, as well as net-
work activities and communication in public and social networks,
are the main activities related to CSA in cyber defence context
during low threat levels and outside of active conflicts. During such
threat situations, predominantly isolated attacks against a single
target and country are expected, especially if there is no evidence
for planned adversarial campaigns in any information stream (e.g.,
social media, clear and dark web). Such isolated attacks, for exam-
ple, aim at single targets of critical infrastructure, such as a single
power plant or substation, or a single public authority/agency (e.g.,
data theft attempts or DoS). These attacks raise alerts in IDS that
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need to be analysed by cyber defence experts to trigger proper mit-
igation actions, revise preventive tools, such as rule-based attack
detection and prevention mechanisms as well as reviewing and
updating configurations of passive detection tools (e.g., anomaly
detection), document the incident, and inform allied partners.

To accomplish these tasks, NEWSROOM provides solutions to
collect and analyze low-level data such as system logs, sensor data,
and network traffic for attack detection and classification. Fur-
thermore, NEWSROOM crawls CTI to interpret alerts, recognize
emerging threats, and identify changes in the threat landscape.
Automating this processes and using, for example, unsupervised
attack pattern mining, improves the efficiency and accuracy of
attacker behaviour classification. Thus, cyber defence personnel
can react faster and reliably against emerging threats and limit
damage through early containment and triggering of mitigation
actions. Combining attacker classification and information sharing
allows to create actionable CTI, such as attack patterns that con-
nect IoCs to information about threat actors (countries, IPs, type
of attacker). Hence, NEWSROOM increases CSA for cyber defence
and provides the tools for generating CTI data bases, such as an
APT catalogue that correlates information about threat actors, their
preferred TTPs, and country of operation to support the process
of implementing efficient cyber defence strategies that address the
current threat landscape. NEWSROOM’s modular design enables
coordination across all military domains, headquarters, with na-
tional authorities/agencies (e.g., SOCs, NOCs and CERTs), and with
allied countries to stop spreading of cyber threats.

6.1.3 Operation during strategic defence. Strategic defence mis-
sions usually take place in times of increased threat level. Such
situations occur, for example, if there is adversarial aggression
close to borders of allied countries, or when there is a war fought
close to allied countries borders. Under such circumstances, allied
troops are on increased alert. There are increased reconnaissance
missions of all domains and an elevated volume of communica-
tion and coordination between allied countries. In such defence
scenarios CSA has to accomplish three fundamental tasks: (i) Mon-
itoring of network infrastructure for communication, coordination
and operation between headquarters and deployed units, including
assets such as IoMT, (ii) continuously updating the current CSA
picture and informing about the current threat landscape in cy-
ber space, since large attack campaigns by advanced threat actors
such as APTs and state-supported actors of hostile countries can
take place at any time, and (iii) sharing relevant threat information
with different units, i.e., providing targeted information adapted
to the current situation of each unit and technology in use, and
communicating novel CTI with allied partners.

NEWSROOM'’s proposal of a modular and future-proof architec-
ture for integrated CSA platforms aims to simplify collaboration
among allied nations that might use different technologies. Fur-
thermore, NEWSROOM'’s approach to enforce the application of
the need-to-know principle and to use post-compromise cryptogra-
phy technologies increases trust and promotes sharing information
among different units within a country and with allied nations. The
use of deception technologies emulating realistic military and criti-
cal infrastructures leveraging the concept of digital twins for IoMT,
OT, and other CPS, attracts actual attackers, which allows studying
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adversarial behavior and TTPs in separated environments under
secure conditions. Furthermore, these environments can serve as
playground to identify vulnerabilities in network components and
thus enable closing them before adversaries can exploit them. Ver-
satile visualizations and HCIs enable personnel with different roles
and expertise to efficiently interact and consume CSA information
even in tense and stressful situations. Thus, NEWSROOM supports
taking informed decisions on all levels in the chain of command.

6.1.4 Large-scale coordinated attack against specific sectors and
several allied nations. Military domains and other infrastructures
are increasingly intertwined with activities in cyberspace. Since
modern cyber defence operations rely on digital infrastructures for
communication and coordination, both headquarters and deployed
units are vulnerable to cyber threats. While the previous scenario
covers CSA tasks related to military infrastructure, this one focuses
on cyber defence of countries, assets, critical infrastructure, and
societal values in general. Today, countries are connected digitally
and physically share critical infrastructures, for example, transport
infrastructures and power grids. Hence, critical infrastructures are
a relevant target for threat actors such as hostile nations, APTs, and
cyber terrorists that threaten allied countries on a large scale with
coordinated attacks and cause significant damage that affects safety
of citizens, economy, and social life. In the past, notable attacks on
power grid infrastructure have been documented, such as in the
Ukraine [4]. A successful attack on critical infrastructure, such as
the power grid, would propagate unpredictable negative effects far
beyond the energy sector deep into a community’s economy and
society. Moreover, such a scenario may include an evolving series
of single attacks, cascading effects leading to dynamic situation
that requires collaboration between military and non-military ac-
tors. To successfully defend such attacks and limit the impact, it
is indispensable to possess a CSA strategy and infrastructure that
allows collaboration, coordination, and communication of tactical
and operational activities across a country’s military domains and
with allied nations. To defend such attacks, CSA must provide up-
to-date situation pictures of targeted sectors, a CSA picture that
covers the current threat landscape for each sector individually and
across related sectors, an operational picture that involves forces of
several countries, and ensure trustworthy and reliable sharing of
relevant CTI to enable accurate and timely cyber defence missions.

NEWSROOM deception technologies allow to obtain CSA about
adversaries current TTPs. Advanced visualizations and HCIs aim to
make CTI actionable for military staff in cyber defence, adjusted to
different operation and mission situations. NEWSROOM’s technolo-
gies to improve the conditions for information sharing described
previously, support allied nations to collaboratively obtain com-
plete CSA pictures and compile specifications of the current threat
landscape across countries.

6.2 NEWSROOM application

The remaining section describes an exemplary storyline and vi-
gnettes related predominantly to a situation of low threat-level as
outlined by the scenario described in Sect. 6.1.2. Furthermore this
section elaborates on the application of NEWSROOM in course of
the sequence of events.
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The storyline at hand considers a situation that involves UAVs
observing a countries border next to a hostile country. UAVs are
an example for modern and complex IoMT devices in military
infrastructures. Figure 2 provides an overview of the involved com-
ponents and network infrastructure. This storyline involves the
military domains cyber, air, and space. Two UAVs, A and B, are con-
trolled from a headquarter using a military command and control
(C2) infrastructure that primarily communicates via satellite and of-
fers radio and cellular as alternative communication channels. The
UAVs include a battlefield management system and communicate
with each other over a mesh WiFi network. During the observation
mission for a brief period of time, UAV A enters the neighbouring
country’s airspace. The hostile country has been awaiting a long
time such a situation that allows them to attack an UAV under jus-
tified conditions. There are several tactical vignettes with different
causes that can be described here. Examples for vignettes from
the adversaries point of view are (i) an attack that compromises
the C2 infrastructure in the headquarter to manipulate the UAV
operation, (ii) a supply chain attack where a malware on an UAV
has been deployed by an insider, (iii) jamming the communication
to force the UAV to land, or (iv) attacking the mesh WiFi between
the UAVs to gain access to the C2 infrastructure via cellular com-
munication. Objectives of the adversary include stealing an UAV
to collect intelligence on the technology, infiltrating the military
network infrastructure, and financial damage.

The storyline and the described vignettes of the adversary allow
for the application of all NEWSROOM components. First, we as-
sume that the NEWSROOM platform collects data from all involved
systems and components, including logs, network traffic, and sen-
sor data. Furthermore, it continuously crawls CTI from clear and
dark Web and gathers CTI through information sharing with allies
and communities the country is partner in. Already before mission
operation, NEWSROOM has a significant impact on the mission.
First, digital twins of the UAVs have been used to test the UAVs and
attack detection against attacks suggested by the current threat
picture provided by NEWSROOM. Therefore, potential incidents
have already been known or counter measures could have been
taken that eliminated certain threats. Additionally, the digital twin
has been used in deception technologies. Therefore, a potential
outcome of the vignettes could have been that the adversary ends
up in a honeytrap and the defending country is able to observe
his TTPs under secure conditions in a separated system and take
measures against them. CTI collected during this activity could be
shared with allied nations that operate similar UAV infrastructures.
Therefore, the countries community would have been save from the
studied attacks and could securely observe their boards using the
UAVs. In this situation also attacker classification could have been
trained based on the data collected with the deception technologies.
Finally, the unit operating the UAVs has defined mission models
including information about the assets, i.e., the IoMTs, e.g., the UAV,
the area they will observe, the communication channels they use,
and the C2 system. These mission models later will enable NEWS-
ROOM to provide all involved personnel with mission-specific CTI
and thus enable fast and accurate decision making.

Assuming that the attack could not be prohibited before the
observation mission, the cyber defence unit that has been assigned
the task to monitor the border observation mission is continuously
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Figure 2: Infrastructure of a vignette considering UAVs.

provided with alerts and attack patterns from attacker classifica-
tion. However, due to the previously defined mission models and
increasing CTI reports related to the UAV models, alerts related
to the UAVs are ranked higher. We assume the adversaries jam
the communication of the UAV that entered the hostile airspace.
This triggers an alert based on the altered communication between
UAV A and UAV B via their mesh WiFi. Consequently, the cyber
defence unit increases the monitoring verbosity for the involved
infrastructure and shares information about the attack with per-
sonnel in charge of satellite communication and the UAV operation.
Given the role and expertise of these units, NEWSROOM does not
depict any technical details, merely provides information about
affected devices and a predefined sequence of countermeasures.
The unit operating the UAVs, for example, receives GPS coordi-
nates of the attacked UAV and thus takes care that the other UAV
is brought back deeper into the country’s own airspace. On the
other hand, NEWSROOM presents, based on the mission models,
CTI related to the involved components to the cyber defence unit,
which immediately starts mitigation actions and initiates forensic
analysis. In case of an attack compromising the C2 infrastructure
or a supply chain attack that enables the adversary to infiltrate the
network infrastructure, CTI would be a source about expected next
steps of the adversaries and online, i.e., live, and forensic attack
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classification would be important sources to inform the current
situation picture. Finally, also the person (commander) in charge of
the operation receives a report about the incident via NEWSROOM,
provided with the option to share the information with allied na-
tions. Since NEWSROOM implements the need-to-know principle,
the platform proposes to share information about the attack with
two groups, a higher ranked group of allied countries sharing a
border with the adversary and operating the same or similar UAV
infrastructure, and other allied countries operating the same or
similar UAV infrastructure but not sharing a border with the ad-
versary. The commander in chief decides to immediately share the
information with the more important group and starts assessing if
sharing with others is necessary as well. In the description, persons
with different roles and expertise have been involved. During all
steps the human military operator was in the loop. However, thanks
to NEWSROOM, all activities could take place simultaneously, thus
limiting the damage for the defending country and immediately
protecting allied countries from the same attack, with significant
potential for automation of these steps.

7 CONCLUSION

NEWSROOM is a research initiative to CSA specifically targeting
technical aspects related to cyber defence and military applications.
NEWSROOM designs methods, tools, and algorithms that relate to
the topics data and CTI gathering, attack classification, secure and
trusted information sharing, HCI, and visualization. Furthermore,
NEWSROOM aims to deliver a modular and therefore future-proof
architecture for integrated CSA platforms. A major concept NEWS-
ROOM focuses on is to improve interaction with CSA depending
on the role and expertise of a person to enable informed decision
making on all levels of the chain of command even in tense and
stressful situations. A cornerstone in this regard is providing CSA
information and situational pictures that relate to current missions
and situations of personnel. Thus, NEWSROOM contributes to all
three levels of CSA: perception, comprehension, and projection.
In this paper, we discussed the objectives of NEWSROOM, the ar-
eas NEWSROOM contributes to, and the general concept of NEWS-
ROOM. Furthermore, we compared military (cyber defence) to
civilian (cyber security) requirements. Finally, we introduced ap-
plication scenarios and an exemplary story line and vignettes that
concern UAVs. In this regard, we outlined the application of NEWS-
ROOM and how it affects different stakeholders and end-users.
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