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Abstract. Interpreting the large volume of alerts produced by Intrusion
Detection Systems (IDS) each day can be challenging and fatiguing for
Security Operation Center (SOC) analysts, especially when encountering
numerous false positives. Although modern SOC tooling supports alert
aggregation, correlation, and enrichment, it provides limited semantic
interpretation of alert content and rarely offers human-understandable
explanations to support triage decisions. We therefore present a concept
that leverages Large Language Models (LLMs) to classify IDS alerts and
assist SOC analysts during triage. Of particular interest is the ability
of LLMs to distinguish attack-related alerts from false positives and to
associate alerts with attack techniques. We perform an empirical eval-
uation of the alert classification performance of the LLMs ChatGPT
and Gemini on alerts from network-based and host-based IDS. We fur-
ther examine how system context information such as additional logs,
configuration data, and few-shot examples impact the LLM’s alert clas-
sification performance and consistency. Our results show that supplying
LLMs with additional information, especially carefully chosen few-shot
examples and system context, supports effective alert classification. At
the same time, limitations related to cost, reliability, and sensitive data
exposure could affect their practical use for alert interpretation.

Keywords: Large Language Models - IDS Triage - Alert
Interpretation - SOC Analysis - Cyberdefense

1 Introduction

As cybersecurity attacks continue to rise, so does the need for stronger defenses.
Effective defense relies on detection capabilities such as those offered by Intrusion
Detection Systems (IDS). By monitoring networks, IT infrastructure, and user
behavior, an IDS generates alerts in case of suspicious activity [28]. Security
Operations Center (SOC) analysts must investigate these alerts using system
context and threat intelligence. This process is resource-intensive and mentally
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demanding, particularly when analysts face large numbers of false positives [1],
which can obscure genuine threats and cause human errors over time [27].

Automating parts of the alert analysis and pre-classification could reduce
analyst workload and erroneous decisions. Moreover, potential explanations
could accelerate alert triage and support in-depth analysis. Given the capa-
bilities of Large Language Models (LLMs) for interpretation and reasoning [23],
we propose a concept for interpreting IDS alerts using LLMs, focusing on Chat-
GPT and Gemini as representative examples. We evaluate these models ability
to distinguish attack-related alerts from false positives and to associate alerts
with MITRE ATT&CK technique IDs as a starting point for deeper analysis.
Moreover, we investigate the impact of additional context, such as configura-
tion data, system descriptions, supplementary logs, and few-shot examples, on
classification performance. Throughout this study, we do not aim to replace
SOC analysts, but present a proof-of-concept tool to support and augment their
decision-making.

Our contributions can be summarized as follows:

— We evaluate LLMs’ ability to distinguish attack-related alerts from false pos-
itives and to associate alerts with attack techniques.

— We assess the influence of contextual information such as configuration infor-
mation, additional log information and classification examples on the LLM
alert interpretation.

— We compare the interpretation performance across different alert types and
identify trends of the LLM classifications.

— We discuss the feasibility of integrating this approach in the context of a SOC
and identify potential challenges.

The remainder of this paper is structured as follows: Sect.2 provides back-
ground on SOC analysis and related work on using LLMs to support analysts.
Section 3 presents our LLM-based alert interpretation concept. Section 4 describes
the experimental evaluation of LLM interpretation in a few-shot setting, which we
extend upon by analyzing the impact of contextual information in Sect. 5. We dis-
cuss applicability in SOC environments in Sect. 6 and conclude in Sect. 7.

2 Background and Related Work

This section outlines the SOC analysis process and reviews prior work on apply-
ing LLMs in this context.

2.1 Intrusion Detection Systems (IDS) and SOC Workflow

Intrusion Detection Systems (IDS) identify threats to a system’s confidentiality,
integrity, or availability. Based on their detection principles, IDS are commonly
categorized as signature-based (SIDS) or anomaly-based (AIDS). SIDS detect
known attack patterns with high accuracy and low false positive rates but strug-
gle with novel attacks and are sensitive to minor variations [10]. In contrast,
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AIDS identify deviations from normal system behavior beyond defined thresh-
olds, enabling the detection of unknown attacks at higher false alarm rates [4].
SOC teams detect, analyze, and respond to cybersecurity incidents, docu-
ment findings, and implement preventive measures. This process is supported
by tools such as IDS, which generate alerts that require human analysis [29].
To manage large alert volumes, SOCs commonly apply alert triage to categorize
and prioritize alerts to focus analytical resources where they are most needed
[11]. Many SOCs also follow a tiered structure, where Tier 1 analysts focus on
rapidly responding to new alerts, filtering false positives, and escalating relevant
alerts to Tier 2 analysts for in-depth investigation [29]. However, the high man-
ual workload, combined with environmental factors such as repetitive tasks, has
been shown to contribute to high burnout rates and erroneous decisions [27],
particularly when analysts are confronted with high false positive rates [1].

2.2 Related Work

To address SOC analyst challenges, researchers have increasingly investigated
applying LLMs across the incident response lifecycle. As surveyed by Habibzadeh
et al. [6], while LLMs apply to every SOC phase, explainability and automa-
tion remain key hurdles. Our work directly targets these two challenges dur-
ing the detection and analysis phases. Focusing on intrusion detection, Sun et
al. [26] introduce SHIELD that leverages LLMs for host-based intrusion detec-
tion, whereas Nir et al. [21] and Jiittner et al. [9] apply LLMs to explain NIDS
rules for non-experts. While these works emphasize explanation and interpreta-
tion, our work focuses on interpreting both HIDS and NIDS alerts to enable auto-
mated processing such as mapping to CTI. For multi-source SIEM environments,
Du et al. [5] utilize zero-shot Chain-of-Thought prompting alongside the MITRE
ATT&CK framework to aggregate multi-stage attacks, while Singh et al. [25] inte-
grate an LLM ensemble with a Wazuh SIEM for alert classification and report gen-
eration. Unlike these approaches that require complex cross-source aggregation
and SIEM infrastructures, our method prioritizes standalone IDS alert enrich-
ment and we further evaluate how system-specific context and few-shot examples
influence alert classification and mapping to the ATT&CK framework. Focussing
on supporting alert triage, Singh et al. [24] demonstrate that analysts use LLMs
primarily for alert understanding, context building and documentation. Finally,
Nguyen et al. [20] evaluate applying open-source LLMs for Snort and Suricata
alert analysis. While their approach emphasizes explanatory outputs such as alert
descriptions and mitigations, their results show challenges in accurately identify-
ing false positives. We address these performance limitations by injecting system-
specific context and leveraging larger proprietary models.

3 Concept

This section describes our approach for using LLMs to interpret and classify IDS
alerts. In SOC environments, IDSs process security-relevant events from com-
puter networks and generate alerts for anomalous or suspicious behavior. These
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alerts contain low-level technical indicators such as signatures and protocol fields
that may indicate suspicious activity but are often insufficient to reliably assess
malicious behavior or prioritize alerts. Analysts must therefore manually corre-
late alerts with system context and threat intelligence, a time-consuming process
contributing to alert fatigue. Our pipeline addresses this challenge by combining
alerts from AMiner [13], Suricata (https://suricata.io/), and Wazuh (https://
wazuh.com/) with contextual system and threat information to produce semanti-
cally enriched alert representations supporting analyst decision-making. AMiner
is a host-based anomaly detection IDS using statistical models on system and
application logs. Suricata performs rule-based network traffic inspection using
packet, protocol, and flow analysis. Wazuh is primarily host-based, combining
signature and anomaly detection on endpoint logs and system events.

Alert Creation Alert Interpretation Classified Alerts
Attack-Related Alerts
(incl. MITRE ATT&CK Technique)
False
Positives
D Processing Component D Input / Output -~ Optional

Fig. 1. Pipeline for IDS alert interpretation using LLMs.

As shown in Fig. 1, IDS process security-relevant events into alerts ) which
are then passed to the LLM @). The LLM classifies them into false positives @)
and attack-related alerts and maps relevant ATT&CK techniques @ to explain
observed behavior. This step abstracts low-level IDS outputs, which describe
observable anomalies and signature matches, into a semantically meaningful rep-
resentation of adversary tactics, techniques, and procedures (TTPs). By trans-
lating protocol-, payload-, and context-specific detections into these higher-level
behavioral attacker patterns, this interpretation step enables automation such as
alert grouping, attack path reconstruction, and threat intelligence enrichment.

Several intermediate cyber threat representations exist as described y
Mavroeidis et al. [18], including CAPEC attack patterns, CWE software weak-
ness enumeration, and STIX for standardized threat sharing. While these frame-
works provide valuable descriptive and exchange capabilities, we select ATT&CK
as our target representation due to its explicit focus on adversary behavior,
hierarchical structure, and direct linkage to detection and mitigation strate-
gies. Leveraging pre-trained language understanding, structured alert metadata,
and additional inputs ©)-(©), the LLM performs semantic alignment between
IDS alerts and ATT&CK techniques by identifying contextual relationships and
behavioral patterns, producing structured JSON output suitable for automated
processing. Importantly, the pipeline serves as a decision-support tool, assisting
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analysts in prioritizing and correlating alerts while maintaining human over-
sight. This analyst-in-the-loop focus motivates the use of LLMs over traditional
machine learning approaches such as SVMs, which are primarily optimized for
classification under fixed metrics. Rather than focusing solely on predictive accu-
racy, our approach emphasizes interpretation and contextualization through
natural-language reasoning. Accordingly, TP/FP assessments and ATT&CK
mappings are treated as reasoning artifacts whose reliability can be evaluated.

4 LLM-Based IDS Alert Interpretation

This section describes the dataset and methodology for interpreting IDS alerts
with LLMs in a few-shot setting (Fig.1 () and presents the evaluation results.

4.1 Dataset

For the evaluation we use the IDS alert dataset by Landauer et al. [14,15],
generated in a simulated enterprise network containing services such as mail,
file sharing and WordPress servers. The dataset contains alerts from the IDS
AMiner, Suricata, and Wazuh under both normal user activity and a multi-step
attack scenario. Simulated attacks include data exfiltration, various scans, a web
shell upload, password cracking, and privilege escalation, among others [12].

The alerts are labeled time- and event-based. Time-based labels indicate
whether an alert occurred during the simulation window of an attack, while
event-based labels are assigned based on the alert-triggering log line. Although
time-based labels are less accurate, as they may classify unrelated alerts within
an attack window as malicious, we use them because event-based labels are only
available for a subset of attack types, limiting comparability across attacks.

The dataset includes multiple variations differing in parameters such as IP
addresses, hostnames, and user behavior. We randomly select the alerts from
the Foz variation. Since Wazuh and Suricata alerts are stored in a shared file,
we treat them as a combined source and refer to them collectively as the Wazuh
dataset. The experimental dataset comprises 100 attack-related and 100 benign
alerts. It includes all available attack types while approximately preserving their
relative distribution, though some attack types are not represented in every IDS
source as shown in Fig. 7. The reduced evaluation dataset size allows for deeper
inspection and controlled comparisons, while remaining sufficient to reveal sys-
tematic trends. Additionally, because each evaluation requires multiple high-
token LLM invocations, limiting dataset size ensures experimental feasibility
and reproducibility under realistic computational and cost constraints, without
substantially affecting interpretive insights.

4.2 Evaluation Methodology

In our experiments, we use the APIs of ChatGPT 4o (Aug. 6, 2024 release) and
Gemini 2.5 Flash Lite to automate alert interpretation. ChatGPT 4o was selected
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as the newest available model at experiment time, while Gemini 2.5 Flash Lite
was preferred over newer variants due to higher availability. We choose these
proprietary models over open-source models because their managed APIs reduce
operational overhead and fine-tuning requirements, supporting rapid experiment
setup and enterprise integration. Weak alert classification results for open-source
models such as Mistral-7B, Qwen3-8B, and LLaMA3.1-8B shown by Nguyen et
al. [20] further motivates the use of these large general-purpose models. Exper-
iments are repeated three times for every dataset-LLM combination to account
for LLM output nondeterminism as described by Ouyang et al. [22]. We set tem-
perature to 0 and top-p to 1 to maximize consistency while preserving expressive
outputs, and limit responses to 1000 to control costs for complex alerts.

You are a security analyst. You will be given an IDS (Intrusion Detection
System) log entry in JSON format called ‘ids_line‘. Your task is to classify the
alert and return the output in the following JSON schema:

{
"anomaly_timestamp": "<value from Timestamps in ids_line>",
"classification": "TP | FP",
"mitre_technique": ["<techniques from MITRE ATT&CK>"],
"description": "<short reasoning about the classification>"
}

Follow these rules:

- Extract the anomaly timestamp from ’Timestamps’.

- Always output valid JSON only.

- Classification:

- TP = true positive (legitimate malicious activity)

- FP = false positive (benign or misclassified activity)

- For mitre_technique, use the best fitting MITRE ATT&CK techniques, you can
also supply more than one but stick to the minimum.

- Use short but precise description

<Additional information (few-shot examples,...)>

Fig. 2. Prompt template including output format and task instructions.

Given this setting, we provide the LLMs with zero-shot, one-shot and two-
shot prompts. Few-shot prompts include a task description together with up to
two example alert-output pairs, while zero-shot prompts contain only the task
description and alerts, serving as a baseline. The task requires the model to
return the alert timestamp, whetzer the alert is attack-related, a minimal set of
MITRE ATT&CK techniques, and an explanation of its reasoning as shown in
Fig. 2. Few-shot examples are included in the system prompt, following recom-
mendations by Loukas et al. [17]. We select example alerts from dataset variants
different from the evaluation set, with up to two alerts per attack type and up to
two no-attack alerts for each IDS. Two-shot prompts extend one-shot prompts
with an additional example per attack type and an additional benign alert chosen
to maximize diversity from the first example. Few-shot prompting reduces task
ambiguity but requires maintaining representative examples as threats evolve
and has been shown to be less effective than fine-tuned models [3].
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We analyze the LLM outputs by evaluating alert categorization (false posi-
tive vs. attack-related) and the correctness of assigned ATT&CK techniques. To
assess technique assignments, we map the ATT&CK framework to the dataset
attack types based on the dataset descriptions [14]. Assignments are classified
as correct if all predicted techniques match the mapping, partially correct if
at least one matches, and incorrect otherwise. Thus, partially correct classifica-
tions may include unrelated techniques but still contain useful ones. Although
this definition could label exhaustive technique lists as partially correct, our
prompt requests a minimal set, and hence outputs typically contain at most
three techniques.

4.3 Results

Our results show that the analyzed LLMs classify no-attack alerts more accu-
rately than attack-related alerts, as shown in Table1. This gap is most pro-
nounced in the zero-shot setting, where only about one-third of attack-related
alerts are classified correctly, compared to over 90% of no-attack alerts. Intro-
ducing one- and two-shot examples approximately doubles the detection rate
for attack-related alerts, while only slightly reducing performance on no-attack
alerts, resulting in substantially improved overall classification performance.

Table 1. Average success rate of alert categorization for few-shot experiments

Experiment|Attack No-attack|ChatGPT Gemini Total

Zero-Shot |31.00%(92.08%  |67.08%  |56.00%61.54%
One-Shot  |74.00%(84.83%  [76.75% |82.08%79.42%
Two-Shot [75.67%82.92% |79.83%  |78.75%|79.29%

To further compare the experimental variants, we report the average accu-
racy, precision, F1-score, TP-rate, and FP-rate across runs of each experiment
type and rank them in Fig.3. The figure also includes attack type classifica-
tion performance for attack-related alerts, expressed as the ratio of correct and
partially correct classifications to the total number of classifications. Overall,
the results show that one- and two-shot prompting substantially improve the
classification into attack and no-attack alerts compared to zero-shot prompting.
This is reflected by the accuracy that increases from 51-68% in the zero-shot
setting to 75-83.5%, while TP-rates improve from 7-61% to 49-91%. TP-rates
are generally higher for AMiner alerts, likely due to their lower alert diversity. In
contrast, Wazuh alerts achieve consistently higher precision values (over 94%)
than AMiner alerts (51-79%), resulting in substantially lower false positive rates
(0-4% to 5-40%). This indicates that the LLMs classify Wazuh alerts more reli-
ably.

Regarding correctness of MITRE ATT&CK technique assignments, results
clearly show the benefit of classification examples. The two-shot setting achieves
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Fig. 3. Comparison of different few-shot experiments.

correct-to-incorrect ratios of approximately 50-70%, compared to 35-40% in the
one-shot setting, which is more than three times higher than those of the zero-
shot setting. As with attack detection, AMiner alerts achieve higher classification
accuracy than Wazuh alerts, likely due to greater diversity of Wazuh alerts.
Overall, results show that few-shot examples substantially improve both the
identification of attack-related alerts and the correctness of attack type classifi-
cation, albeit at the cost of a slight reduction in false positive detectability.

5 Influence of Contextual Information

This chapter evaluates the impact of various context information, such as system
descriptions, configurations and additional alerts and log data (Fig. 1 ®-®), on
the LLMs classification performance and presents the corresponding results.

5.1 Evaluation Methodology

To evaluate the impact of contextual information, we apply the same method-
ology described in Sect. 4, but replace the few-shot examples with the respec-
tive context sources. These sources include full-text and keyword-based system
descriptions, as well as device configuration data such as host names, IPv4
addresses, time zones, operating systems, and group affiliations describing the
purpose of server and user devices. For server devices, we additionally provide
the fully qualified domain name, while for host devices we include the username.

Furthermore, we evaluate the impact of additional log lines from the same
source that triggered the alert, as well as preceding alerts related to the analyzed
alert. To identify trends based on the amount of contextual information, we vary
the number of supplied data items across experiments. In a first approach, the
number of additional inputs is increased over 20 runs. If fewer items are available
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in the respective data source, all available inputs are used. In addition to this
simple approach, we conduct a time-based experiment with 10 runs, in which
contextual data must fall within time windows ranging from 5 to 50s before
the analyzed alert. To avoid excessive prompt sizes, the number of additional
inputs is limited to 20. For the time-based alert experiment, requests are only
sent to the LLM if additional alerts are available, otherwise the setup would be
equivalent to the zero-shot experiment.

5.2 Results of Configuration and System Description Experiments

Similar to the few-shot examples when providing the LLM with configuration
data, system descriptions, and their combinations false positives are consistently
easier to identify than attack-related alerts, as shown in Table2. Across both
LLMs and datasets, server configuration information has the strongest posi-
tive effect on identifying attack-alerts and false positives. Moreover, keyword-
based descriptions improve attack-related alert interpretation, whereas full-text
descriptions perform better for false positive classification. In general, a single
context source outperforms combining multiple sources, suggesting that exces-
sive context introduces noise rather than improving interpretability. Overall,
providing context improves attack-alert identification over the zero-shot base-
line while maintaining strong false positive detection. Combining context with
few-shot examples further improves performance beyond either approach alone.
While the two-shot setting achieves the best overall attack-alert classification,
the one-shot setting provides more balanced detection and the best false positive
results.

Table 2. Average success rate of alert categorization for context experiments

Experiment Attack |No-attack Chat GPT|Gemini Total

Server Config 40.33%(92.58% |70.33%  62.25%166.30%
User Config 39.42%91.58% |70.75%  160.25%65.50%
Textual Description 36.17%/89.92% 168.08% |58.00%|63.04%
Keyword Description 39.83%/88.08%  68.33% |59.50%63.92%
Combination 37.92%(91.08% |70.25%  |58.75%(64.50%
Combination with One-Shot 62.00%/95.33% 79.58%  [77.92%|78.67%
Combination with Two-Shot|72.83%/86.42%  [81.42%  |77.83%79.63%

These trends are reflected in the metric values shown in Fig. 4. In context-
only settings, accuracy ranges between 58-75%, while Fl-scores improve by
roughly 20% over the zero-shot baseline. Although TP-rates vary substantially
across experiments (20-71%), precision remains high (64-100%), suggesting that
contextual prompting mainly improves classification by reducing false alarms.
Wazuh additionally shows a broader precision range than AMiner (64-100%
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Fig. 4. Comparison of different context experiments.

vs. 77-90%), indicating greater sensitivity to the prompting strategy. The best
overall performance is achieved by combining context with few-shot examples,
increasing accuracy to 74-84%. Compared to plain few-shot prompting, TP-rates
and F1l-scores become more consistent across setups, while FP-rates decrease
from up to 40% to at most 28% which Wazuh having a consistently lower rate
than AMiner alerts. This indicates improved robustness against FP misclassifi-
cations by using contextual information. For attack type classification, context
has mixed effects. In the few-shot setting, adding context slightly reduces the
correct-to-incorrect ratio (33-66% vs. 35-70%) while it provides clear benefits
in the zero-shot setting, improving the correct-to-incorrect ratio from 2-14% to
10-22%.

5.3 Results of Simple Alert and Log Line Experiments

When increasing the number of supplementary alerts or log lines with each run,
we observe that adding context primarily improves performance within the first
5-9 additions, after which results stabilize and may slightly decline once around
15 sources are included (Fig. 5). This indicates diminishing returns, where a small
amount of additional evidence supports interpretation, while too many sources
introduce noise. Across both datasets, additional alerts are on average more
beneficial than log lines, resulting in slightly higher accuracy (70.81% vs. 65.43%)
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and TP-rates (up to 84% vs. 78%). In contrast, log-line experiments maintain
slightly higher precision (around 79% vs. 77%) and lower FP-rates (up to 17%
vs. 47%), making them less prone to overly confident positive predictions.
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Fig. 5. Comparison of additional alert and log data experiments in simple setting.

Compared to few-shot prompting, supplementary sources improve classifica-
tion performance over the zero-shot setting but do not reach the performance
of the one- and two-shot variants. Across datasets, Wazuh alerts are generally
classified with higher precision than AMiner alerts (67-100% vs. 53-91%) and
tend to produce lower FP-rates, particularly when adding alerts. Overall, we
find that AMiner alerts benefit more strongly from the first additions but also
show clearer performance degradation when adding too many sources. For attack
type classification, Wazuh alerts achieve higher correct-to-incorrect ratios than
AMiner alerts (11-39% vs. 1-19%). Moreover, additional alerts have a greater
impact on the classification performance compared to log lines. Both approaches
outperform the zero-shot baseline, although absolute performance remains
limited.
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5.4 Results of Time-Based Alert and Log Line Experiments

The time-based setting produces more stable results across runs than the simple
setting while maintaining a comparable overall performance, as shown in Fig. 6.
Accuracy remains within a similar range as in the simple setting (42-82% vs.
50-85%), suggesting that additional context from a specific time frame improves
consistency rather than detection capability. We also observe model- and IDS-
specific effects. ChatGPT performs similarly on alert- and log-based additional
contexts and generally handles AMiner better than Wazuh alerts, whereas Gem-
ini achieves better results on alert-based than log-based experiments and inter-
prets Wazuh alerts more accurately than AMiner alerts. Compared to the simple
setting, the time-based runs slightly improve precision (58.8-100% vs. 50-100%)
and reduces false-positive rates (0-22% vs. 0-47%). In general, Wazuh are inter-
preted more precisely than AMiner alerts, while TP-rates and F1-scores remain
comparable across the experiment settings. Attack-type classification perfor-
mance also remains similar, although with a narrower performance range.
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Fig. 6. Comparison of additional alert and log data experiments in time-based setting.

6 Feasibility of Integration in the SOC Context

This section summarizes the results, explores explanations for observed trends,
discusses integration into SOC workflows and associated challenges, and exam-
ines result consistency, reproducibility, and limitations.
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6.1 Factors Influencing LLM Classification Performance

Overall, zero-shot experiments achieve modest performance for attack alerts
(31%) and attack types (~9%), but good results for no-attack alerts (92%).
Few-shot examples substantially improve attack alert (~75%) and attack type
classification (35-70%), while slightly reducing no-attack results (84%). Adding
context, such as configuration data and system descriptions, mitigates no-attack
performance degradation to near zero-shot levels, with a slight decrease in attack
alert classification. The two-shot context setting achieves the best overall attack-
alert performance (~73%), whereas one-shot with context offers slightly lower
attack-alert (~62%) but better no-attack results (~95%) at lower token cost,
making it preferable. Even without few-shot examples, context improves classi-
fication performance over the zero-shot baseline (62% vs. 79%). Including addi-
tional log lines or alerts yields similar improvements, with time-based produc-
ing more stable results than simple settings. Across experiments, both LLMs
consistently classify no-attack alerts more accurately than attack alerts, and
binary attack/no-attack classification proves more reliable than attack-type clas-
sification. Wazuh alerts show higher precision and fewer false positives, whereas
AMiner alerts achieve higher TP-rates, accuracy, and correct attack types. To
further analyze these effects, we examine individual alerts. Figure7 presents a
heatmap of attack-type classifications by IDS and attack type across experi-
ments, comparing ChatGPT (first rows) with Gemini (second rows).

Influence of Few-Shot Examples. LLM predictions closely follow the few-
shot examples. This is most evident for AMiner Dirb alerts and Wazuh Suricata
alerts, which closely resemble the examples and thus achieve strong classifi-
cation. In contrast, alerts that differ substantially from the examples perform
worse, especially in the one-shot setting, indicating overfitting. This suggests that
few-shot examples implicitly convey attack tactics and constrain the considered
techniques. No-attack false positives and DNSteal alerts are largely unaffected.

Degrading Performance on Long Inputs. Additional log line, alert, and
combined context experiments show degrading performance with increasing
input length, consistent with findings by Modarressi et al. [19] linking long
prompts to reduced LLM output quality. While excluding low-semantic fields
such as IDs may mitigate this issue, our results emphasize the importance of
carefully selected few-shot examples, especially when combined with contextual
information.

Training Data Availability. The heatmap shows that Wazuh alerts out-
perform AMiner alerts, likely because LLMs are more extensively trained on
Wazuh and Suricata data. Moreover, AMiner’s anomaly-based alerts provide
more limited context, as they are frequently expressed as high-level indicators
like frequency-based deviations (e.g. CPU wvalue deviates from average in moni-
toring logs.).

Relevance Indicators. High-value relevance indicators (e.g. confidence scores),
improve classification of anomaly-based and protocol violation alerts (e.g., SURI-
CATA TLS invalid record/traffic). Aggregated alerts (e.g., Multiple web server
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400 error codes from same source IP.) are also classified more accurately, showing
that repeated occurrences aid LLM classification. Special URL characters (e.g.,
$-+1*) further increase the likelihood of an alert being classified as malicious.

Tool Names. Tool names (e.g. Nmap Scripting Engine, WPScan v3.8.20)
strongly influences classifications e.g. for the scan and WPScan attack types
as shown by the heatmap. Similarly, privilege escalation alerts with root-level
activity (e.g., Successful sudo to ROOT executed) are reliably identified.

Time-Based Labeling. Both heatmaps show that many attack-labeled alerts
(e.g. DNSteal and dovecot login) are classified as benign by the LLMs. This
occurs because their descriptions (e.g., dnsmasq[14460]: query[A] youtu.be) lack
malicious indicators but coincide with attack simulation windows, causing our
methodology to count correct classifications as errors. Conversely, some alerts
labeled benign by time-based labeling contain malicious activity (e.g., DNSteal
activity in AMiner alerts) and are classified accordingly. Future work should use
event-based labeling and exclude unrelated alerts within attack windows.

@n AMiner @687)  (93)

DNSteal (28-42) Webshell Rgveel;fe
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ServiceScans Dirb L, \
- ¥ Password Privilege
(8-27) (43-85) Cracking Escalation

(88-92) (94-100)

Wazuh

(1-10) (27-38) (56-76) (91-100)
Privilege
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Cracking
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AT: Add. Alerts Time CK: Text Keywords CT: Context Two-Shot LT: Add. Logs Time ZS: Zero-Shot
CC: Combined Context CO: Context One-Shot CU: User Config 0S: One-Shot

Fig. 7. Distribution of attack type classification correctness for AMiner and Wazuh.
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6.2 Use Case: Automatic Alert-to-CTI Mapping

To enhance SOC workflows, our approach can be integrated into a larger pipeline
beyond the initial IDS alert classification. Because our method already maps
alerts to MITRE ATT&CK techniques, it enables easy Cyber Threat Intelli-
gence (CTI) enrichment to accelerate investigations. As illustrated in Fig. 8, CTI
extraction tools such as AttacKG by Li et al. [16] or TTPDrill by Husari et al.
[8] align CTT reports with ATT&CK IDs, either directly or after preprocessing.
With both alerts and CTI sources represented as ATT&CK IDs, querying alert
IDs within indexed CTI data efficiently matches them to accelerate triage.

Alert Interpretation Cl ified Alerts Alert-to-CTI i CTI P
r 3
ECR
I AttackG II

Graph

""""""" i system
i iConfiguration;
"""" Attack-Related Alerts

:V (incl. MITRE ATT&CK Technique)
MITRE ID
LLM Mapping
s

False
Positives

[] Processing Component (3 Input/ Output -- Optional

i

Unstructured
CTI Source

{Few-Shot | Additional |

{Examples | | IDS Alerts | : -09 Data |

Fig. 8. Alert-to-CTI matching pipeline based on LLM interpretation

Despite its effectiveness, several limitations affect the approach’s applicabil-
ity in the SOC context. First, token costs and API rate limits may limit the
economic feasibility of cloud-based LLMs in high-volume environments. In our
experiments, ChatGPT incurred total token costs of approx. 400, while Gem-
ini costs could not be determined due to the use of a trial version. Third-party
data sharing also raises privacy and security concerns regarding sensitive system
information. However, deploying self-hosted LLMs can mitigate these infras-
tructure and data exposure issues. Additionally, the evolving threat landscape
requires ongoing maintenance, including updated model versions, performance
re-evaluation, and current few-shot examples. Finally, API processing failures as
observed with Gemini can disrupt automation, and limited explainability reduces
suitability for auditing or compliance. However, because the framework supports
rather than replaces SOC analysts, this lack of explainability is less critical.

6.3 Result Consistency

To assess reproducibility, we evaluate LLM interpretations consistency by repeat-
ing the zero-shot and one-shot experiments on attack-related alerts over 40 runs,
except for the one-shot Wazuh setting, which was limited to 25 runs due to Gem-
ini processing errors. Focusing on attack-related alerts reduces token costs while
preserving the data for alert categorization and attack type classification. As
in Sect. 4.2, each run produces TP/FN labels and, when applicable, attack-type
assignments. We assess consistency over two majority states, namely a simple
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state (TP/FN) and an extended state that including attack-type correctness
(e.g., tp:68, fm:32, cc:30, pc:6, ic:32). Assuming statistical independence across
conversation contexts of the LLM requests, we model consistency as a Bernoulli
process, where runs matching the majority state represent successful trials. From
these, we compute 95% Wilson confidence intervals [2], illustrated alongside their
observed proportions in Fig. 9.

The figure shows that Gemini exhibits consistently high reproducibility, with
95% confidence intervals spanning 68-100% across all variants. ChatGPT is more
variable, intervals ranging from 6-77%, and shows higher consistency for binary
than for attack type classification. Few-shot examples improve ChatGPT’s con-
sistency in the simple but degrade it in the extended state. For Gemini, they
have a slight negative effect, widening the interval for Wazuh alerts. Overall,
Wazuh runs remain more consistent than AMiner runs for both LLMs, likely
due to greater training data representation. Ultimately, these variations align
with trends seen in the other experiments and known sources of LLM nondeter-
minism such as GPU concurrency and batch invariance failures [7].
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Fig. 9. Wilson Confidence Intervals.

6.4 Limitations

Several factors condition the broader generalizability of our findings. First,
the small sample and evaluation dataset sizes necessitate cautious interpreta-
tion. Time-based labeling also introduces misclassifications for alerts incorrectly
falling into attack simulation windows. Furthermore, since few-shot examples
were derived from the same attack execution types as the interpreted alerts,
performance may not generalize to other tools, environments, or attack variants.
Finally, despite deterministic configurations, reproducibility remains subject to
minor variability quantified using Wilson confidence intervals.
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7 Conclusion

This work evaluates an approach for interpreting and classifying IDS alerts using
the LLMs ChatGPT and Gemini, specifically focusing on effective distinguish-
ing of attack-related alerts from false positives and assigning MITRE ATT&CK
technique IDs. We systematically analyze how different prompt additions such as
few-shot examples and various contextual information (additional logs, system
configurations, textual descriptions) impact classification performance. Results
show that a zero-shot approach is insufficient, achieving only 31% accuracy for
attack-related alert identification and 9% for attack-type classification. Incor-
porating few-shot examples substantially improves these metrics to 75% and
3370%, respectively, though at the expense of no-attack accuracy which drops
from 92% to 84%. Contextual data mitigates this false-positive degradation. Bal-
ancing performance, attack-type accuracy, and token costs, the one-shot variant
with context emerges as the most practical setup for operational SOC envi-
ronments. Beyond these quantitative results, our findings show that LLMs are
effective for semantic alerts (e.g., including tool names) but unreliable for sta-
tistical or anomaly-based alerts, especially in the absence of confidence scores.
Finally, real-world deployment of the approach remains bounded by operational
challenges, including high token costs, API availability constraints, data privacy
risks, limited explainability, and the need for continuous maintenance of few-shot
examples and prompts as new attack types and LLM model versions emerge.
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