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Abstract

This survey examines how cyber ranges (CRs) and testbeds (TBs) are implemented in practice by focusing on the technologies
used to realise CR/TB use cases and features. Building on a systematic literature review spanning 2020-Aug. 2025, the study
includes 199 publications and consolidates extracted application areas, purposes, use cases, infrastructure types, and reported
technologies into a structured data repository for analysis. The repository identifies 650 distinct technologies and maps
them into a hierarchical structure of 10 technology domains and 81 technology subdomains to support consistent cross-
paper comparison despite heterogeneous terminology and architectural representations. The analysis indicates a functional
separation in reported deployments, with TBs reported more frequently for experimentation-oriented use cases, whereas
CRs are reported more frequently for training, exercises, and education. Across application areas, the data show concentrated
profiles and explicit domain/application-area gaps where no technologies are reported for specific combinations, and temporal
trends indicate increasing diversification of reported use cases in 2024-2025. Based on these patterns and the discussed
challenges of inconsistent terminology and categorization, the paper recommends more systematic reporting of technologies
and feature implementations and the use of shared terminology with explicit mappings to reference architectures or taxonomies.

Keywords Cyber ranges - Testbeds - Cyber security training - Cyber security education - Cyber attack scenarios - Red
teaming - Computing platform

1 Introduction

Cyber ranges (CRs) and testbeds (TBs) are essential in
modern cybersecurity. They provide realistic platforms for
training professionals in the field of information and com-
munication technology (ICT), which becomes increasingly
important given the rising number of cyberattacks and
threats. The importance and relevance of CRs and TBs in
cybersecurity is steadily increasing and has been empha-
sized repeatedly in related surveys published in recent years
[189]. In addition, their versatile scientific use for research,
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experimentation and testing [91], as well as their adoption
in industry, further confirms the relevance of these tech-
nologies [71]. According to [71], there remains a need for
clear guidelines covering the conception, development, eval-
uation, and operation of CRs. While several studies address
key aspects of CRs, they often primarily reiterate or para-
phrase established standards, and in some cases interpret
them inconsistently, rather than offering additional novel
insights and concrete, unambiguous guidance for designing
and operating a CR. As also noted in [189], despite their
growing relevance, research gaps persist and a comprehen-
sive, consolidated analysis serving as a central reference for
the community is still missing.

A key challenge in designing and operating a CR or a
TB is the large number of potentially suitable technologies
and the resulting complexity of technology selection. For
example, during our literature analysis, we identified 650
distinct technologies that can be used to develop CRs, TBs,
and different use cases. This motivated the following research
questions:
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— RQI1: What use cases and application areas for cyber
ranges (CRs) and testbeds (TBs) are reported in the liter-
ature?

— RQ2: Which technologies and technology groups are
used to implement specific CR/TB features?

— RQ3: What trends and notable patterns can be observed
in the research and development of cyber ranges and
testbeds (e.g., purposes, application areas, and technolo-
gies)?

A substantial share of existing surveys focuses on gen-
eral features and the architecture of CRs and TBs. Several
approaches propose taxonomies and models to categorize
features and functions, use cases, and architectural represen-
tations. However, to the best of the authors’ knowledge, the
only survey that primarily focuses on the digital building
blocks of a CR or TB, specifically the technologies used to
implement them, is [208]. Therefore, the goal of this work is
to provide an overview of current technologies and to facili-
tate the selection of technologies for implementing use cases
and features in CRs and TBs. As a starting point, we build
on [208], which provides a list of technologies, including
the documented year and domain of application, that have
been used in CRs and TBs. In summary, this paper makes the
following contributions:

— Anoverview of CRs and TBs, including their application
areas and purposes.

— Alist of technologies used in CRs and TBs, together with
their intended use.

— The identification of gaps and notable patterns regarding
technologies, CRs, and TBs.

2 Background and related work

This section summarizes relevant publications that address
cyber range (CR) and testbed (TB) functionalities, capa-
bilities, and architectural aspects. The key contributions
extracted from these works include classifications and tax-
onomies of CR/TB characteristics, proposed reference archi-
tectures, frameworks, or conceptual models, and evaluations
of existing CRs/TBs, including discussions of purposes,
application areas, and supporting technologies.

Ukwandu et al. [189] provide a systematic overview of
CRs and security TBs, focusing on how these platforms are
used for cybersecurity training and how they could evolve
in light of increasing attack automation and the convergence
of information technology (IT) and operational technology
(OT). They examine literature mainly from 2015 to 2020 and
analyse CR/TB platforms by application areas, deployment
model, experimentation approach (simulation, emulation,
hybrid), team structures, and underlying technologies such
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as virtualization, containerization, and physical hardware.
Based on this synthesis, the article compares typical sce-
nario characteristics and attack types in CRs and TBs. It
finds that TBs are often linked to critical infrastructures
and OT environments, whereas CRs are more commonly
used in ICT-oriented education and training. A key con-
tribution of the article is the proposal of two dedicated
taxonomies. One taxonomy focuses on CRs, and the other
focuses on TBs. These taxonomies organise aspects such
as management and monitoring, scenario design (which
includes educational mechanisms and gamification), attack
types, and recovery-related features. The taxonomy for TBs
also includes additional dimensions for modelling and execu-
tion. The authors also discuss the training methods supported
by CRs and TBs. They argue that the distinction between
these two platform types is becoming less clear. The arti-
cle highlights emerging trends, including the development
of more configurable and real-time environments, as well as
broader application contexts such as cyber-physical systems
and Industry 4.0. Potential enhancements, such as the inte-
gration of augmented reality, are also explored.

Chouliaras et al. [38] review cyber ranges and security
testbeds used for cybersecurity education, training, exercises,
and research, addressing the practical gap that many studies
mention platforms but give limited detail on architecture,
topology, and concrete implementation tools. The authors
first compile and characterise a set of cyber ranges/testbeds
from the literature (e.g., by operator, objectives, sector,
environment type, and infrastructure), and then conduct
structured interviews with technical directors/managers of
ten selected platforms to capture otherwise underreported
design and operational details, including scenario creation
and deployment, exercise management, and the technolo-
gies used. Based on the interview data, the paper synthesises
a tool- and component-oriented view of contemporary cyber
range implementations. It reports common usage patterns
(primarily training, often combined with research/exercises),
covered domains such as competitions and SCADA/ICS,
and typical challenge areas (e.g., web security, forensics,
exploitation, and malware analysis). The study also docu-
ments frequently used technology choices across platforms,
including cloud and infrastructure solutions (e.g., Open-
Stack and AWS), virtualization and container approaches
(e.g., hypervisors and Docker), IaC tooling (e.g., Ansible,
Vagrant, and Packer), scenario-description formats (mainly
JSON and YAML), and monitoring/security components
(e.g., OSSIM, Nagios, Snort, and Suricata), and discusses
dataset generation, remote access/federation, and a trend
toward digital-twin-like environments.

Kampourakis et al. [71] propose a fine-grained reference
architecture for cyber ranges, motivated by IT/OT conver-
gence in Industry 5.0 and the need for realistic, standards-
aligned environments for cybersecurity preparedness. They
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argue that existing work does not jointly address cyber range
design, development, evaluation, and operation in a complete
and up-to-date manner. To close this gap, the authors derive
an abstract model from relevant guidelines and standards,
refine it using commonly reported cyber range functionalities
and traits, and introduce an evaluation formula to estimate
how closely a given cyber range aligns with the state of the art.
The main contribution is an architecture description that is
structured according to ISO/IEC/IEEE 42010. It is organised
into structural, functional, and informational views.In the
structural view, the targeted environment can be either a dedi-
cated testbed or a digital twin. This environment is embedded
within layers responsible for infrastructure, virtualization,
and orchestration. The paper examines typical virtualization
options, which include public or private cloud solutions, vir-
tual machines, and containers. It also references platforms
such as AWS, OpenStack, VMware, and Docker. Addition-
ally, the paper addresses orchestration methods, including the
use of controllers, Infrastructure as Code (IaC), and APIs.
The evaluation method is demonstrated through example
assessments using criterion-based scoring and visual com-
parison, and the authors position the work as a basis for
improved unification and standardization, with a proof-of-
concept implementation planned as future work.
Collectively, the aforementioned works provide a sys-
tematic overview of CRs, primarily focusing on architec-
tures, taxonomies, and the structural and functional concepts
underlying CR design. Yamin et al. [208] present a sys-
tematic literature review of unclassified CRs and security
TBs as environments for executing cybersecurity training
scenarios, covering both skill-oriented training for secu-
rity professionals and broader awareness-focused training.
The study follows a structured review protocol with three
researchers and searches major scientific databases (Associa-
tion for Computing Machinery (ACM)), Institute of Electrical
and Electronics Engineers (IEEE) Xplore, ScienceDirect,
Springer Link, and Wiley) over a2002—-2019 publication win-
dow using CR/TB/exercise-related keywords. Based on the
extracted evidence, the authors develop a taxonomy for CR
systems and evaluate the literature with emphasis on archi-
tecture and scenarios, while also considering capabilities,
roles, tools, and evaluation criteria. A substantial contri-
bution is the dedicated “Tools” chapter, which organises
and compares the concrete tools and mechanisms reported
across the reviewed platforms, including emulation, simula-
tion, hardware, management, monitoring, traffic generation,
user-behaviour generation, scoring, scenario definition, and
security testing, with detailed tables for each category. The
paper highlights commonly reported choices such as mon-
itoring tools (e.g., Tcpdump, IP Flow Information Export
(IPFIX), Wireshark), emulation tools (e.g., VMware and
Emulab), and simulation tools (e.g., Qualnet, Simulink, Net-
work Simulator, Matlab), and it also discusses the role of

physical components (e.g., Cisco-based devices and pro-
grammable logic controller (PLC) devices) in several TBs.
Finally, the authors synthesize the reviewed architectures
into a unified functional architecture (e.g., portal, manage-
ment, training/education, and testing modules) and discuss
observed trends such as a shift toward dynamic scenarios and
increasing automation.

We build on this literature review by examining publica-
tions from 2020 onwards and by placing a similar primary
emphasis on the technologies used in CRs and TBs.

2.1 Definitions

In the surveyed literature, several slightly different defini-
tions of CRs and TBs are used. Based on our collected data,
some of these definitions no longer appear accurate. For
example, Ukwandu et al. [189] differentiate CRs and TBs
by arguing that CRs are mostly applied in IT environments,
whereas TBs are preferred in OT environments. Our current
analysis suggests that this distinction no longer holds, as dis-
cussed in Section 4.2. In addition, Kampourakis et al. [71]
describe TBs as infrastructures that typically serve a pre-
defined functional purpose, in contrast to CRs. In the same
line of argument, they describe a CR—similar to Yamin et
al. [208]—as an environment that provides such TBs. Chou-
liaras et al. [38] note that multiple definitions of CRs exist in
the literature. As a pragmatic reference point, they adopt the
definition from the National Institute of Standards and Tech-
nology (NIST) one-pager [118] as a “first among equals.”
This definition emphasizes interactive and simulated repre-
sentations of an organization’s networked environment that
support hands-on skill development as well as product devel-
opment and security testing. However, our research indicates
that CRs are not limited to purely simulated infrastructures.
Instead, they may also integrate physical components, for
example via hardware-in-the-loop (HiL) systems that con-
nect real devices with simulated environments. Based on
these observations, we propose updated definitions of CRs
and TBs that reflect a technology-centreed perspective and
are grounded in the empirical evidence collected in this study.
Definition (Cyber Range). A CR is a technology stack for
constructing one or more isolated virtual or hybrid digi-
tal infrastructures for purposes such as training, education,
research, testing, and experimentation.

Definition (Testbed). A TB is an isolated digital infrastruc-
ture environment that can be virtual, physical, or hybrid,
designed for training, education, research, testing, and exper-
imentation.

Relationship between cyber ranges, testbeds, and digital
twins. In our terminology, a CR instantiates one or more
target infrastructures, which can take the form of TBs and/or
digital twins.

@ Springer
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3 Methodology

This chapter describes the approach used for data collection
and literature review. First, we outline the search strategy
used to compile the initial literature list. This is followed by
a description of the criteria applied to filter this initial list
to form the knowledge base for this work. Finally, we detail
which data points were extracted from the collected articles.

3.1 Search strategy

To gain a comprehensive overview of technologies used in
CRs and TBs, the search criteria for the literature review
were deliberately broad. This is reflected in the search
string. Although the focus is on technologies used, all
articles on security, CRs, and TBs from all application
domains were considered. To cover this broad scope, a
search string was composed containing the terms “Cyber

Range(s)”, “Testbed(s)”, “Cybersecurity”, “cyber defense”,
and “IT Security”. The final string was formulated as:

OR testbed(s)
AND cybersecurity OR

cyber range(s)
OR test bed(s)
cyber security OR cyber defense
OR it security

For the literature search, the following search engines were
used: Science Direct, ACM Digital Library, and IEEE
Xplore. This work builds upon the article by [208], which
examined publications up to the end of 2019. Therefore, the
first filter applied was the examination period from 2020 to
August 2025. The remaining publications were then primar-
ily pre-filtered based on inclusion criteria and abstracts. This
process yielded 631 publications identified in our system-
atic literature review, which were then filtered according to
inclusion and exclusion criteria. A total of 199 articles were
ultimately included in the study.

Inclusion criteria:

— The publication must relate to security and computer sci-
ence domains. This includes, but is not limited to, Internet
of Things (IoT), supervisory control and data acquisition
(SCADA), and cyber-physical systems (CPS).

— The publication must significantly focus on CRs and/or
TBs or dedicate a considerable portion of its content
to these topics. It should provide adequate technical
documentation of the technological components, system
design, and implementation details rather than offering
purely conceptual discussions.

— The publication must be written in English.

Exclusion criteria:
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— Secondary and tertiary literature, such as surveys, reviews,
and similar publications, were excluded.

— TBs from domains other than computer science were
excluded.

— TBsfocusing on security of structures and security/safety
of persons were excluded.

— TBs that primarily consist of hardware were excluded.

— Conference abstracts, book reviews, conference informa-
tion, extended abstracts, discussions, proposals, editori-
als, mini reviews, news, and short communications were
excluded.

— Publications not available in electronic form were excluded.

— Books, technical reports, lecture notes, presentations,
reviews, and theses were excluded. In these cases, the
corresponding conference or journal publications were
reviewed if available.

— Studies that do not specify concrete technologies or
provide insufficient description of the technologies dis-
cussed will be excluded from the review.

3.2 Data selection and quality assessment

This chapter explains the methodology and structuring of
the information collection process in more detail. It also
describes the quality criteria applied to both the selection
of publications and the extraction of technology data. To
answer the research questions, we collected information
from the publications themselves and from the infrastructure
described in them, namely CRs and TBs as well as the related
technologies. Figure 1 provides an overview of the collected
information objects and how they are structured. Due to the
large volume of content, examples of specific instances of
these categories are not described here but are presented in
Section 4, and a condensed version of the data repository is
also provided in Appendix A. The fields highlighted in blue
indicate the areas where information was actively collected,
while the non-highlighted fields contain additional infor-
mation that was not categorized. The fields shown in gray
represent the category names that were developed to classify
and structure the technologies and infrastructures. These cat-
egories are explained in this chapter and are used consistently
throughout this work. For the development and naming of the
categories, we first extracted the relevant information from
each publication and recorded it in a consolidated list while
preserving the original wording used in the source. Next,
we semantically grouped the extracted items to derive cate-
gory definitions and labels. We then used these categories to
harmonize terminology across publications and to map each
item to the final set of categories used in the analysis.
Study-level quality criterion

Beyond the formal inclusion and exclusion criteria described
in Section 3.1, the full-text review applied an additional qual-
ity threshold at the study level. Papers were assessed for
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whether they provided sufficient and unambiguous technical
detail to support meaningful data extraction. Publications in
which technologies were mentioned only in passing, without
description of their role in the CR or TB, were excluded even
if they formally satisfied the inclusion criteria. This criterion
addresses the practical quality dimension of data extractabil-
ity, i.e., whether a paper yields structured and attributable
evidence for answering the research questions.

In virtualized infrastructures, a wide variety of technolo-
gies are used. To maintain clarity and analytical focus, we
limited the entries in our list to technologies that are directly
relevant to building the CR or TB and to realizing the respec-
tive use cases. The following paragraphs therefore explain
the scope decisions and constraints applied when compiling
the final technology list.

Implementation requirement

Technologies that were only mentioned in related work or
discussed as potential options but not actually implemented
were excluded from this analysis.

Relevance to CR/TB purpose

Similarly, we did not include ubiquitous, general-purpose
software or protocols that are not specifically designed for
CRs or their use cases. This exclusion applies to common
operating systems like Windows or Linux, standard data for-
mats such as .txt or .exe, and widely used protocols like
Transmission Control Protocol (TCP) or User Datagram Pro-
tocol (UDP).

Hardware inclusion criterion

Physical devices and hardware were also excluded unless
they are essential for scenario realization and explicitly
described in the corresponding publication (e.g., a realtime
digital simulator (RTDS) in the industrial control systems
(ICS) domain).

Reusability criterion

Custom scripts and ad hoc programs were not added. How-
ever, we did include the development frameworks and
libraries used to create them, as these components are
reusable and comparable across studies.

3.2.1 Infrastructure

Application Areas

The Application Areas represent the environment for which
the CR or TB was developed. Examples include ICT and
ICS. We first adopted the labels exactly as described in each
publication. We then harmonized semantically similar labels
and retained as top-level categories those that occurred most
frequently to ensure consistency across sources. Although
CRs and TBs can support multiple application areas, the
publications typically focus on a single one. Therefore, in
this work, each publication and its described infrastructure
were assigned to only one application area. For a more fine-

grained classification, we subdivided these application areas
into Focus Areas using the same procedure.

Purposes

Yamin et al.’s study on CRs and security TBs [208] iden-
tifies Testing, Education, and Experiment as CR purposes.
The authors report that, over time (up to 2019), testing
scenarios received increasing attention. In a 2021 survey
of technical directors or managers directly involved with a
CR, Chouliaras et al. [38] asked about the purposes of CRs
and TBs and reported the following responses: Research,
Training, Exercise, Education, Testing, and Education Labs.
Most respondents indicated Training as the primary pur-
pose. Katsantonis et al.’s CR design framework paper [76]
distinguishes three types of CRs based on aims and objec-
tives. Educational CRs are used for education and training
and provide an organised learning environment for hands-on
cybersecurity practice. Certification CRs assess and cer-
tify participants’ cybersecurity knowledge and skills, often
through competitions. Test CRs are used for research and
for testing cybersecurity products (technologies, tools, etc.).
Kampourakis et al.’s reference architecture study [71] simi-
larly argues that education and competence building are key
focuses of CR purposes. The authors group purposes into
Education, Research, and Competence Building. They fur-
ther subdivide Research into Testing and Experimentation,
and Competence Building into Training, Assessment, and
Classification. Based on the publications we analysed, we
consolidated the identified use cases into three purpose cate-
gories: Research, Testing and Experimentation, Training and
Exercises, and Education. This set of purposes is aligned
with the surveys described above. Individual use cases fur-
ther refine each purpose into more specific categories and
were extracted from the context of each publication and then
clustered. Several of the reviewed publications focus on the
construction and design of CRs or TBs for specific objec-
tives. Because technology selection often involves goals such
as cost-effective CR design or scalability and performance
optimization, we introduced the System Architecture and
Implementation category as an additional filter for the tech-
nology selection guideline.

Architectural Layer

The literature reports several variants of the structural orga-
nization of a CR. Kampourakis et al. [71] describe distinct
zones in which the modules mentioned in Section 3.2.1 are
situated. The Target Infrastructure Zone lies within the Core
Infrastructure Zone and denotes the infrastructure instanti-
ated by the CR. This may be a TB or a digital twin. The
Underlying Infrastructure constitutes the backbone of the
CR, comprising hardware, software, servers, and network-
ing, and represents the infrastructure on which the CR is
deployed. Also within the Core Infrastructure Zone are the
virtualization and orchestration zones. Here, tools such as
OpenStack, Docker, or VMware are used to instantiate virtual
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Type

Application Area
Infrastructure
Purpose

Architectural Layer

Intended Purpose

Information
Entities

Technologies Description
Name

Type

Article Link

Publication Date

Articles Citations
Title

Description

Fig.1 Organised overview of information and categories derived from publications

—— Focus Area

Technology Domain —— Technology Subdomain —— Technology Functionality

machines and to orchestrate systems with tools like Ansible
or Terraform. Technologies of this kind form the comput-
ing platform of CRs. Outside the Core Infrastructure Zone,
the learning management and support zone provides services
and tools for instructors and learners, as well as technologies
for creating, customizing, and deploying scenarios, tactics,
techniques, and procedures (TTPs), and for traffic genera-
tion. The monitoring and management zone contains user
and scenario monitoring modules, while the access control
zone comprises authentication and authorization modules.
According to Ukwandu et al. [189], emulation, simulation,
virtualisation, and containerisation constitute the core tech-
nologies of a CR. Above these sits the orchestration layer,
which includes infrastructure technologies such as vSphere
and Wisper. The CR capabilities layer encompasses func-
tionalities and capabilities as outlined in Section 3.2.1, and
the front-end technologies layer provides the user interface of
the CR. To position technologies within architectural zones
or layers, we grouped the functionalities into four layers (see
Figure 2). The figure not only illustrates the layer structure
but also highlights the most frequently mentioned fechnology
domains within each layer.

The Underlying Infrastructure layer comprises the hard-
ware on which the CR or TB is deployed. This may include
servers, cloud-provider hardware, distributed hosts, a single
host, or other suitable devices. This layer is included for com-
pleteness but is outside the scope of this work. The Core
Technology Layer primarily includes computing-platform
technologies used to instantiate the target infrastructures
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of the CR. Typical examples are cloud infrastructure tools
such as OpenStack, AWS, or Google Cloud, virtualization
platforms with Type 1 and Type 2 hypervisors such as
VMware vSphere or VirtualBox, and containerization tech-
nologies such as Docker. The Orchestration Layer covers
container-orchestration tools such as Kubernetes, software
and infrastructure provisioning and configuration tools such
as Ansible and Terraform, and data formats such as YAML
(YAML Ain’t Markup Language). These can be used as sce-
nario specification and description languages and support
automated instantiation of the target infrastructure. The top
layer consists of one or more Target Infrastructures and con-
tains all technologies and functionalities required to realise
the respective use cases.

It is important to note that technologies and functional-
ities cannot always be clearly assigned to just one layer in
every CR. For instance, Nelson et al.’s CR [120] uses QEMU,
which is a virtualization technology, inside a Docker con-
tainer. In this scenario, Docker is considered part of the Core
Technology Layer, while QEMU is assigned to the Target
Infrastructure Layer. Another example is data storage tech-
nologies such as relational databases. These can be found in
the Target Infrastructure Layer, where they serve as training
systems for structured query language (SQL) injection exer-
cises in red-teaming scenarios, as described by Vasilakis et
al. [192]. Additionally, the literature presents integrated CR
solutions and related tools that cover multiple layers. As a
result, they can be placed in more than one part of the archi-
tecture.
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Computing
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Monitoring and

Data Storage Analytics

Underlying Infrastructure

Fig. 2 Layered architecture of a cyber range with exemplary features
per layer

Technologies

From the reviewed publications, we also identified and cate-
gorized the technologies used in CRs and TBs. The selected
technologies determine the functionalities and capabilities of
the CR or TB. Kampourakis et al. [71] group CR function-
alities into modules, including Scoring & Reporting, Users
& Scenario Monitoring, Data Collection & Analysis, Assets
Monitoring, Scenario Development, Traffic Generation, and
many others. Yamin et al. [208] similarly decompose the
functional architecture into modules and submodules. Exam-
ples include Management (for CR, scenario, exercise, or
test) and Portal (for user, admin, or client). Ukwandu et al.
[189] and the European Cyber Security Organisation (ECSO)
report Understanding Cyber Ranges: From Hype to Reality

[57] provide illustrative lists of functionalities and capabil-
ities that a CR may offer. These include instructor tools,
Internet services simulation, attack simulation, competency
management, visualization, reporting, and training methods.
Both sources emphasize that the examples are not exhaustive
and that a CR does not need to implement all listed functions.
Aligned with the terminology used in these publications and
based on the identified technologies, we constructed a hierar-
chical taxonomy comprising a Technology Domain category
with 10 entries and a Technology Subdomain category with 81
entries, as well as a Technology Functionality category that
specifies the precise purpose of each technology. In addition,
we categorized the fechnology type as one of the following:
tool, data format, framework, library, OS, platform, protocol,
or technology stack. Articles

For each publication, in addition to the title, year, and link, we
added all relevant fields to the list. From the official websites
of each technology, we extracted the website link, the original
intended use, and a short description, because the intended
use within CRs can differ from the technology’s primary
purpose. For the CRs and TBs themselves, we also extracted
a concise description from the publications.

4 Results

In this chapter, we first present the findings of the literature
survey and then, based on the categories and structures estab-
lished for CRs and TBs, explain how different functionalities
are realised within the respective domains and use cases. The
chapter concludes by highlighting dependencies and require-
ments across use cases, as well as gaps in specific research
topics.

4.1 Literature survey

The stacked bar chart (Figure 3) summarizes the distribu-
tion of 199 unique publications on CRs and TBs, across CR
& TB application areas for 2020-2025. Overall publication
activity increases from 14 papers (2020) to 28 (2023), fol-
lowed by a pronounced peak in 2024 (60) and a still-high
volume in 2025 (49). Across the full period, ICT dominates
with 64 papers (32.2%), followed by ICS (37; 18.0%), Power
Systems (27; 13.0%), and CPS (25; 12.0%). Smaller but vis-
ible areas are IoT, Industrial Internet of Things (IoT) (19;
9.5%), radio access network (RAN) & Mobile Devices (14;
7.0%), and Intelligent Transportation Systems (13; 6.5%).

4.2 Cyber range and testbed purposes and use cases
Figure 4 visualizes the distribution of identified publications

across application areas, purposes, and infrastructure types
of CRs and TBs using a Sankey diagram. On the left, the
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CR & TB Application Areas (for example, ICT, ICS, CPS,
IoT/IIoT, Power Systems, Intelligent Transportation Sys-
tems, and RAN & Mobile Devices) are listed. In the middle,
the three overarching purpose categories, namely Education,
Research, Testing and Experimentation, and Training and
Exercises, are shown. On the right, the Infrastructure types
(CR and TB) are displayed. The width of the links between
nodes is proportional to the number of distinct publications
that describe at least one use case for the respective combi-
nation of application area, purpose, and infrastructure type.
Each publication is assigned to exactly one application area
and exactly one Infrastructure type (either CR or TB), but it
may address multiple purposes. Consequently, a publication
in the ICT domain can appear in several purpose categories,
yet it is never assigned to multiple infrastructure types in par-
allel. In the analysis, a publication may therefore be counted
multiple times across purpose categories, but at most once per
combination of application area, purpose, and infrastructure
type. The analysis reveals that the purpose Research, Testing
and Experimentation (RTE) is most prominent in the ICT
application area, with a total of 41 publications (18 using
CRs and 23 using TBs). In contrast, the purposes Educa-
tion and Training and Exercises in ICT are predominantly
implemented using CRs, with 14 of 15 Education publica-
tions and 21 of 22 training-related publications relying on
CR-based environments. In ICS, RTE spans 29 publications
(3 CR and 26 TB), while Training and Exercises is repre-
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CR & TB Application Area

sented in 13 publications distributed almost evenly between
CR (7) and TB (6). Other domains, including CPS, IoT/11oT,
Power Systems, and Intelligent Transportation Systems, dis-
play a strong dominance of TBs in RTE contexts. In some
cases (for example, Intelligent Transportation Systems), CRs
do not appear at all. Overall, the Sankey diagram highlights
that RTE is the predominant purpose across most application
areas but is mainly realised using TBs. CRs are used particu-
larly in ICT (and partly in ICS and RAN & Mobile Devices)
for Training and Exercises and educational purposes.

4.2.1 Research, testing and experimentation

Figure 5 summarizes the top-10 use cases reported for the
“Research, Testing and Experimentation” purpose across
CRs (CR) and TBs (TB). Because a single article may
describe multiple use cases, the bars count use-case men-
tions rather than unique papers. The dataset contains 305
total mentions. The ten most frequently cited use cases
account for 171 mentions (56.1%). All remaining use cases
are each mentioned fewer than five times and are there-
fore not shown in the figure. Together they account for
134 mentions (43.9%). Across platform types, TB dom-
inates with 257 mentions (84.3%), followed by CR with
48 mentions (15.7%). Among the individually named use
cases, “Threat and Vulnerability Assessment” leads with 46
mentions, followed by “Attack Impact Assessment” (35)
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and “Dataset Generation” (29). The next tier comprises
“Cyber Security Resilience Assessment” (18) and “Mit-
igation Strategies” (10). Additional, lower-frequency use
cases include “machine learning (ML)-based intrusion detec-
tion system (IDS)/intrusion prevention system (IPS)” (9),
“Anomaly Detection” (8), and “artificial intelligence (AI)-
based Anomaly Detection” (6), with both “Cyber Security
Risk Assessment” and “Traffic Generation” completing the
top-10 at S mentions each. Overall, evaluation-oriented activ-
ities (threat/vulnerability and impact assessments) dominate,
complemented by dataset generation and resilience testing,
while detection- and ML-focused use cases appear consis-
tently but with smaller absolute counts.

Threat and Vulnerability Assessment

An experimental security-testing setup for [oT and web appli-
cations deploys a target environment that is systematically
scanned and probed using tools such as Acunetix, generat-
ing traffic and findings that are used to assess vulnerabilities
and misconfigurations present in the TB [115]. A security
TB for next-generation systems integrates external threat-
intelligence feeds such as URLhaus with a controlled envi-
ronment, using the collected malicious Uniform Resource
Locators (URLs) to retrieve and analyse malware-related
content and thereby evaluate how well different defensive
mechanisms perform in detecting and handling these threats
[112].

Attack Impact Assessment

A cyber-physical security simulation TB for distribution
networks combines power-system models in RTDS with
Network Simulator 3 (ns-3)-based communication and
Modbus-linked SCADA control, enabling cyberattacks on
the control layer whose consequences on voltages, currents,
and other power-system variables are examined to assess
the impact of different attack scenarios [170]. In a digital

D Education —

. : CR
Training and Exercises ‘

Research, Testing and Experimentation B

power-twin environment for smart grids, attacks are launched
against grid components represented both in the physical
TB and in the real-time digital twin, and their impact is
assessed by analysing anomaly alerts carried via Interna-
tional Electrotechnical Commission (IEC) 61850 Generic
Object Oriented Substation Event (GOOSE) messages and
the corresponding changes in grid operation within the twin
[74].

Dataset Generation

The SDN-DAD dataset is generated in a software-defined
networking (SDN)-based test environment by orchestrating
benign Hypertext Transfer Protocol (HTTP) traffic, flash
events, and multiple distributed denial-of-service (DDoS)
attack types using curl-loader and other tools, capturing con-
troller and flow-level information so that the resulting dataset
can support research on efficient DDoS detection features
[77]. A log-data—oriented TB for cybersecurity experiments
uses scripted user interactions driven by Selenium and con-
trolled system activities to produce realistic, reproducible log
traces, which are then released as publicly available datasets
intended for training and evaluating intrusion-detection and
analytics approaches [188].

Cyber Security Resilience Assessment

A resilience-focused TB models a truck equipped with an
autonomous cyber-defence system and physical resilience
mechanisms, and uses OpenTAP to automate malware-attack
experiments so that quantitative cyber resilience metrics can
be derived from how the combined cyber and physical safe-
guards maintain functionality under sustained compromise
attempts [202]. Another study on protection intelligent elec-
tronic devices (IEDs) uses a laboratory setup with IEC 61850
GOOSE communication to mount protocol-level attacks and
observe device responses, thereby assessing the resilience of
different commercial IED implementations in terms of their
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Fig.5 Top-10 use cases reported for the “Research, Testing and Experimentation” purpose across cyber ranges (CR) and testbeds (TB)

ability to withstand, detect, and recover from GOOSE-based
disturbances [25].

Mitigation Strategies

In the hierarchical SDN DDoS defence TB, the generated
SDN-DAD traffic is used not only for detection but also
to evaluate mitigation strategies coordinated across con-
trollers, where the system dynamically adapts flow rules
based on the detection outputs to limit attack traffic while
preserving legitimate flash-crowd requests [77]. A real-time
co-simulation TB for public electric vehicle (EV) charg-
ing links an OPAL-RT HYPERSIM-based power-grid model
with EV infrastructure and a monitoring platform, allowing
the authors to inject EV-based cyberattacks and then assess
mitigation strategies that react to abnormal grid and com-
munication conditions in order to maintain stable operation
[77].

ML-based IDS/IPS

An SDN TB targeting IoT-driven DDoS attacks embeds
a semi-supervised deep learning model in the SDN con-
troller, where traffic generated by curl-loader and attack
tools is monitored and classified by the ML-based intrusion-
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detection component to distinguish benign from malicious
flows and support automated defence decisions [141]. A
power-system security environment that models oscillatory
load attacks from compromised EV charging stations uses
a MATLAB/Simulink implementation of the IEEE New
England 39-bus system to generate cyber—physical datasets,
which are then processed by deep-learning models at the edge
to detect and localise the attacks as part of an ML-based IDS
for the grid [155].

Anomaly Detection

A smart-grid TB built around PLCs, rapid-SCADA, pySCADA,
and an SQL-backed log server supports an explainable, self-
aware intrusion-detection and active-response framework,
where anomaly detection is performed by analysing the col-
lected process and communication traces from the power
grid to identify suspicious behaviour and trigger automated
responses [214]. In a CR platform that logs user and sys-
tem activity across various services, process-mining tools
are applied to event logs to discover normal process models
and detect deviations, so that anomaly detection is framed
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as conformance checking between observed CR execution
traces and expected process behaviour [24].

Al-based Anomaly Detection

An open fifth-generation mobile network (5G)/Open Radio
Access Network (O-RAN) TB is built around components
such as Open5GS for the core network, an RAN Intelligent
Controller (RIC), and GNU Radio / GNU Radio Compan-
ion, including a flow graph that simulates different condition
levels for multiple user equipment (UEs). Within this envi-
ronment, the authors introduce a novel Al-based anomaly
detection approach that is evaluated on the generated traffic
and is designed to maintain a near-zero false positive rate
on clean traffic [129] A co-simulation TB for distributed
energy resources combines real-time power-system simula-
tion in RTDS with network emulation in ns-3 and SCADA
communication over Modbus, and applies model-based rein-
forcement learning to detect coordinated cyber—physical
attack events, treating the learned model as an Al-based
anomaly detector that signals deviations from normal grid
operation [153].

Cyber Security Risk Assessment

A cooperative smart-farming environment combines phys-
ical systems with digital twins at the edge, where a digital
twin is implemented using Azure Digital Twins and then sub-
jected to attacks so that cyber and digital-twin behaviour can
be observed. The resulting smart-farming network datasets
are used for dataset generation and Al-based anomaly detec-
tion to identify potential threats in this setting [132]. A
cyber-physical security simulation TB for distributed energy
resources uses Modbus communication between SCADA
systems in control centres and remote terminal units together
with real-time simulation of power and communication sys-
tems in RTDS and network emulation in ns-3, so that
cyber security risk assessment can be performed by carry-
ing out cyberattacks on the simulated distribution network
and analysing their impact on the power system [170].
Traffic Generation

An SDN-based TB for defending against DDoS attacks
launched by compromised IoT devices uses curl-loader
together with other traffic tools to generate large volumes
of HTTP requests and diverse DDoS patterns, so that the
controller’s semi-supervised detection and mitigation logic
can be evaluated under mixed legitimate and attack traf-
fic conditions [141]. A hierarchical DDoS defence system
for SDN networks similarly relies on curl-loader to emulate
flash-crowd HTTP traffic at scale, combining this generated
workload with various DDoS attacks to build the SDN-DAD
dataset and to assess how the proposed multi-layer defence
behaves under different traffic and attack configurations [77].

4.2.2 Training and exercises

Figure 6 summarizes the top-10 use cases reported for the
purpose “Training and Exercises” across CRs and TBs.
Because a single article may describe multiple use cases,
the bars count use-case mentions rather than unique papers.
The dataset contains 75 total mentions. The ten most fre-
quently cited use cases account for 47 mentions (62.7%).
All remaining use cases are each mentioned fewer than five
times and are therefore not shown in the figure. Together they
account for 28 mentions (37.3%). Compared with “Research,
Testing and Experimentation”, where TB dominates (TB
84.3%, CR 15.7%), the “Training and Exercises” purpose is
markedly CR-centric. CR accounts for 56 mentions (74.7%),
with TB contributing 19 mentions (25.3%). Within the top-
10, “Cyber Security Training: Capture the Flag” leads with
9 mentions, followed by “Cyber Security Training: General”
with 8 mentions. The next tier comprises “Incident response”
(6), “Cyber Security Training: Red Team vs. Blue Team” (6),
and “Gamification” (6). Lower-frequency use cases include
“Cybersecurity Exercise Evaluation” (5), “Cyber Security
Training: Red Teaming” (3), and “Cyber Security Training:
Malware Attack and Defense” (2), with “Crisis Management
Training” and “Cellular Botnets” completing the top-10 at 1
mention each. Overall, the distribution shows that training-
oriented work is predominantly conducted on CRs, with TBs
providing a smaller but visible share.

Cyber Security Training: Capture the Flag

A capture-the-flag use case is implemented on the TROY TB,
a virtual IT and OT environment hosted on a VMWare ESXi
hypervisor with dedicated virtual networks and machines
following an IT/OT reference architecture, where a Typhoon-
HIL 602+ real-time simulator runs high-fidelity critical-
infrastructure power-grid models (IEEE 4-, 13- and 33-bus
using ModbusTCP or DNP3), classroom exercises use part
of the GRFICSv2 framework with a graphical Tennessee
Eastman process simulation, SCADA and a virtual PLC via
OpenPLC, and Ignition SCADA together with OPC UA tags
provides the SCADA/user interface (UI) layer, while NET-
LAB-+ offers snapshotting and reset of the virtual lab so that
capture-the-flag tasks can be executed repeatedly in a realistic
learning-lab setting [173]. A second capture-the-flag use case
is realised in the KYPO4INDUSTRY environment, which
combines Linux-based virtual machines, physical industrial
devices with sensors and actuators, and multiple industrial
protocols such as Message Queuing Telemetry Transport
(MQTT) and REST, so that students can work through hands-
on ICS exercises on realistic industrial control exercises on
realistic industrial control infrastructure [31].
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Fig.6 Top-10 use cases reported for the “Training and Exercise” purpose across cyber ranges (CR) and testbeds (TB)

Cyber Security Training: General

A general training use case is based on the Austrian Institute
of Technology (AIT) CR, designed as a modular OpenStack-
based environment where CRs are instantiated and managed
via Terraform, Consul and Git, enabling flexible deployment
of different training topologies and exercises for cyber secu-
rity education and practice [91]. Another general-purpose
training use case is provided by the Tectonic academic CR,
which relies on cloud infrastructure and infrastructure-as-
code to deploy realistic systems and networks, integrates
Elastic Security for monitoring and alerting, and supports
configurable training exercises that combine theoretical
teaching with practical CR activities [64].

Incident response

One incident-response use case is realised in a wastewater-
treatment IoT TB, where IoT devices publish their state
via MQTT and the collected data is stored and labelled
according to network activities, allowing incident handling
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and detection workflows to be exercised on realistic process
and communication traces from the treatment environment
[32]. An incident-response use case is realised in a CPS
TB-based QRGridEx environment, where a real-time digital
power-system simulator is combined with standard SCADA
communications and integrated intrusion and anomaly detec-
tion systems so that cyberattacks on the grid can be launched
and their detection and handling analysed across the coupled
cyber—physical infrastructure [144].

Cyber Security Training: Red Team vs. Blue Team

One red-team-vs-blue-team use case is built around the
CRACK framework, which runs on an OpenStack-based
TB orchestrated via Apache ARIA and provides network-
security exercises where ared team attacks multi-tier services
(for example an Apache-based web server front end and inter-
nal servers) and the blue team defends and analyses these
activities within the emulated infrastructure [ 150]. Red-team-
vs-blue-team training is supported by the DefAtt platform,



Engineering cyber ranges and security testbeds: a survey of technologies...

Page 130f 109 140

a highly automated CR that deploys virtual machines and
containers as networked targets and uses central logging
and analysis components to run structured games focused
on network-based attacks and their defences, while also
enabling scalability testing of the exercise environment
[104].

Gamification

In one Gamification use case, an industrial cybersecurity
environment uses remote-access laboratories with indus-
trial control equipment and communication infrastructure
to deliver cyber security education, where gamification
is achieved by turning the industrial communication and
process-control tasks into structured challenges within the
training setup [87]. A further gamified use case appears in
the NITRO 5G-IoT CR, which emulates a genuine 5G core
network and interconnected IoT systems and uses generated
network traffic and 5G services to build game-like exer-
cises, allowing participants to test, analyse and refine security
aspects through gamified interactions with the emulated 5G—
IoT environment [58].

Cybersecurity Exercise Evaluation

One use case for exercise evaluation uses a cyber-range
framework that automates many tasks of conducting cyber
security exercises, where scenarios are modelled and exe-
cuted viaaJavaScript Object Notation (JSON)-based domain-
specific language and Datalog specifications, and CTFd is
used for scoring and instrumentation so that participant
performance and exercise properties can be systematically
analysed [206]. Another exercise-evaluation use case is
described in a cyber range implementation and evaluation
methodology that leverages process-mining tools to analyse
event logs from training exercises, using platforms such as
Moodle and other monitoring components to collect data and
then evaluate cyber range trainings and education processes
from different perspectives [63].

Cyber Security Training: Red Teaming

A red-team training use case is provided by a SCADA
cybersecurity awareness and training program built around
two twin CRs, WonderICS and G-ICS, where an advanced
persistent threat (APT) demonstrator and a flexible lab
environment allow participants to practise attacking and
defending industrial control setups in hands-on exercises and
student pentesting sessions [136]. Dockerized Android sets
up a container-based CR environment for mobile devices,
where Android Emulator-based devices and related services
are deployed via Docker to build realistic, vulnerable mobile
scenarios for red-team exercises. A web Ul with a React.js
frontend and Nginx/Node.js backend provides coordinated
access to these emulated devices and vulnerable applica-
tions such as the Wi-Fi Baby Monitor app, so that threat
and vulnerability assessment can be carried out as structured
red-teaming training use cases [30].

Cyber Security Training: Malware Attack and Defense

A maritime malware-attack-and-defence use case is realised
on the MaCySTe virtual TB, which reproduces the onboard
network infrastructure and core components of shipboard
cyber—physical systems by interfacing with a patched Bridge
Command ship simulator that exchanges simulation data
via a message-queuing setup, while a data collection unit
and radar antenna transmit sensor data as multicast UDP
using National Marine Electronics Association (NMEA)
and BR24/Asterix protocols. The environment combines
PLC simulation with OpenPLC over Modbus, FUXA-based
human-machine interfaces (HMIs), radar-overlay function-
ality via NATS and OpenCPN, and containerised services
deployed with Podman, Flatpak, GNU Make task automa-
tion and OpenSearch-based indexing, enabling realistic cyber
security training for maritime operators focused on maritime
cyber threats and impact assessment within a dedicated TB
[99]. A CR smart-assistant environment is used for malware-
attack-and-defence training, where students interact with the
CR through a Yandex.Dialogs—based interface that serves
as the front end for requesting educational material and
receiving guidance from a virtual assistant backed by a
cyber security ontology, so that training activities can be
supported and assessed across learning management, instruc-
tional design and student scoring use cases [213].

Crisis Management Training

Crisis-management training is implemented in a CR built
on OpenStack, where multiple Windows 10 client machines,
servers (including File Transfer Protocol (FTP) and Virtual
Network Computing (VNC)-based management access), and
monitored endpoints generate realistic network traffic, and a
dedicated traffic-generation setup is used so that organisa-
tions and decision-makers can be trained in crisis response
and decision-making under simulated cyber incidents [149].
Cellular Botnets

A cellular-botnets use case is implemented on the VETSG
virtual end-to-end 5G network TB, where containerized
5G core network functions, gNodeBs (gNBs) and UEs are
orchestrated with Kubernetes and Docker, UEs are emu-
lated using Android Emulator instances running Android
11 with 5G support, and components such as OAI’s gNB
emulator, a P4 BMv2 software switch, Open Authorization
(OAuth) 2.0-based service access, MongoDB, Wireshark,
tcpdump, Bettercap, Metasploit, Hydra, sFuzz, wfuzz and
JupyterHub are combined to support cyber security exer-
cises labelled “Slicing Attacks, Cellular Botnets” for attack
impact assessment and testbed design and evaluation within
5G and sixthgeneration mobile network (6G) security use
cases [204].

4.2.3 Education

Figure 7 summarizes the Education use cases observed across
CRs (CR) and TBs (TB). Because a single article may
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describe multiple use cases, the bars count use-case mentions
rather than unique papers. The dataset contains 43 total men-
tions spanning five use cases. Across platform types, CRs
dominate with 34 mentions (79.1%), followed by TBs with
9 (20.9%), indicating that education-oriented activities are
most often conducted on CRs. Among the individually named
use cases, “Student Assessment & Scoring” leads with
15 mentions and is observed exclusively on CRs. “Learn-
ing Management System” follows with 13 mentions, and
“Instructional Design” records 12, with both appearing pri-
marily on CRs but also represented on TBs. Lower-frequency
activity includes “Learning Labs” with 2 mentions (observed
on TBs) and “Resource Development” with 1 mention. Over-
all, Education use cases are primarily implemented on CRs,
with TBs contributing mainly to learning-management and
instructional-design work and covering the limited learning-
labs activity.

Student Assessment & Scoring

A CR smart-assistant service is developed based on the analy-
sis of students’ digital footprints, and it provides educational
material and advice through an interactive request-reply
interface [213]. The BUTCA CR implements an event-based
data collection and analysis use case on an OpenStack-
operated platform, including an authentication server and
proprietary web applications for platform management and
cybersecurity use cases. Monitoring and dashboards are
supported with Prometheus and Grafana. Orchestration is
provided via Ansible AWX, and centralized log management
uses Kibana with Elasticsearch. After analysis, the evalu-
ated data are delivered to the web user interface in JSON for
instance and use-case overview with client-side rendering
[89].

Learning Management System

The CR system automates many tasks of cyber security exer-
cises and supports the autonomy and skill improvement of
participants. It relies on an open-source OpenStack-based
deployment approach that can run on cloud infrastructures
without relying on third-party infrastructure [206]. IoT secu-
rity training is organised through a methodology that targets
an in-depth understanding of IoT via hands-on practice. FIT
IoT-LAB is used as the TB infrastructure for IoTrain-Lab in
this learning-management context [18].

Instructional Design

An Industry 4.0 CR platform is developed to support
exercises such as Snort ruling, forensic analysis, and man-
in-the-middle spoofing. The environment uses an isolated
network infrastructure with virtual private network (VPN)
access to trigger alerts and generate log files for these activi-
ties [192]. An interdisciplinary approach is applied to design
CR exercises and to introduce a cyber range exercise (CRX)
for incident response. The learning management system is
implemented with VueJS and connected to the Docker infras-
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tructure viaa REST application programming interface (API)
implemented with Flask [60].

Learning Labs

TROY is proposed as a multi-faceted cybersecurity TB to
address data and workforce scarcity, and it is used to compare
open-source cybersecurity datasets and TBs. The learning-
lab context is discussed alongside lab environments using a
hypervisor managed with vSphere and NETLAB+ network-
ing lab tools [158]. The TROY TB provides a virtual IT and
OT environment equipped with a Typhoon-HIL real-time
simulator for critical infrastructure emulation. IEEE 4-Bus
(ModbusTCP or DNP3) and IEEE 13-Bus configurations are
used as power-topology standards in this lab environment
[173].

Resource Development

An OT-focused CR is developed using VirtualBox-based vir-
tual machines. Windows 10, Ubuntu, and Kali Linux run as
virtual machines on VirtualBox in this resource-development
setup [154].

4.3 Technologies

This section outlines technologies and their use cases in CRs
and TBs. Given the extensive number of technologies and
publications, each subdomain presents up to two of the most
widely used technologies, each described by up to two pub-
lications. At the start of each technology domain chapter, a
heatmap visualizes the quantity and diversity of technologies
discussed within that domain. At the end, a summary table
lists the top technologies per subdomain. In total, 10 technol-
ogy domains are covered, spanning the three layers of CRs
or TBs: Core Technology, Orchestration, and Target Infras-
tructure. These domains include Red Team Operations, Data
Storage, Monitoring and Analytics, Computing Platform,
Custom Development, Blue Team Operations, Portal Ser-
vices, Management, Network Infrastructure, and Scenario.

4.3.1 Red team operations

Overall, ICT dominates the use of Red Team Operations tech-
nologies with 116 occurrences, followed by ICS (70) and
TIoT/IIoT (56). Power Systems (27), RAN & Mobile Devices
(24), and CPS (19) appear less frequently, while Intelligent
Transportation Systems (3) is only sparsely represented. ICT
reports non-zero values in all 13 Red Team Operations sub-
domains, and ICS, IoT/IIoT, and RAN & Mobile Devices
each cover a broad set of subdomains, which indicates that
these application areas are common targets for Red Team
Operations experimentation. Across all application areas,
Training and Practice Systems (70), Network Scanning and
Reconnaissance (61), and Exploitation and Attack Execu-
tion (59) are the most frequently reported subdomains. ICT
alone accounts for 28 occurrences in Training and Practice
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Fig.7 Top use cases reported for the “Education” purpose across cyber ranges (CR) and testbeds (TB)

Systems, and 18 occurrences each in Network Scanning and
Reconnaissance and Exploitation and Attack Execution. ICS
contributes additional counts in the same subdomains with
18 in Training and Practice Systems, 14 in Network Scanning
and Reconnaissance, and 15 in Exploitation and Attack Exe-
cution. In addition, Attack Strategy & Support (31), Denial
of Service & Distributed Denial of Service (29), and Packet-
manipulation (18) appear regularly, mainly in ICT, ICS, and
IoT/IIoT. A secondary cluster is formed by Vulnerability
Management (14), Password Cracking and Credential Har-
vesting (11), and Brute force attacks (9). More specialised
activities remain rare. Adversary emulation (5) and Reverse
Engineering and Binary Analysis (4) occur only sporadically,
and Phishing and Social Engineering (2) as well as Proxy
and Web Interception (2) are nearly absent. Taken together,
the heatmap 8 shows that the analysed CRs and TBs pri-
marily support training activities plus reconnaissance and
exploitation focused Red Team Operations, while adversary
emulation and social engineering activities are much less rep-
resented in the literature.

Training and Practice Systems

MySQL is used to host applications for SQL injection exer-
cises, enabling trainees to practise detecting and exploiting
injection flaws in an ICS-oriented CR [192]. The CRACK
CR framework includes an Apache web server in a network
security scenario where a misconfigured reverse proxy is
exploited, allowing trainees to practise reconnaissance and
exploitation workflows against a web front-end that provides
access to internal services within the emulated infrastructure
[150]. In a Raspberry-Pi-based CR, Damn Vulnerable Web
Application (DVWA) is deployed as a sample vulnerable
web application to assess how effectively the range sup-
ports web-application threat and vulnerability assessment
exercises, letting learners perform attacks and defences in
a compact training setup [138]. A distributed IoT/IIoT TB
architecture integrates DVWA as a vulnerable web front end
for specific scenarios in the TON_IoT datasets, where offen-
sive systems attack the application using different techniques
so that labelled telemetry and network-traffic data can be
recorded for Al-based security evaluation [111].
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CR & TB Application Area

Network Scanning & Reconnaissance
A drone-surveillance defence study uses Nmap and Wire-

shark for network scanning and reconnaissance: Nmap
performs detailed scans of the identified target drone, while
Wireshark captures and analyses the associated network traf-
fic within the drone-surveillance TB environment to support
assessment of attack effectiveness and defensive measures
[197]. An emulated industrial-control TB for analysing
advanced cyber threats employs Nmap to discover vulner-
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Fig.8 Red Team Operation Subdomain Distribution Across Cyber Range Application Areas
[196]. An industrial control CR built on VMware virtual

machines uses Metasploit as the main penetration-testing

framework: after deploying several target machines, a Kali

Linux attacker host runs Metasploit to exploit vulnerable ser-
vices on the industrial network, supporting hands-on training
and vulnerability assessment in the emulated ICS environ-

ment [100].
Attack strategy and support
A virtual wastewater treatment ICS environment uses MITRE
ATT&CK as a threat-emulation tool to structure and execute
adversary behaviour against specific industrial automation
levels, allowing the impacts of Modbus/TCP protocol attacks
on the process to be analysed systematically [101]. The Tec-
tonic academic CR adopts MITRE ATT&CK as the basis for
building threat models and rule sets, so that attack rules can
be extended with techniques, tactics, and procedures from
the framework and used to recognise student behaviours in
automated training scenarios [64]. In an emulated industrial-
control TB, iptables is configured for traffic redirection,
rerouting communication that would normally flow between
the HMI and PLC so that it instead passes through an attacker
host for cyber-threat experimentation in realistic ICS scenar-
ios [52]. A 5G/6G security dataset generation framework
uses iptables in a man-in-the-middle scenario by adding for-
warding rules on the attacker entity, enabling interception
and manipulation of traffic when constructing IP-layer and

abilities in ICS components and Wireshark to monitor and
analyse demilitarised zone (DMZ) network traffic, enabling
the identification of suspicious communication patterns in

realistic ICS scenarios [52].

Exploitation and Attack Execution
An anomaly-detection study for air-gapped industrial control

systems in nuclear power plants uses Metasploit to exe-
cute pre-built Modbus/TCP attack modules against the user
interface and controller, while Ettercap performs man-in-the-
middle attacks in the same ICS TB to generate malicious
traffic for training and validating the detection model [180].
A SCADA security study on covert penetrations of Modbus-
based systems employs Ettercap to carry out Address Res-
olution Protocol (ARP)-poisoning attacks, enabling stealthy
hijacking and blackout scenarios in a SCADA environment
and producing traces that illustrate how protocol-level weak-
nesses can be exploited while remaining difficult to detect
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core-network persistent Protocol Data Unit (PDU) session
attack traces [10].

Denial of Service & Distributed Denial of Service

An IoT forensics TB for cyberattack attribution uses Hping
and scapy as traffic-generation tools to create TCP SYN flood
and SMUREF attack traffic in an IoT/IloT network, producing
malicious traces that are included in the [oT-CAD dataset for
attribution experiments [109]. In a cooperative smart-farming
security study, Hping is used as a denial-of-service tool to
launch TCP SYN flood attacks against smart-farming and
digital-twin components, supporting the creation of datasets
that capture threats to agricultural edge and digital-twin
architectures [132]. A HiLL TB simulating renewable-energy
plants relies on scapy as a network-interaction library to con-
struct, dissect, and manipulate S7 protocol packets, enabling
detailed control and modification of industrial control traffic
when analysing data-modification attacks in power-system
cybersecurity experiments [79].

Packet Manipulation

A federated transfer-learning study for network anomaly
detection uses Ettercap as a packet-manipulation tool to con-
duct ARP-poisoning attacks from a Kali Linux attacker host,
generating manipulated traffic for evaluating the proposed
defence approach [133]. In a digital power-twin environ-
ment for power-system cybersecurity, Ettercap is integrated
into the attack designer and launcher components, where its
API is used to perform man-in-the-middle attacks through
targeted packet manipulation against the emulated power-
system communication [74]. A HiL TB targeting attacks
on the Siemens S7 protocol employs scapy as a packet-
manipulation framework, using attack scripts that define,
dissect, and construct S7 communication frames for detailed
network interaction during ICS attack experiments [79].
The SCASS modular SCADA security TB uses scapy to
implement false-data injection (FDI) attacks by crafting and
injecting modified protocol messages, enabling systematic
study of FDI attack techniques in industrial-control environ-
ments [44].

Vulnerability Management

A cyber exercise platform that compares container-based vir-
tualization with other deployment options uses Owasp Zap
(Zed Attack Proxy) and SkipFish as web-application vul-
nerability scanners. Each server is prepared as a vulnerable
environment, and both tools are used to scan the hosted web
applications for vulnerabilities, allowing the study to com-
pare their behaviour across different physical and virtual
setups [117]. An open-source platform for analysing com-
mercial IoT devices employs Owasp Zap (Zed Attack Proxy)
and SkipFish to gather information and scan for vulnerabili-
ties in web interfaces exposed by the devices. The tools are
run before the main experiments to search for device vulner-
abilities and related exploit attempts, supporting systematic
security assessment of the connected devices [2].

Password Cracking & Credential Harvesting

A CR scenario framework uses Hydra as a password-
cracking tool to let a red team simulate attacks that attempt
to recover a manager’s password using the rockyou wordlist,
integrating credential-attacks into scripted scenario execu-
tion within the CRACK environment [150]. The IoT-CAD
digital-forensics TB employs Hydra as a password-attack
tool that targets an admin account on a selected host using
a wordlist generated earlier in the workflow, producing
credential-attack traffic for Al-based cyberattack-attribution
experiments in [oT environments [109]. A log-data genera-
tion TB for cybersecurity experiments uses Mimikatz as a
credential-harvesting tool in adversary-emulation scenarios,
where typical attacker steps are implemented with common
security tools so that realistic host and network logs can
be recorded for intrusion-detection research [188]. A cyber
exercise on the EPIC microgrid TB integrates Mimikatz as a
credential-dumping tool to perform credential-oriented oper-
ations against SCADA and firewall components, enabling
trainees to observe and respond to credential-compromise
scenarios in a power-systems context [96].

Brute Force Attacks

An IoT/IIoT TB architecture for evaluating Al-based secu-
rity systems at the edge uses Hydra and Cewl as brute-force
attack tools. Cewl, classified as a tool for wordlist gen-
eration in brute-force attacks, is combined with Hydra,
a password-cracking tool, to launch automated password-
hacking scenarios against vulnerable nodes in the TB,
producing realistic credential-attack data for the TON_IoT
datasets [111]. In the IoT-CAD digital-forensics TB, Cewl
again serves as a wordlist-generation tool by crawling web-
site content to build custom password lists, while Hydra is
used as a password-attack tool that tests the admin account
against this generated wordlist. Together, they implement
brute-force password attacks that generate malicious traffic
for evaluating cyberattack-attribution methods in IoT envi-
ronments [109].

Adversary Emulation

A TB for APT research uses MITRE Caldera as an adversary-
emulation tool to run APT campaigns, exploiting its scal-
ability and adaptability to generate realistic attack activity
for building a comprehensive APT dataset and supporting
the development of robust defences [174]. The Tectonic
academic CR integrates MITRE Caldera as a tool to auto-
mate attacks in training scenarios, where it is combined
with monitoring services so instructors can evaluate student
performance while Caldera drives configurable attack cam-
paigns within the CR environment [64]. Infection Monkey
is employed as an adversary-emulation tool for attack and
breach simulation in a framework for automating security
scenarios, where it acts as one of the applications that provide
red-team capabilities in order to test and improve organisa-
tional security readiness against real-world cyber attacks [3].
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Phishing and Social Engineering

A Docker-based Android platform for mobile-focused CRs
uses Gophish as a phishing campaign simulation tool.
Gophish is integrated as a web application that crafts and
sends phishing emails, with a Dockerized version included
in the framework to support phishing and social-engineering
exercises for mobile devices [30]. A case study on mitigating
injection and phishing attacks employs ZPhisher as a phish-
ing and social-engineering tool to create phishing websites.
These phishing sites are used in experiments that analyse
security attacks associated with injection and phishing and
evaluate how inspection plugins can help implement a more
secure environment [23].

Reverse Engineering and Binary Analysis

An automated IoT security TB integrates Binwalk as a
reverse-engineering tool for firmware threat and vulnerabil-
ity assessment, where device firmware is inspected to identify
outdated and therefore potentially vulnerable versions. In
the same TB, Dex2jar is used as a reverse-engineering tool
for mobile applications to disassemble Android apps and
check whether they contain hard-coded credentials, which
are treated as a sign of vulnerability. Both tools are part of an
open-source platform designed to analyse commercial IoT
devices and detect attacks against them [2].

Proxy and Web Interception

A wastewater treatment ICS security study uses Ettercap
as a proxy and web interception tool to perform integrity
attacks by intercepting and manipulating communication in
the industrial control network, evaluating standalone and
hybrid SDN-based defences against channel attacks in a
wastewater treatment plant (WWTP) case study [102]. A
multicast network security TB employs Owasp Zap (Zed
Attack Proxy) as a proxy and web interception tool to gen-
erate malicious web traffic and to specify attack URLs via
its browser plug-in, enabling the performance evaluation of
firewalls and security mechanisms under different attack and
network configurations [187] (Table 1).

4.3.2 Data storage

Databases and other data storage technologies are reported
across all CR and TB application areas, but only a small
number of publications describe them explicitly. Figure 9
quantifies coverage by application area and subdomain. ICT
shows the highest overall activity with 12 mentions, fol-
lowed by Power Systems (5) and RAN & Mobile Devices
(5). IoTMIoT accounts for 4 mentions, while CPS (3) and
ICS (3) are less frequent. Intelligent Transportation Sys-
tems remains sparse with 2 mentions. Across subdomains,
Relational Database remains the most common with 15 men-
tions, concentrated in ICT (7) and present in Power Systems
(3), ICS (2), CPS (1), IoT/IoT (1), and Intelligent Trans-
portation Systems (1). NoSQL Database totals 9, led by
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ICT (3) and RAN & Mobile Devices (3), with additional
entries in Power Systems (1), IoT/IIoT (1), and Intelligent
Transportation Systems (1). Time series database appears 5
times, distributed across RAN & Mobile Devices (2) and
CPS, ICS, and Power Systems (1 each). Storage backends
beyond databases are rare. File & Block Storage occurs only
in IoT/IIoT (2). Object Storage is reported in ICT (1) and
CPS (1). Event and Log Storage appears once in ICT (1).
Overall, Figure 9 indicates that data storage in CRs and TBs
is mainly based on databases, with relational databases most
common and NoSQL databases second, while other storage
components are reported only selectively. In some publica-
tions, the primary application of databases is mentioned as
the target system for cyberattacks in various scenarios, as
described in Chapter 4.3.1.

Relational Database

A smart-airport IIoT cyber TB uses a MySQL database
as a relational backend for long-term storage of labelled
network flows and telemetry, providing the main data repos-
itory for IIoT cyber-twin attack and defence scenarios in
the SAIR-IIoT environment [84]. A smart-grid CR gen-
eration framework relies on a MySQL database as an
open-source relational store that connects virtual IEDs with
the power-system simulator, enabling automated creation and
management of smart-grid CR instances from power-system
models [106]. In an information-environment operations
TB, PostgreSQL is used as the relational database of the
core server and is accessed via a FastAPI REST interface.
Grafana dashboards are integrated on top. PostgreSQL was
selected because it is natively supported by Grafana [185].
The ICSSIM industrial-control simulation framework uses
SQLite as a shared relational database file between Docker
containers so that simulated ICS components can access com-
mon data, supporting integrated testing of industrial-control
scenarios [47].

NoSQL Database

A real-time EV ecosystem cybersecurity monitoring archi-
tecture uses MongoDB as a Not Only SQL (NoSQL) database
to store charging-session command histories and telemetry
collected from multiple Simple Network Management Pro-
tocol (SNMP) agents, providing the persistent backend for
analysing EV data and detecting cyberattacks [146]. A frame-
work for generating full-stack 5G and 6G security datasets
relies on MongoDB as a NoSQL store for network registra-
tion data, which is queried by core-network functions when
reconstructing persistent PDU sessions for IP-layer and core-
network attack scenarios [10]. In a cooperative smart-farming
security study, an AWS NoSQL DB is used as the cloud data
store for sensor readings, enabling farms to access sensor data
according to authorisation policies and supporting the train-
ing and evaluation of a lightweight edge convolutional neural
network (CNN)-Transformer model on smart-farming and
digital-twin attack datasets [132].



Engineering cyber ranges and security testbeds: a survey of technologies...

Page 190f 109 140

Table 1 Top-10 Technologies per Subdomain for Red Team Operations. Superscripts: * = Core Technology, = Target Infrastructure, ¥ = Orches-

tration
Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
Adversary emulation 5 2 MITRE Caldera (4), Infection Monkey (1) ICS, ICT
Attack Strategy & 26 20 MITRE ATT&CK (6), Iptables/nftables (2), ABB ICS, ICT, IoT, IIoT,
Support Robot Studio (1), Avet (1), Cyber Kill Chain RAN & Mobile
(CKCO) (1), Freesweep (1), Microsoft Threat Devices
Modelling Tool (1), Nginx Web server (1),
Node-RED (1), OpenSSH (1)
Brute force attacks 9 5 Hydra (4), Cewl (2), DirBuster (1), Dirb (1), Medusa CPS, ICS, ICT, IoT,
(1) IIoT, RAN & Mobile
Devices
Denial of Service & 29 14 Hping (12), scapy (4), Slowhttptest (2), Coin Hive CPS, ICS, ICT,
Distributed Denial (1), Geth (1), HULK (1), Memtester (1), Intelligent
of Service Metasploit (1), Mirai (1), Slowloris (1) Transportation
Systems, IoT, 10T,
Power Systems
Exploitation and 58 18 Metasploit (23), Ettercap (8), Sqlmap (6), Arpspoof ICS, ICT, IoT, IToT,
Attack Execution (3), Bettercap (3), Airgeddon (2), SSLStrip (2), Power Systems, RAN
Burp (1), DEEP EXPLOIT (1), Mimikatz (1) & Mobile Devices
Network Scanning 61 17 Nmap (31), Wireshark (7), MulVAL (3), Netdiscover CPS, ICS, ICT, IoT,
and (3), Xprobe2 (3), Shodan (2), scapy (2), Ettercap [IoT, Power Systems,
Reconnaissance (1), Hping (1), Nessus (1) RAN & Mobile
Devices
Paketmanipulation 16 6 scapy (6), Ettercap (5), Arpspoof (2), Wireshark (1), CPS, ICS, ICT, IoT,
aireplay-ng (1), dsniff (1) IIoT, Power Systems,
RAN & Mobile
Devices
Password Cracking 11 4 Hydra (7), Mimikatz (2), John The Ripper (1), ICS, ICT, IoT, IIoT,
and Credential LaZagne (1) Power Systems, RAN
Harvesting & Mobile Devices
Phishing and Social 2 2 Gophish (1), ZPhisher (1) ICT, RAN & Mobile
Engineering Devices
Proxy and Web 2 2 Ettercap (1), Owasp Zap (Zed Attack Proxy) (1) ICS, ICT
Interception
Reverse Engineering 4 4 Binwalk (1), Dex2jar (1), Ghidra (1), Immunity ICT, IoT, IIoT, RAN &
and Binary Debugger (1) Mobile Devices
Analysis
Training and 50 26 Apache web server (5), DVWA (5), MySQL ICS, ICT, IoT, IIoT,
Practice Systems Database (5), CTFd (4), Metasploitable (4), LAMP Power Systems, RAN
stack (3), Wordpress (3), Mosquitto MQTT Broker & Mobile Devices
(2), OWASP Juice Shop* (2), CURA (1)
Vulnerability 14 11 Owasp Zap (Zed Attack Proxy) (2), SkipFish (2), ICT, Intelligent
Management sFuzz (2), InsightVM (1), LinPEAS (1), Nikto (1), Transportation
Nmap (1), OpenVAS (1), Wascan (1), scapy (1) Systems, 10T, IIoT,
RAN & Mobile
Devices

Time-series database

A cyber-physical security TB for a multi-stage manufac-
turing system uses InfluxDB as a time-series database
to collect continuous process and sensor data alongside
traditional cyber-monitoring information, providing a uni-
fied real-time data store for analysing physical and cyber
events in the manufacturing environment [41]. An open O-

InfluxDB as a time-series backend for iPerf and latency mea-

RAN TB with Al-enabled control and monitoring employs

surements, storing real-time metrics that support anomaly
detection and performance analysis in the radio-access net-
work [129]. PingThings’ Berkeley Tree Database (BTrDB)
is used as a high-performance time-series database in the
RT-METER multi-layer cyber—power TB, storing sensor and
communication-network data so that real-time power-grid
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Fig.9 Data Storage Subdomain Distribution Across Cyber Range Application Areas

resilience analyses can be performed across both physical

and cyber layers [116].
File and Block Storage
A blockchain-based security framework for IoT maritime

transportation systems uses InterPlanetary File System (IPFS)
as a distributed file and block storage system to store sensor
data collected by edge servers in an IoT/IIoT setting [92].
IPFS Kubo is used in the same framework as the imple-
mentation tool for deploying and operating this IPFS-based
storage layer, providing the underlying distributed storage
infrastructure for the recorded sensor data [92].
Object Storage
A secure edge-computing reference architecture for data-
driven structural health monitoring uses AWS Simple Stor-
age Service (S3) as an object-storage service for Technical
Data Management Streaming (TDMS) files, where Rasp-
berry Pi edge devices send measurement data via AWS IoT
Greengrass to S3 for persistent storage and later analysis [59].
Event and Log Storage
In a TB for APT, Elasticsearch is used as part of an Elastic-
search, Logstash, and Kibana (ELK)-based monitoring box
that provides real-time storage, analysis, and visualization
of event logs, supporting the collection of telemetry from
multiple APT scenarios to study attacks and develop robust

defences [174] (Table 2).
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4.3.3 Monitoring and analytics

This technology domain covers monitoring and analytics
technologies used across CRs and TBs. Figure 10 quantifies
coverage by domain and subdomain. ICT shows the high-
est overall activity with 67 mentions, followed by ICS (27),
TIoT/MoT (19), Power Systems (17), RAN & Mobile Devices
(16), CPS (11), and Intelligent Transportation Systems (6).
Across subdomains, Analysis & Verification leads with 54
mentions, followed by Data Collection (43), Log Manage-
ment (32), and Visualization & Dashboarding (30). Assets
Monitoring is rare with only 4 mentions. Within Analysis &
Verification, activity is concentrated in ICT (16) and ICS
(11), with additional use in RAN & Mobile Devices (7),
Power Systems (6), Intelligent Transportation Systems (6),
CPS (5), and IoT/IIoT (3). Data Collection is led by ICT (15)
and IoT/IIoT (11), followed by ICS (8), Power Systems (5),
and CPS and RAN & Mobile Devices (2 each). Log Man-
agement is dominated by ICT (19) with further entries in
ICS (5), Power Systems (4), and RAN & Mobile Devices
(4). Visualization & Dashboarding peaks in ICT (15) and
appears in CPS (4), ICS (3), [oT/IIoT (3), RAN & Mobile
Devices (3), and Power Systems (2). Assets Monitoring is
reported only in ICT (3) and IoT/IIoT (1). Overall, monitor-
ing and analytics in CRs and TBs are driven by analysis and
data-collection workflows, with ICT contributing the broad-
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Domains

Unique Tech. Top-10 Technologies

ICT

Table 2 Top-10 Technologies per Subdomain for Data Storage. Superscripts: * = Core Technology, © = Target Infrastructure, ¥ = Orchestration.

Total Mentions

Technology
Subdomain

Elasticsearch’ (1)

IoT, IIoT

Event and Log

1
IPFS* (1), Ipfs Kubo' (1)

MongoDBT (4), AWS NoSQL DB (1),

ICT, Intelligent Transportation
Systems, IoT, IIoT, Power
Systems, RAN & Mobile Devices

Storage
File & Block Storage 2
NoSQL Database 9 6
Amazon DynamoDB* (1),
Elasticsearch” (1), NoSQL database*
(1), Redis database™ (1)
Object Storage 2 1 AWS S3*F (2) CPS, ICT
Relational Database 15 5 MySQL Database*' (8), SQLite*Jr 3), CPS, ICS, ICT, Intelligent
PostgreSQLT (2), MariaDBT (1), Transportation Systems, IoT,
Microsoft SQL Database™* (1) IIoT, Power Systems
Time-series database 5 2 InfluxDB (4), PingThings’ Berkeley Tree CPS, ICS, Power Systems, RAN &
Database (BTrDB) (1) Mobile Devices
ICT
225
[ 200
17.5
g 10T, lloT 4 15.0
E 125 €
= Power Systems 4 3
2 o
= 10.0
@
g RAN & Mobile Devices 1 7.5
5.0
2.5
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Fig. 10 Monitoring and Analytics Subdomain Distribution Across Cyber Range Application Areas

est and deepest coverage, while assets-oriented monitoring

remains comparatively uncommon.
Analysis and Verification
In a cyber-physical security TB for a multi-stage manufactur-
ing system, Wireshark is used for network traffic capture and
analysis by logging network traffic, extending monitoring
beyond traditional cyber data to include sensor data alongside
other TB components [41]. In a penetration-testing TB for
5G systems, Wireshark is used for live traffic capturing and

segments in simulated topologies, supporting the execution
and analysis of attacks in the designed environment [34].
A Modbus-focused SCADA security study uses ScadaBR
as the SCADA control-centre HMI on a dedicated virtual
machine, where it communicates with a Modbus server to
support covert SCADA hijacking and blackout attack scenar-
ios that exploit protocol weaknesses [196]. In a smart-grid
Cyber Range as a Service on an OpenStack cloud platform,
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ScadaBR functions as the SCADA system on the substation
host within a virtual environment that imitates real system
infrastructure and supports automated instantiation and use
of smart-grid cyber-range instances [35].

Data Collection

Wireshark is used for network dataset generation in a coop-
erative smart-farming security study, where it monitors wire-
less access points and records traffic to identify access points
and list their basic service set identifiers (basic service set
identifiers (BSSIDs)) as part of building smart-farming net-
work datasets for threat analysis [132]. In a 5G security study
on HTTP/2 anomaly detection, Wireshark serves as a packet-
capture tool in the data-collection process, recording HTTP/2
packets during normal operation of the 5G network to provide
input traces for the proposed anomaly-detection framework
[200]. Tecpdump is used in a flexible hybrid TB for secur-
ing industrial systems, where raw inbound and outbound
network traffic is captured and stored as part of a comprehen-
sive logging setup that collects all possible logs from the TB
to support cyber-defence evaluation and subsequent traffic
analysis [43]. In a substation-focused cybersecurity dataset,
Tepdump is employed to capture network traffic over a seven-
day period using embedded software, collecting packet traces
that are later used to train intrusion-detection systems based
on machine-learning models for electrical substations [65].
Log Management

In the DefAtt architecture of virtual cyber labs for research
and education, Elastic Logstash is used for event data pro-
cessing and filtering by enriching shipped events with filters
to modify or annotate them, while Elasticsearch provides
real-time search and analysis of logs by storing the data as
documents in one or more indices within the DefAtt envi-
ronment that focuses on network-based attacks and their
defences [104]. A TB for reproducible and adaptable log
data generation for cybersecurity experiments uses Elastic
Logstash and Elasticsearch together for log data storage and
search: Elastic Logstash is responsible for collecting, stor-
ing, searching, and visualizing log data, and Elasticsearch
supports log data collection, storage, search, and visualiza-
tion in a TB designed to generate realistic log data for sound
cybersecurity experiments [188].

Visualization & Dashboarding

A railway infrastructure security and resilience simulation
TB uses Grafana as a presentation dashboard, where sev-
eral analysis tools and a Grafana-based dashboard were
developed to display information from running experiments,
including DDoS attack scenarios [119]. In a cooperative
smart-farming infrastructure, Grafana is installed at each
farm as a visualization tool to provide a more intuitive and
detailed representation of the sensor data used in the efficient
federated transfer learning-based anomaly detection setup
[133]. A TB for APT employs Kibana as part of an ELK-
based monitoring box that combines Elasticsearch, Logstash,
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and Kibana to provide real-time storage, analysis, and visual-
ization of event logs collected from multiple APT scenarios
[174]. In a TB focused on generating realistic log data for
cybersecurity experiments, Kibana is used on the log server
as a visualization tool to analyse the generated log datasets
directly before they are optionally exported for offline use
[188].

Assets Monitoring

In an open-source CR designed to strengthen cybersecurity
learning, Prometheus is used as a monitoring tool to provide
monitoring services together with Moodle and Grafana in
the deployment, supporting improved educational outcomes
and monitoring within the range [37]. Within the SEA-
Guard framework for IoT maritime transportation systems,
Prometheus is deployed alongside the blockchain platform
to collect performance metrics that are then visualized with
the monitoring components, enabling observation of the
behaviour and performance of the proposed architecture [92]
(Table 3).

4.3.4 Computing platform

This technology domain covers computing platform tech-
nologies that underpin CRs and TBs. Figure 11 quantifies
coverage by application area and subdomain. ICT dominates
overall with 101 mentions, followed by ICS (30), Power Sys-
tems (16), IoT/IIoT (14), RAN & Mobile Devices (13), CPS
(10), and Intelligent Transportation Systems (6). Across sub-
domains, Cloud Infrastructure (35) and Containerisation (35)
are jointly the most frequently reported. They are followed
by Infrastructure Provisioning and Configuration (28), Vir-
tualization platform/Type-2-Hypervisor (24), Virtualization
platform/Type-1-Hypervisor (21), Integrated Testbed Solu-
tions (14), Software Provisioning and Configuration (13),
Container Orchestration (9), Integrated Cyber Range Solu-
tions (8), and Infrastructure Instantiation Systems (3). At the
application area level, Containerisation is concentrated in
ICT (13) and ICS (10), with additional use in RAN & Mobile
Devices (6). Cloud Infrastructure is led by ICT (18) and
appears consistently in ICS, Power Systems, and IoT/IIoT (4
each). Infrastructure Provisioning and Configuration peaks in
ICT (23) and occurs only sporadically in the other application
areas, while it is not reported for ICS. Virtualization tech-
nologies are mainly reported for ICT and ICS, with Type-2
hypervisors at 12in ICT and 6 in ICS, and Type- 1 hypervisors
at91in ICT and 6 in ICS. Software Provisioning and Configu-
ration is almost entirely concentrated in ICT (11) and appears
only marginally in Power Systems (2). Integrated Testbed
Solutions are distributed across all application areas with
small counts, and Container Orchestration is mainly reported
in ICT (4) and RAN & Mobile Devices (3). Overall, comput-
ing platform coverage is driven by ICT-focused use of cloud
and container based stacks, supported by virtualization, while
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Table 3 Top-10 Technologies per Subdomain for Monitoring and Analytics. Superscripts: * = Core Technology, © = Target Infrastructure, ¥ =
Orchestration.
Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
Analysis & 55 34 Wireshark® (12), ScadaBR*" (4), Tshark® (4), Zeek  CPS, ICS, ICT,
Verification (2), iPerf’ (2), osqueryJr (2), sFlow™ (2), Intelligent
5 g—trace—visualizerf (1), Afra® (1), Apache J Meter’ Transportation
(1) Systems, 10T, IIoT,
Power Systems, RAN
& Mobile Devices
Assets Monitoring 4 1 Prometheus’ (4) ICT, IoT, lIoT
Data Collection 45 22 Wireshark (13), ITcpdumpJr (6), scapyT 3), ICS, ICT, IoT, IIoT,
CICFloleeterT (2), Packetbeat™ (2), Tcpreplay Power Systems, RAN
(2), Tshark™ (2), Apache Flume® (1), Apache & Mobile Devices
Kafka® (1), Elastic Agent” (1)
Log Management 36 21 Elasticsearch (6), Elastic Logstash’ (4), rsyslog® ICS, ICT, Power
(3), ELK Stack’ (2), Elastic Beats' (2), Systems, RAN &
Winlogbeaff (2), AWS CloudTrail* (1), AWS Mobile Devices
X-Ray* (1), Amazon CloudWatch* (1), csvT (1)
Visualization & 30 16 Kibana® (9), Grafana® (6), Matplotlib™ (2), AWS CPS, ICS, ICT, 10T,
Dashboarding Grafana® (1), AWS QuickSightT (1), EasyBuilder* IIoT, Power Systems
(1), FUXAT (1), Gephi' (1), MLFlow® (1),
Node-RED* (1)
225
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integrated solutions and automated instantiation mechanisms
are reported less frequently across the application areas.
Cloud Infrastructures

An autonomous cybersecurity TB for OT networks uses
OpenStack as a tool for dynamic control over the com-
pute, storage, and network resources needed for digital twin
instantiation, by providing an easy-to-deploy OpenStack-
based network emulator used to test various attack types that
lead to OT plant instability [140]. A CR for scalable cyber-
security experiments and training uses OpenStack as cloud
computing infrastructure: the NCL offers a cloud computing
environment with a prototype implementation on top of the
OpenStack infrastructure, so that the CR, a virtual environ-
ment imitating critical infrastructure, can be deployed on an
OpenStack cloud platform [35]. An AWS Elastic Compute
Cloud (EC2) public cloud CR deployment uses AWS as a
platform for CR cloud deployment, introducing an approach
that runs cybersecurity training activities on the AWS cloud at
scale and at relatively low cost [19]. An IIoT security TB for
assessing and mitigating network vulnerabilities uses AWS
as cloud IoT infrastructure, where sensors with different pro-
tocols send data via monitoring gateways that forward the
data to the AWS cloud through a DMZ to study operational
and cybersecurity risks associated with IIoT deployments
[75].

Containerisation

A cyber-physical fuzzing framework for unmanned aerial
vehicle (UAV) systems configures its simulation environment
on an Ubuntu Linux host where Docker provides the con-
tainerised runtime for the flight-behaviour simulations that
are exercised and analysed for butterfly-effect phenomena in
the UAV control loop [90]. In the ICSSIM framework for
building ICS security TBs, each ICS component is simulated
inside an isolated Docker container so that modules can be
flexibly combined, extended, or replaced when constructing
custom ICS security experiments [47]. The MaCySTe virtual
maritime TB, which reproduces the network infrastructure
and core components of onboard cyber—physical systems
for realistic cybersecurity testing and training with maritime
operators, starts each training scenario via shell scripts that
rely on Podman to create container networks and execute
pods and Flatpak-based applications [99].

Infrastructure Provisioning and Configuration

A large-scale CR for cybersecurity training uses Terraform
as an infrastructure-as-code workflow engine together with
VMware vSphere to create and store virtual machine (VM)
templates, including components such as Active Direc-
tory, domain name system (DNS), and domain controllers,
enabling the range infrastructure to be deployed in a versa-
tile way with minimal manual work [126]. In the Tectonic
academic CR, Terraform is used for automated infrastruc-
ture deployment by defining the resources to be instantiated
and the configurations to be applied, while Libvirt provides

@ Springer

on-premises virtualization that instructors use to deploy sys-
tems and networks for the training scenarios [64]. For the
CryptoGuard cryptojacking study, Libvirt is employed to run
multiple VMs on a host in order to establish the TB for data
collection, enabling experiments to be performed on several
VMs under a common setup [130]. In the CyberExpert expe-
riential learning platform, Libvirt serves as the virtualization
API that tools such as Foreman and Guacamole use to con-
trol and start VMs, supporting a virtual and hands-on CR
environment for higher-level cybersecurity training [66].
Virtualization platform/Type-2-Hypervisor

A virtual cyber lab platform for network-based attack and
defence training uses VirtualBox as a virtualization platform
(Type-2 hypervisor) to simulate machines in a networked
environment as VMs, enabling CR lab environments to be
created and deployed for education and research with mini-
mal cost [104]. In a smart-grid cybersecurity TB, VirtualBox
is used for substation and control-centre simulation by run-
ning VMs that replicate hardware at both locations, with the
virtualized network connected through a router VM in order
to emulate the smart-grid communication environment [214].
An industrial-control CR for security training is based on
VMware Workstation as the virtualization platform, which
manages all VMs and controls operations such as startup,
suspension, and shutdown of the operating systems used in
the training scenarios [100]. The IoT-CAD digital-forensics
TB employs VMware Workstation to host the VMs in the
application layer, including a Kali Linux VM that acts as an
offensive system to execute attacks against IoT devices and
services for cyberattack-attribution experiments [109].
Virtualization platform/Type-1-Hypervisor

A study on time-based virtual machine migration as a moving
target defense against host-based attacks models attacker and
victim machines as VMs running on the Kernel-based Virtual
Machine (KVM) hypervisor, where both VMs run Ubuntu
Server 20.04.2 with kernel 5.4.0-72 and KVM 4.2.1, so that
KVM provides the virtual machine management layer for the
Stochastic Petri Net-based evaluation environment [183]. In
the PenGym framework for training reinforcement-learning
penetration-testing agents, KVM is used for virtual machine
management as the virtualization technology that under-
pins the CR, enabling the creation of VMs with predefined
services and processes as part of the network environment
used for realistic agent training [121]. A large-scale CR for
cybersecurity training uses VMware vSphere as a computing
platform to create and store VM templates, where vSphere is
employed to build and manage templates that include compo-
nents such as Active Directory, DNS, and domain controllers
as part of a flexible training infrastructure [126]. In areal-time
monitoring architecture for enhanced cybersecurity in the EV
ecosystem, vSphere is described as a computing platform
used to manage and deploy the VMs that host the components
of the EV monitoring framework, supporting the collection
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and analysis of data from different EV ecosystem elements
[146].

Integrated Testbed Solutions

A real-time cyber-physical simulation TB for large-scale
power systems uses EXata CPS (Cyber-Physical Network
Simulator) to simulate the cyber network: EXata network
modelling is used to model the cyber system and inter-
act with the real-time network emulation that runs on the
EXata server, while real-time simulators from OPAL-RT
and RTDS simulate the power grids [123]. An experimen-
tal TB on security and stability challenges in inverter-based
solar distributed generation systems incorporates EXata CPS
as cyber network simulation software to simulate the cyber
network, supporting various industrial protocols and tech-
nologies and allowing the simulation of complex network
scenarios whose vulnerabilities and potential impacts are
analysed [115]. Aerial Experimentation and Research Plat-
form for Advanced Wireless (AERPAW) is used as drone
infrastructure in a TB that explores optimization methods for
federated learning-enabled network incident anomaly detec-
tion in drone swarms, evaluating defence mechanisms such
as differential privacy and adversarial training and collect-
ing accuracy, system, and network usage metrics under test
cases including benign, mildly poisoned, highly malicious,
and safe situations [85].

Software Provisioning and Configuration

In a large-scale CR for cybersecurity training, Ansible is
used as a configuration management engine for software
provisioning, helping to deploy the range infrastructure in
a versatile and flexible way with minimal manual work
[126]. A cloud-based smart grid CR for scalable cybersecu-
rity experiments and training uses Ansible on the controller
host to automate the provisioning of controller and substation
nodes as part of the virtual environment on an OpenStack
cloud platform [35]. In work on APT scenarios for CRs,
AWX is used as administration software for APT scenario
administration and orchestration, where a graph-based logic
engine for APT scenarios is operated in combination with
AWX in fully virtualized CRs [21].

Container Orchestration

A cryptojacking defence framework for Linux cloud envi-
ronments uses Kubernetes for container orchestration by
deploying the CryptoGuard agent as a DaemonSet so that
a monitoring pod runs on every node and can collect
syscall data across the whole cluster [130]. In a 5G core
anomaly-detection setup, all 5G core network functions are
deployed as Kubernetes pods using Helm charts from a pub-
lic repository, so that the SGCGuard framework runs on
a Kubernetes-managed 5G core environment for evaluat-
ing anomaly detection [177]. A Raspberry-Pi-based CR for
web-attack training uses Docker Swarm as the container-
orchestration platform to automatically distribute new con-
tainers across different cluster nodes for load balancing and

to manage the cluster nodes wirelessly [125]. In a smart-grid
Cyber Range as a Service, a deployment tool builds Docker
images on each node and starts Docker Swarm overlay net-
works so that the CR, realised as a virtual environment on an
OpenStack cloud platform, can orchestrate containers across
the participating nodes [35].

Integrated Cyber Range Solutions

A study on comparing reproduced cyber experimenta-
tion across different emulation TBs uses Minimega as an
emulation-based cyber TB, where a mathematical model is
validated against experiments using the Minimega emulation
and lessons are drawn on the reproducibility of the original
experiments and the detection of adversary network scan-
ning using emulation [178]. In work on the verification of
cyber emulation experiments through virtual machine and
host metrics, Minimega is used as an emulation platform:
the framework instantiates Minimega to evaluate Iceberg
CRX and to support the evaluation of exercises in this
emulation-based environment [181]. The GeNIS network-
intrusion dataset is developed using the cloud-based network
simulation infrastructure that GECAD has available on the
Airbus CyberRange platform, where the platform provides
the resources for generating traffic and raw network pack-
ets in an enterprise topology that includes malicious flows
from attackers, benign traffic from legitimate users, and back-
ground traffic of an enterprise computer network [166].
Infrastructure Instantiation Systems

A CR platform for training uses Naumachia as an infrastruc-
ture instantiation system for infrastructure provisioning and
configuration. Naumachia is described as a Docker network
designed to give each challenge an isolated environment,
deployed as a distinct Docker container, within a platform
built from open-source tools for topics such as Snort ruling,
forensic analysis, and man-in-the-middle spoofing [192]. A
cloud-based CR deployment extends the functionality of the
CR instantiation system Cyber Range Instantiation System
(CyRIS), which is available as open source on GitHub, to
realise an approach that uses the AWS EC2 public cloud plat-
form to run cybersecurity training activities at scale and at
relatively low cost [19]. In the PenGym framework for train-
ing penetration testing agents, CyRIS provides an automatic
CR creation mechanism. The Action/State Module acts as an
interface between agents and the environment, and this auto-
matic CR creation mechanism is integrated into PenGym by
leveraging CyRIS to support network environment creation
and good execution performance [121] (Table 4).

4.3.5 Custom development
This technology domain covers custom development tech-
nologies used in CRs and TBs. Figure 12 shows coverage by

application area and technology subdomain. ICT concen-
trates most activity with 70 mentions, followed by 10T, IloT
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Table 4 Top-10 Technologies per Subdomain for Computing Platform. Superscripts: * = Core Technology, © = Target Infrastructure, ¥ = Orches-

tration.
Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
Cloud Infrastructure 33 9 OpenStack* (18), Amazon Web Services (AWS)* CPS, ICS, ICT,
(7), Google Cloud* (2), Azure Digital Twins™ (1), Intelligent
DevStack™ (1), DigitalOcean VPC* (1), GENI Transportation
cloud* (1), Microsoft Azure* (1), Skytap* (1) Systems, IoT, IIoT,
Power Systems, RAN
& Mobile Devices
Container 9 4 Kubernetest (4), Docker Swarm* (2), Helm** (2), ICT, IoT, IIoT, Power
Orchestration Rancher? (1) Systems, RAN &
Mobile Devices
Containerisation 35 2 Docker* (34), Podman® (1) CPS, ICS, ICT,
Intelligent
Transportation
Systems, 10T, IIoT,
Power Systems, RAN
& Mobile Devices
Infrastructure 3 2 CyRIS*i (2), Naumachia® (1) ICS, ICT
Instantiation
Systems
Infrastructure 28 15 Terraform* (7), Libvirt* (4), Packer® (4), Vagrant* CPS, ICT, IoT, IloT
Provisioning and (2), Apache ARIA¥ (1), Boto3* (1), Clonezilla*
Configuration (1), Docker Hub* (1), Flatpak® (1), Foreman® (1)
Integrated Cyber 8 7 Minimega** (2), Airbus CyberRange* (1), CPS, ICS, ICT
Range Solutions CyTrONE* (1), DIATEAM’s Hybrid Network
Simulation (HNS) cyber range platform™* (1),
EDURange* (1), KYPO* (1), Norwegian Cyber
Range™* (1)
Integrated Testbed 14 13 EXata CPS (Cyber-Physical Network Simulator)* CPS, ICS, ICT,
Solutions (2), AERPAW (Aerial Experimentation and Intelligent
Research Platform for Advanced Wireless)* (1), Transportation
CyberVAN* (1), DETERLab* (1), FIT IoT-LAB* Systems, 10T, IIoT,
(1), ICSSIM Framework* (1), Microsoft Power Systems, RAN
CyberBattleSim* (1), NSF POWDER Wireless & Mobile Devices
platform™ (1), PASTA (Portable Automotive
Security Testbed with Adaptability)* (1),
SAir-IIoT Cyber Testbed* (1)
Software 13 2 Ansible* (12), AWX* (1) ICT, Power Systems
Provisioning and
Configuration
Virtualization 21 5 VMWare vSphere* (9), KVM* (5), Proxmox VE* ICS, ICT, Intelligent
platform/Type-1- (4), VMWare ESXi* (2), Microsoft Hyper-V* (1) Transportation
Hypervisor Systems, 10T, IIoT,
Power Systems
Virtualization 24 5 VirtualBox* (11), VMWare Workstation™ (6), CPS, ICS, ICT, IoT,
platform/Type-2- QEMU* (3), VMWare* (3), QEMU-IOL* (1) IToT, Power Systems
Hypervisor

(21), CPS (16), ICS (14) and RAN & Mobile Devices (14),
Power Systems (6), and Intelligent Transportation Systems
(2). Across subdomains, Al & ML leads with 55 mentions,
dominated by ICT (34) and complemented by CPS (9) and
RAN & Mobile Devices (8). Dataset Generation is second
with 36 mentions, driven by IoT, IIoT (15) and ICT (13),
with additional use in Power Systems (3) and RAN & Mobile
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Devices (3), and single entries in CPS (1) and ICS (1). Data
Science totals 13 and is mainly reported in ICT (8), ICS
(3), and 10T, IIoT (2). Integrated Development Environment
appears 11 times, led by ICT (5) and ICS (3), with smaller
contributions in CPS (2) and IoT, IIoT (1). The remain-
ing subdomains are sparse, with Backend Frameworks (8),
Build-Toolchain (4), and Visualization & Dashboarding (4)
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as the main secondary categories. Infrastructure, Middle-
ware, Reverse Engineering and Binary Analysis, Runtime
Environment, and Simulation Environment each occur only
once. Overall, the heatmap shows that custom development
is strongly data centric in ICT, with IoT, IIoT contribut-
ing substantial dataset generation work. CPS and RAN &
Mobile Devices show notable Al and ML use but narrower
breadth, while ICS activity is more concentrated in IDEs,
visualization, and data science. Other domains exhibit iso-
lated, domain specific instances.

Al & Machine Learning

An SDN-controlled IoT TB for DDoS attack detection uses
TensorFlow as a machine-learning framework and Keras as
a supporting library for Al and ML application develop-
ment. The training datasets are captured separately from the
raw traffic, and models are trained with different parameters
whose results are compared and plotted to evaluate an effi-
cient approach to DDoS detection at the core layer of the
SDN-controlled TB [78]. In the SPIDER 5G CR, Tensor-
Flow again acts as a machine-learning framework and Keras
as amachine-learning library, both used as data-science tools
to develop ML components that are then transferred into the
CR. These ML tools support scenarios in a 5G-focused range
that is built for complex cyber-attack scenarios and for the
evaluation of cyber risk [145].

Dataset Generation

In one work on an SDN-based environment, commasepa-
rated values (CSV) is used as the data format in which mean
and standard deviation values obtained during data prepro-
cessing are stored. This allows features to be normalized and
made available for subsequent model training. In the same
setting, the DPKT Python library is used for data processing
and flow-feature calculation. The dataset providers supply
code that computes the flow features using DPKT as part of
the dataset-generation pipeline [142]. In a study that presents
a comprehensive dataset of substation traffic for cybersecu-
rity applications in substations, CSV is employed as the data
format for network features, with two kinds of files added
to the dataset: one containing traffic-related information and
another containing a selected set of relevant features [65].
Data Science

In a work on dynamic and reliable intrusion detection,
NumPy and Pandas belong to the Data Science subdomain
and are used for feature extraction within the data-processing
pipeline, supporting the intrusion-detection approach that
aims to increase the system’s robustness against motivated
attackers [45]. In another study, NumPy and Pandas are used
as part of the Python-based experimental setup for Data Sci-
ence tasks, where they handle data management, support
model training, and enable the implementation of graph algo-
rithms, forming a core element of the data-science toolchain
used to evaluate the proposed method against the considered
attacks [141].

Integrated Development Environment

In an ICS-focused modular, open-source framework for
assessing SCADA systems security, FUXA 1is used as an
integrated development environment for HMI development,
where the HMI component of the TB is implemented through
the SCADA/HMI framework FUXA as part of the Target
Infrastructure layer that supports the investigation of hetero-
geneous attack scenarios and security methodologies within
the SCADA environment [44]. In an ICT cyber security TB
that studies keyloggers, Jupyter notebook is used as an inte-
grated development environment for keylogger development
and data visualization, where the notebook is employed to
write the code for the keylogger program and to support the
visualization of keylogger-related data as part of demonstrat-
ing essential features of an effective cyber security TB [20]. In
another ICT environment that introduces the TestCloudIDS
dataset and the SparkShield IDS model, Jupyter notebook
serves as the interface within an Anaconda-based setup,
where PySpark and FindSpark packages are installed and
the notebook acts as the integrated environment for config-
uring and running the SparkShield intrusion-detection model
on the TestCloudIDS dataset [191].

Backend Frameworks

A CR exercise platform uses Flask as a backend framework
to implement the REST API of a earning management sys-
tem (LMS), where a VueJS-based LMS connects through this
Flask API to the underlying Docker infrastructure as part of
an incident-response CR exercise [60]. In a smart-grid Cyber
Range as a Service, Flask provides the web application on the
controller host that acts as the graphical user interface (GUI)
for the range, which is described as a virtual environment on
an OpenStack cloud platform [35]. For a privacy-preserving
revocation mechanism based on a blockchain in the intelli-
gent transportation systems domain, Node.js is used as the
backend framework for a blockchain simulation environment
that supports the proposed revocation mechanism and aims to
reduce checking time and remove reliance on a single cen-
tral authority [159]. In a Dockerized Android platform for
mobile cyber-range scenarios, the backend module written
in Node.js implements an extendible interface that controls
actions such as dispatching a malicious SMS or e-mail to
simulate phishing attacks within the mobile-focused cyber-
range framework [30].

Visualization & Dashboarding

In an ICS TB for resilient operational systems, Ignition
SCADA is used in the visualization and dashboarding sub-
domain to develop the SCADA UI, recreating industrial
network environments and providing SCADA visualisation
for OT protocols such as ModbusTCP and DNP3 within a
virtual infrastructure that is coupled to a Typhoon-HIL real-
time simulator [173]. In an ICS cyber-defense evaluation TB,
Node-RED is employed in the visualization and dashboard-
ing subdomain as the HMI environment, where a flow-based
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programming approach is used to build the human—machine
interface in a flexible hybrid/virtual TB that supports cyber-
defense evaluation and comprehensive log collection from

the TB [43].
Build-Toolchain
In the MaCySTe virtual TB for maritime cyber security,
GNU Make is part of the build toolchain and is used to
automate tasks in the TB, managing the execution of com-
ponents and operations within the environment [99]. Within
the NDIF framework for in-network neural-network—based
applications in an ICT environment, the P4 compiler is used
in the build toolchain to compile P4 programs that implement
the in-network processing logic required by the framework

[95].
Frontend Frameworks
In a work that introduces a CRX for incident response, VueJS
is used for frontend development of the LMS, where the
LMS communicates with the underlying Docker infrastruc-
ture via a REST API implemented with Flask, providing the
web interface to the incident-response environment [60]. In
a study proposing Dockerized cyber range components for
mobile devices in next-generation cyber ranges, React.js is
used to implement the UI, leveraging recent features together
with TypeScript to create cohesive and loosely coupled fron-
tend components for interacting with the range environment

[30].

@ Springer

Debugger
In an ICT education environment that uses CTF-style exer-
cises, Gdb and Gef are part of the debugger toolchain for the
security exercise environment. Extensive tooling is provided
so that students can work on challenges using these debug-
gers together with many other tools, in scenarios that cover
CTF, CTFd, Linux usage, shell scripting, network security,
web, kernel security, and microarchitecture speculative exe-

cution attacks within the same environment [120].

Programming language
In an ICT CR for cyber security exercises, Datalog is used
as a programming language for formal scenario modelling.

It provides a formal representation of exercise scenarios and

supports verification of different scenario properties. This
is implemented within a system that automates many cyber
exercise tasks to support autonomy and skill improvement of
participants in the range environment [206]. In an ICT CR
that employs cyber attack and defense agents, Datalog is used
as a programming language for formal modelling of agent
decisions, specifying the agents’ decision logic and enabling
reasoning about decision properties such as whether the goal
is fulfilled within the agent-based system that emulates cyber

attacks and defenses in the range [207].

Infrastructure
In the SCASS modular, open-source framework for assess-
ing SCADA systems security, Node-RED is deployed in the
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SCADA-system container at the infrastructure layer. There, it
realises SCADA process logic and HMI functionality. Within
this ICS TB, Node-RED is used as a programming tool to
model industrial processes and to support the design and
execution of heterogeneous attack scenarios and security
methodologies against the emulated SCADA environment
[44].

Middleware

In an ICS cyber security education and gamification envi-
ronment, OpenMUC is used as middleware at the Target
Infrastructure layer to provide industrial process monitoring
and control, enabling the monitoring and control of industrial
components and processes within the TB [87].

Reverse Engineering and Binary Analysis

In a CPS security setting with mixed time and event-triggered
moving target defense, Binary Ninja is used within the
Reverse Engineering and Binary Analysis subdomain to
translate binaries to LLVM bitcode, providing binary dis-
assembly and control-flow recovery as part of the analysis
pipeline [131].

Runtime Environment

In a power-systems CR that imitates a smart grid configura-
tion on an OpenStack cloud platform, Open Java Develop-
ment Kit (OpenJDK) 8 is used as the runtime environment
inside a controller container, providing the Java-based tools
required to run controller functionality and to support auto-
mated cybersecurity experiments and training within the
virtual environment [35].

Simulation Environment

In an intelligent transportation systems environment that
proposes a privacy-preserving revocation mechanism for
vehicular ad hoc networks (VANETS) with a blockchain
using accumulators, cpprestsdk is used in the Simulation
Environment at the Target Infrastructure layer as a REST API
library to integrate the VANETS infrastructure with Hyper-
ledger Composer’s REST API, enabling communication
between the VANETSs infrastructure and the blockchain-
based revocation components within the TB [159] (Table
5).

4.3.6 Blue team operations

This technology domain covers blue team technologies used
across CRs and TBs. Figure 13 quantifies coverage by
application area and subdomain. ICT shows the highest
overall activity with 46 mentions, followed by ICS (30),
RAN & Mobile Devices (11), Power Systems (9), CPS
(6), IoT/IIoT (6), and Intelligent Transportation Systems
(1). Across subdomains, Intrusion Detection & Prevention
(IDS/IPS) leads with 27 mentions. security information and
event management (SIEM) & Security Analytics and Vulner-
ability Management follow with 23 mentions each. Network
Analysis & Reconnaissance totals 11, while the remain-

ing subdomains show lower coverage, including Firewalls
& Network Security Gateways (5), Training and Practice
Systems (4), Malware Analysis (3), and Threat Intelligence
(3). Endpoint Detection & Response (endpoint detection
and response (EDR)), Phishing and Social Engineering,
and Reverse Engineering and Binary Analysis appear 2
times each, while Application Security Testing, Deception
& Honeypot Systems, Incident Management & Response,
and Security Hardening each occur once. At the application
area level, IDS/IPS is strongest in ICS (10) and ICT (9), with
additional use in Power Systems (7) and IoT/IIoT (1). SIEM
& Security Analytics is concentrated in ICT (13) and ICS (6),
with further activity in IoT/IIoT (3) and CPS (1). Vulnera-
bility Management is broadly represented and is driven by
ICT (8), RAN & Mobile Devices (7), and CPS (5), with sin-
gle entries in ICS, IoT/IIoT, and Intelligent Transportation
Systems (1 each). Network Analysis & Reconnaissance is
strongly concentrated in ICS (8) and appears only marginally
in ICT, IoT/IIoT, and RAN & Mobile Devices (1 each). Over-
all, the heatmap indicates a defensive stack that is centreed on
detection and telemetry, where IDS/IPS and SIEM dominate
as the primary components. This stack is supplemented by
vulnerability management and targeted analyses, with ICT
and ICS providing the widest and deepest coverage.
Intrusion Detection & Prevention (IDS/IPS)

In an ICS emulation environment (RESlab), Snort is config-
ured to detect scanning attempts, where for each Nmap port
scan experiment the scripts start Snort to identify suspicious
ports and attack patterns as part of evaluating the repro-
ducibility of adversary network scanning detection within
the lab [178]. Another ICS TB deploys Snort v3.0 with
snort3 community rules as a signature-based network intru-
sion detection system (NIDS) that detects known attack
patterns, forming the central intrusion-detection component
in a dynamic and reliable IDS approach designed to increase
robustness against motivated attackers within the industrial
control environment [45]. In an ICS TB that aims to cre-
ate a controlled and reproducible environment for a WWTP
industrial process, Suricata is used as the primary tool for
network threat detection, analysing traffic in order to dis-
tinguish malicious activity from normal activity and thus
support security assessment of the industrial process [101].
In an ICT setting that introduces a graph-based analysis of
cyber attacks, Suricata communication alerts are combined
with ATT&CK alerts and other log events to construct evi-
dence paths and build a kill chain attack graph, so that the
Suricata alerts become key elements in correlating detected
events and assessing attack severity within the TB [152].
SIEM & Security Analytics

In an ICS TB that aims to create a controlled and reproducible
virtual environment for a WWTP industrial process, Secu-
rity Onion is deployed for network and system monitoring
and is used as a security information and event manage-
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Table 5 Top-10 Technologies per Subdomain for Custom Development. Superscripts: * = Core Technology, ¥ = Target Infrastructure, ¥ = Orches-

tration.
Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
AI & Machine 55 29 TensorFlow (12), Keras' (4), Scikit-learn” (4), CPS, ICT, IoT, IIoT,
Learning PyTorch™ (3), Transformers™ (3), Anaconda’ (2), Power Systems, RAN
Google Colab™ (2), NumPyJr (2), Pandas™ (2), & Mobile Devices
Seaborn” (2)
Backend 8 6 Flask*" (2), Node.js (2), Java Spring" (1), Python CPS, ICS, ICT,
Frameworks Flask framework™ (1), Spring Boot (1), Intelligent
pyModbus’ (1) Transportation
Systems, 10T, IIoT,
Power Systems, RAN
& Mobile Devices
Build-Toolchain 4 4 GNU Make* (1), P4 CompilerT (1), SetuptoolsT (1), CPS, ICT, RAN &
asnlc tool (1) Mobile Devices
Data Science 13 5 NumPyJr (5), Pandas’ (5), DESLib (Dynamic ICS, ICT, IoT, IIoT
Ensemble Selection Library)" (1), Keras' (1),
Scipy" (1)
Dataset Generation 18 9 csvf (10), Apache Parquet’f (1), DPKT' (1), CPS, ICS, ICT, IoT,
HERAT (1),¥ IPAL Toolset' (1), MySQL IIoT, Power Systems,
Workbench® (1), PCAPNGT (1), Pandas® (1), RAN & Mobile
Zeek™ (1) Devices
Debugger Gdb' (1), Gef' (1) ICT
Frontend React.jsJr (2), VuelS* (1) CPS, ICT, RAN &
Frameworks Mobile Devices
Infrastructure 1 1 Node-RED' (1) ICS
Integrated 11 7 Jupyter notebook™ (3), FUXAT (2), Node-RED' (2), CPS, ICS, ICT, IoT, ITIoT
Development ABB Automation Builder IDE' (1), Arduino IDE"
Environment (D), Ipython’r (1), Step7-Micr0WinT (D
Middleware 1 OpenMUCJF (1) ICS
Programming 2 1 Datalog’ (2) ICT
language
Reverse Engineering 1 1 Binary Ninja® (1) CPS
and Binary
Analysis
Runtime 1 1 OpenJDK 87 (1) Power Systems
Environment
Simulation 1 1 cpprestsdk’ (1) Intelligent
Environment Transportation
Systems
Visualization & 4 4 Ignition SCADAT (1), Node-RED' (1), OPC Unified ~ ICS, ICT

Dashboarding

Architecture (OPC-UA)T (1), PrettyTable" (1)

ment platform within the multi-layered architecture [101].
In a smart airport cybertwins security TB for IIoT environ-
ments, Security Onion provides network security monitoring,
data collection, and intrusion detection, where a tap machine
records network traffic and the collected data is managed
through a dedicated data management tool as part of eval-
uating attack and defence scenarios [84]. Within a crisis
management exercise that trains cyber security profession-
als in decision-making, Wazuh SIEM is installed to monitor
networks and endpoints, and its interface is used to confirm
that traffic was generated and observed during the exercise as

@ Springer

part of the scenario-based evaluation [ 149]. In a TB that intro-
duces CyberAlly, a knowledge graph-enhanced Al assistant
for cyber defence, Wazuh SIEM provides alert monitoring,
where participants observe Wazuh posting alerts that are then
correlated, filtered, and analysed by CyberAlly to support the
investigation of incidents and the recommendation of defen-
sive actions [81].

Vulnerability Management

In a study that introduces next-generation tools for devel-
oping cyber-security applications, Nessus is used for remote
vulnerability scanning. Nikto is included as part of the defen-
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Fig. 13 Blue Team Operations Subdomain Distribution Across Cyber Range Application Areas
mine the used network segment, providing visibility into the

sive tool set. Each application in this environment provides

network configuration of the target environment as a prepara-
tory step for subsequent actions against the devices such as

PLCs and HMIs deployed in the TB [176].

either attack (red-teaming) or defense (blue-teaming) mecha-

nisms to support the assessment of security readiness against
real-life cyber-attacks within the CR [3]. A CR TB envi-
ronment for evaluating security orchestration, automation,

and response (SOAR) tools relies on Nessus for vulnera-
bility scanning of the entire network, where periodic scans

(with their associated logs recorded at fixed intervals) are
used to characterise the security posture of the environment
and to provide input to the analysis of SOAR behaviour [27].
In an experimental setup that examines the security of web-
based communications in solar DG systems, Nikto is applied
to assess the security of the web interfaces, alongside other
web-security tools, as one step in a broader evaluation of
security controls intended to enhance the overall cybersecu-

rity posture of the system [115].
Network Analysis & Reconnaissance

A remote cyber security training platform built around con-

Firewalls & Network Security Gateways
Iptables/nftables are deployed in an ICS TB as firewall rules

on top of an Ubuntu 22.04 operating system, where they
regulate OT network traffic and are configured based on
related work to support the evaluation of a dynamic and reli-
able intrusion-detection method against motivated attackers
within the emulated SCADA environment [45]. In a frame-
work for the security evaluation of RAN and mobile-device
environments connected to non- and near-real-time Radio
Intelligent Controllers (RIC), IPsec / IKEv2 is configured
at the operating-system level to establish two IPsec tunnels,
ensuring the confidentiality and integrity of communication
between the evaluated environment, the RIC, and the O-CU

[86].
Training and Practice Systems
One training and practice setup is built around a cyber-range

platform that uses open-source tools to create an isolated net-
work infrastructure with VPN access and supporting tools.

trol cabinets with automation and control equipment uses
Nmap for system discovery tasks, giving students practical
experience with discovering and recognizing systems in the
training environment, while Wireshark is employed in hands-
on exercises to capture and analyse network traffic generated
by the control system in operation within the same remote
training setup [49]. In a reservoir TB used for cyber security
exercises, Wireshark is employed by the attacker to deter-

In this environment, WordPress is included as part of a foren-
sic analysis and practice setting. Trainees can flood a target
IP, trigger record alerts, and generate log files so that they

can work through incident-focused exercises on a dedicated

@ Springer
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training network[192]. A second example uses the EVE-
NG platform as the basis for a cyber-range environment
in which Fortinet’s web application firewall, Fortinet’s log-
ging components, and Huawei’s firewall are deployed as trial
devices inside a simulated network. The overall setup pro-
vides an infrastructure environment for network attack and
defence exercises that allows learners to practise configur-
ing and evaluating these security controls in realistic training
scenarios[138].

Malware Analysis

A CR TB environment configured for testing SOAR tools
integrates ThreatGrid in the cloud alongside a Jira instance
for ticketing and a dedicated email system, using Threat-
Grid for malware sandbox testing as part of the analysis of
artifacts delivered through this setup [27]. Within a security
TB for next-generation systems, URLhaus is used in a sim-
ple malware-analysis case to validate that collected URLSs
are malicious and are being used for malware distribution,
allowing the TB to measure or compare how well a given
defense mechanism performs against such malicious URLs
[112].

Reverse Engineering & Binary Analysis

In the DOJO applied cybersecurity education environment,
Ghidra and Radare2 are used as reverse engineering and
binary analysis tools within a security exercise setting, where
extensive tooling is provided and students work on chal-
lenges in a unified environment. These tools are available
in CTF and CTFd-based activities that cover Linux usage,
shell scripting, network security, web-related topics, kernel
security, and microarchitecture speculative execution attacks
within the same training setup [120].

Phishing Detection & Anti-Spoofing Tools

A case study on mitigating injection and phishing attacks
in an ICT environment uses PhishDetector and PhishTor for
web page classification, so that phishing-related pages can be
identified and filtered as part of a setup that addresses secu-
rity attacks associated with plugins and aims to proactively
implement a secure environment [23].

Threat Intelligence

In an ICT cyber defence environment that introduces Cyber-
Ally, a knowledge graph—enhanced Al assistant for SOC
operations, MITRE ATT&CK is used as an information
source for GPT, supplying structured threat knowledge that
the assistant leverages to support analysts with context-aware
recommendations based on previous red-versus-blue exer-
cises [81]. A second ICT scenario presents a graph-based
approach for incident triage, where MITRE ATT&CK is
integrated into a severity-based triage method that combines
custom kill-chain—based attack graphs with asset criticality,
so that MITRE ATT&CK tactics and techniques become part
of the reasoning used to prioritise cybersecurity incidents
[152].

Endpoint Detection & Response (EDR)

@ Springer

A cyber range test environment for evaluating SOAR tools
integrates Endgame as the endpoint detection and response
component within a full SOC tool suite, alongside Elastic-
search and Kibana as SIEM and Suricata as NIDS, enabling
endpoint-focused monitoring and investigation across mul-
tiple representative threat-emulation scenarios [27]. The
hybrid SDN-based ICS security proof-of-concept uses pigre-
lay as an alert-forwarding component: Snort runs in network
socket mode and a pigrelay script relays its alerts to the SDN
controller, supporting detection and response to network-
channel attacks in the evaluated industrial environments
[102].

Incident Management & Response

Within the DefAtt virtual cyber-labs platform for network-
security education and training, anomalies detected in the
monitored environment trigger alerts that are forwarded
to TheHive, which is used for incident management by
collecting and processing these alerts as part of handling
network-based attacks and their defences in the highly auto-
mated range. [104].

Deception & Honeypot Systems

An ICS TB for evaluating a dynamic and reliable intrusion-
detection approach deploys Honeyd v.1.5¢ as a honeypot,
mirroring incoming network traffic to another ScadaBR
server and thereby supporting the assessment of the proposed
method against motivated attackers within the SCADA envi-
ronment [45].

Application Security Testing

In an ICT virtual environment that automates security sce-
narios and their deployment using Ansible, Contrast Security
is used in the Application Security Testing subdomain as
a blue-team mechanism, acting as a defensive application
within a set of apps that each provide either attack (red-
teaming) or defense (blue-teaming) capabilities to assess
security readiness against real-life cyber-attacks within the
range environment [3].

Security Hardening

In a framework for the security evaluation of O-RAN
mobile network equipment connected to non- and near-real-
time RIC, a virtual machine running Ubuntu is secured by
applying a hardening procedure based on the Ubuntu Secu-
rity Guide for centre for Internet Security (CIS)-compliant
Ubuntu long-term support (LTS), so that the CIS Ubuntu
Security Guide provides the concrete baselsine for harden-
ing the evaluated environment [86] (Table 6).

4.3.7 Portal services

This technology domain covers portal services used across
CRs and TBs. Figure 14 quantifies coverage by domain and
subdomain. ICT exhibits the highest overall activity with 19
mentions, followed by RAN & Mobile Devices (6), ICS (5),
Power Systems (3), and IoT/IIoT (1). AAcross subdomains,
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Table 6 Top-10 Technologies per Subdomain for Blue Team Operations. Superscripts:

* = Core Technology, T = Target Infrastructure, ¥ =

Orchestration.
Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
Application Security 1 1 Contrast Security’ (1) ICT
Testing
Deception & 1 1 Honeyd' (1) ICS
Honeypot Systems
Endpoint Detection 2 2 Endgame’ (1), pigrelay® (1) ICS, ICT
& Response (EDR)
Firewalls & Network 5 5 IPsec / IKEv2T (1), Iptables/nftables’ (1), PfSense’ ICS, Power Systems,
Security Gateways (1), Suricata® (1), untangleJr (N RAN & Mobile
Devices
Incident 1 1 TheHive' (1) ICT
Management &
Response
Intrusion Detection 27 7 Snort" (11), Suricata® (8), Zeek™ (3), OSSECT (2), ICS, ICT, 10T, IIoT,
& Prevention Security Onion® (1), Wazuh HIDST (1), scapy’r (D Power Systems
(IDS/IPS)
Malware Analysis 3 3 ThreatGrid" (1), URLhaus’ (1), VirusTotal” (1) ICT, RAN & Mobile
Devices
Network Analysis & 11 5 Wireshark™ (6), Tshark’ (2), Nmap® (1), Shodan® ICS, ICT, IoT, IloT,
Reconnaissance (), Zeek™ (1) RAN & Mobile
Devices
Phishing and Social 2 2 PhishDetector (1), PhishTor" (1) ICT
Engineering
Reverse Engineering 2 2 Ghidra® (1), Radare2™ (1) ICT
and Binary
Analysis
SIEM & Security 23 14 Security Onion' (4), Wazuh SIEM' (4), ELK Stack?  CPS, ICS, ICT, IoT, IIoT
Analytics (2), Elasticsearch’ (2), Kibana' (2), Dsiem® (1),
Elastic Security (SIEM)' (1), GPT-40" (1), JSON*
(1), MobSF (Mobile Security Framework)" (1)
Security Hardening 1 1 CIS Ubuntu Security Guide™ (1) RAN & Mobile Devices
Threat Intelligence 3 MITRE ATT&CK (3) ICT
Training and 4 4 Fortinet’s WAF (15-day trial):™ (1), Fortinet’s log ICS, ICT

Practice Systems

(15-day trial):™ (1), Huawei’s firewall (30-day

Vulnerability
Management

23

trial)® (1), Wordpress+ (1)

19 Nessus' (2), Nikto™ (2), OpenVAS™ (2), Owasp Zap
(Zed Attack Proxy)' (2), CVSST (1), Clang-tidy™
(1), InsightVM' (1), MITRE CAPECT (1), MITRE

CPS, ICS, ICT, IoT,
IIoT, RAN & Mobile
Devices

CWET (1), NIST Randomness Test Suite™ (1)

User Access dominates with 25 mentions. Admin Access (4)
and Authentication (2) are less frequent. Identity & Access
Management (identity and access management (IAM)) (2)
and Authorization (1) are rare. By domain—subdomain detail,
User Access is concentrated in ICT (13) with further use in
RAN & Mobile Devices (5), ICS (4), Power Systems (2),
and IoT/IIoT (1). Admin Access appears in ICT (3) and
Power Systems (1). Authentication is reported only in ICT
(2). TAM is recorded in ICS (1) and RAN & Mobile Devices
(1). Authorization occurs once in ICT (1). Overall, portal
services in the dataset focus primarily on user access, with
administrative, authentication, and identity-centric controls

documented selectively and largely centreed in ICT, while
ICS contributes isolated IAM usage and RAN & Mobile
Devices adds targeted access-management entries.

User Access

In an Industry 4.0—focused cyber-range platform, OpenSSH
is used to provide shell access and file transfers (via secure
copy protocol (SCP)) to the containerised training environ-
ment, enabling administrators and instructors to configure
Docker containers on the server and manage the open-
source services that underpin the cyber range [192]. Within
the DOJO applied cybersecurity education environment,
OpenSSH underpins student environment access by allowing
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Fig. 14 Portal Services Subdomain Distribution Across Cyber Range Application Areas

learners to upload a public key and then log in to their indi-
vidual Linux-based training instances, supporting CTF-style
exercises and hands-on practice in shell scripting, network-
ing, and related topics [120]. In the Cyber Arena platform
for scalable cybersecurity education, Apache Guacamole
provides browser-based remote access for students, with a
Guacamole server exposed via a public IP so that learners
can reach their lab environments from any Internet location
through a web interface without installing additional client
software [68]. In an [oT/IIoT security training environment
for system developers, Apache Guacamole is employed for
Linux container access management, where user access to
containerised training instances is handled through the Gua-
camole gateway as part of a methodology that integrates IoT
security topics into project-based learning [18].
Admin Access
In a crisis-management exercise environment where organi-
sations undergo simulated cyberattacks, OpenSSH s installed
and enabled on all machines to provide secure shell (SSH)
connections, so that administrators can remotely access and
manage the hosts over SSH as part of training cyber secu-
rity professionals in decision-making within the exercise
setup [149]. In a power-systems infrastructure for electrical
substations used for testing and evaluation of cyber-attacks
and incident response procedures, Apache Guacamole offers

@ Springer

browser-based remote access into the enclave environment,
enabling administrators to reach systems inside the substa-
tion TB through a secure web interface during cyber-attack
evaluation and training activities [69].
Identity & Access Management (IAM)
In a cyber-range technology platform that combines virtual
and hands-on components to enable higher levels of experien-
tial learning, Authentik is deployed as the central identity and
access management system for the Proxmox-based infras-
tructure, while DUO two-factor authentication (2FA) adds
multi-factor authentication (MFA) by providing a plugin-
backed mechanism to store and generate one-time passcodes
(OTPs) for user logins. [66] In an ICT environment used to
evaluate a new graph-based approach for incident handling,
Windows Active Directory provides authentication and role
management for all workstations and servers in the internal
Windows domain, with the domain infrastructure (including
the Active Directory and DNS servers) supplying the host
context whose alerts are later analysed by the proposed triage
method. [152] A power-systems security study uses Windows
Active Directory within the centre Energy TB architecture,
where OSSEC agents run on machines at multiple levels
and some field-device controllers use Windows-based oper-
ating systems, so that domain-based authentication and role
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Table 7 Top-10 Technologies per Subdomain for Portal Services. Superscripts: * = Core Technology, © = Target Infrastructure, ¥ = Orchestration.

Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain

Admin Access 4 2 Apache Guacamole*' (2), OpenSSH' (2) ICT, Power Systems

Identity & Access 6 Windows Active Directory " ), Authentik" (1), ICT, Power Systems,
Management DUO 2FA* (1), OAuth 2.0" (1) RAN & Mobile
(IAM) Devices

User Access 26 12 OpenSSH*T (7), Apache Guacamole*" (3), Virtual ICS, ICT, IoT, IIoT,

network computing (VNO)' (3), Windows Remote
desktop protocol (RDP)' (3), NETLAB+' (2),

Power Systems, RAN
& Mobile Devices

JupyterHub?* (1), Tmqu+ (1), VS Code" (1),
Wireguard* (1), srepy’ (1)

management support the defence-in-depth structure of the
evaluated energy-system test environment. [127] (Table 7)

4.3.8 Management

This technology domain covers management functions used
across CRs and TBs. Figure 15 quantifies coverage by
application area and subdomain. ICT leads overall with 18
mentions, followed by ICS (7). IoT/IIoT and Power Systems
each account for 2 mentions, and Intelligent Transportation
Systems accounts for 1. Across subdomains, Platform &
Environment Management is most common (7), followed by
Identity & Access Management (IAM) (5). Asset & Infras-
tructure Management and Learning Management System
each total 4. Operations Management and User Manage-
ment each total 3. Content and Document Management and
Workflow & Orchestration each total 2. ICT provides the
broadest functional spread and covers all listed management
subdomains, with the highest values in Learning Manage-
ment System (4), Operations Management (3), and User
Management (3). ICS is strongly concentrated in Platform
& Environment Management (5) and contributes Identity
& Access Management (2). Power Systems reports only
Asset & Infrastructure Management (2). IoT/IIoT reports
Platform & Environment Management (1) and Workflow &
Orchestration (1). Intelligent Transportation Systems reports
a single entry in Identity & Access Management (1). Over-
all, management capabilities are anchored in ICT, while other
application areas show narrow coverage that is mainly plat-
form administration in ICS and asset management in Power
Systems.

Platform & Environment Management

The DOJO applied cybersecurity education platform relies
on 9p for transparent file-system mapping between QEMU
virtual machines and containers, so that the learner’s environ-
ment can access files seamlessly across VMs and container
boundaries in CTF-style browser-based labs covering topics
from Linux usage to microarchitecture attacks [120]. In the
CyberloT web-based cyber range for [oT, a Linux, Apache,

MySQL, and PHP (LAMP) stack hosts the three-tier web
application, where LAMP provides the web and database
tiers that support instantiation, execution, and operation of
ToT-focused cybersecurity training exercises [162].

Identity & Directory Access Management (IAM)

Windows Active Directory is used in a large-scale ICT
cyber range architecture to provide virtualised directory and
authentication services, where Active Directory, DNS, and
domain controller roles are deployed to manage users and
systems consistently across the range environment [126].
The ecurity Credential Management System (SCMS) appears
in an intelligent transportation systems co-simulation plat-
form for connected and automated driving, where it enables
secure and privacy-aware communication between devices
by handling certificate-based credentials for exchanging
information in the test environment [1].

Learning Management System

The Tectonic academic cyber range uses Moodle to deliver
and collect assessments, where students submit flags and
complete questionnaires via the Moodle platform so that
evaluation of their performance is tightly coupled to the
range’s training scenarios [64]. In the ETHACA container-
based cyber range, Moodle is deployed as an open-source
learning management system to improve educational out-
comes and monitoring, with the LMS integrated into the
open-source cyber range infrastructure alongside other com-
ponents for strengthening cybersecurity learning experiences
[37]. The CyberSim Lab environment integrates the Bazaar
Collaborative Learning Environment as a collaborative learn-
ing platform that supports cybersecurity labs, where Bazaar
underpins activities designed around specific learning out-
comes and fosters collaborative learning, technical simula-
tion, and metacognitive engagement across different learner
groups [124].

Asset & Infrastructure Management

Within the CENTER Energy secure TB for electricity power
grids, Dragos OT Asset Visibility and Inventory is used
to provide asset visibility and maintain an inventory of
OT components, while Windows Active Directory handles
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Fig. 15 Management Subdomain Distribution Across Cyber Range Application Areas

employed to perform process-mining analysis on collected
logs, providing process discovery and conformance check-
ing that help analyse attack scenarios such as path traversal
with remote code execution and privilege escalation [24].
Content and Document Management
A large-scale ICT cyber range architecture employs Share-
Point as a collaboration and documentation platform for
distributing training materials and exercise artefacts, and
the same environment runs Windows Active Directory to
provide virtualised Active Directory, DNS, and domain con-
troller services for managing users and systems across the
range [126]. Wordpress serves as the content management
system in a cloud-based cyber range blueprint for low-cost
security research, where it is used for the “Imitating Human

cyber-range exercise design environment, user data manage-
ment is implemented with Google Firebase, which storesand ~ Behaviour” component that structures and delivers web con-
tent required by the range design [195].

manages participant information needed by the exercise por-
tal and related components in line with the interdisciplinary ~ Workflow & Orchestration

The CyberAlly environment integrates Cydarm as a case-

management backend for workflow and orchestration, where

CyberAlly generates and links task tickets in Cydarm so
that suspicious alerts can be handled efficiently within the
incident-response process [81]. Within the SAir-IIoT cyber
TB for smart airports, JSON serves as the data format
for configuration and labelling of network-traffic analysis
data, supporting the definition and handling of attack and

authentication and role management for all Windows-based
workstations and servers in the environment [127]. The
KYPO-CRP-based smart-grid cyber range uses GIT as
the versioning backend for scenario, device, and network
descriptions, storing these elements as text files that are
uploaded and maintained in the platform via the GIT repos-

itory [94].

User Management
The CyberExpert platform for cybersecurity expertise acqui-

sition uses CSV as a structured data-exchange format for
student information, with scripts that read CSV files to auto-
mate new-user creation and populate accounts in the mixed
virtual and hands-on cyber-range environment [66]. In a

CRX design principles [60].

Operations Management
A SOAR-focused cyber range TB environment configures

Jira as the ticketing and incident-management system in
the cloud, using Jira to manage tickets generated during
security-orchestration experiments and to support the over-
all workflow around testing SOAR tools [27]. For log-based
anomaly detection on cyber range platforms, Pmdpy is
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Table8 Top-10 Technologies per Subdomain for Management. Superscripts: * = Core Technology, T = Target Infrastructure, ¥ = Orchestration.

Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain

Asset & 3 3 Dragos OT Asset Visibility and Inventory™ (1), GIT* ICT, Power Systems
Infrastructure (1), YAML? (1)
Management

Content and 2 2 SharePoint™ (1), Wordpress™ (1) ICT
Document
Management

Identity & Access 5 2 Windows Active Directory (4), Security Credential ICS, ICT, Intelligent
Management Management System (SCMS)* (1) Transportation
(IAM) Systems

Learning 4 2 Moodle’ (3), Bazaar Collaborative Learning ICT
Management Environment™ (1)
System

Operations 3 3 Jira® (1), Pmdpy (1), ProM" (1) ICT
Management

Platform & 7 7 9p’ (1), LAMP stack® (1), OpenPLC' (1), PARCS' ICS, ICT, IoT, IloT
Environment (1), R5" (1), WinSCPT (1), scapy” (1)
Management

User Management 3 3 CSVT (1), Google Firebase* (1), OpenLDAP+ (1) ICT

Workflow & 2 2 Cydarm® (1), JSONT (1) ICT, IoT, IIoT
Orchestration

defence scenarios in IloT-based smart-airport experiments
[84] (Table 8).

4.3.9 Network infrastructure

This technology domain describes technologies used exclu-
sively in the Core Technology layer and covers network
infrastructure capabilities that support CRs and TBs. Fig-
ure 16 quantifies coverage by application area and subdo-
main. ICT leads with 19 mentions, followed by ICS (13),
Power Systems (11), IoT/IIoT (9), CPS (4), and RAN &
Mobile Devices (1). Across subdomains, Network Virtual-
ization dominates with 46 mentions, Firewall and routing
platform accounts for 10, and Reverse Proxy appears once.
Network Virtualization is reported in all application areas
and is most frequent in ICT (14), Power Systems (10), and
ICS (9), with additional mentions in IoT/IIoT (8), CPS (4),
and RAN & Mobile Devices (1). Firewall and routing plat-
formis concentrated in ICT (4) and ICS (4) with single entries
in IoT/IIoT (1) and Power Systems (1). Reverse Proxy is
observed only once in ICT. Overall, the data show that virtu-
alized networking forms the backbone of connectivity across
application areas, while firewall and routing platforms pro-
vide selective perimeter functions and reverse proxy usage is
rare.

Network Virtualization

An autonomous-operations TB for OT plants places the
entire OT network into a single Mininet instance, allowing
diverse attack types that lead to plant instability to be initi-

ated and observed within a controlled virtual network [140].
An ICS-focused cyber range for evaluating authentic train-
ing exercises uses Mininet as the network simulation tool
to emulate industrial control-system communication within
the range, so that the framework can instantiate and assess
exercises such as Iceberg CRX under realistic virtual net-
work conditions [61]. An SDN-based ICS proof of concept
for detection and response employs OpenvSwitch (OvS) as
the OpenFlow switch that realises the network simulation
between Snort and the RYU SDN controller when assess-
ing industrial environments that are not time sensitive [102].
The DefAtt automated framework for network-based attacks
and defences uses an OvS engine to construct the underlying
infrastructure, creating bridges and ports to which virtual
machines and Docker containers are attached for security
evaluation [104].

Firewall and routing platform

One multi-faceted cybersecurity TB, TROY, deploys eight
pfSense 2.6 firewalls to build subnets and DMZs, with each
firewall filtering and forwarding traffic between segments to
support comparison of open-source cybersecurity datasets
and TBs [158]. A different virtualised environment places a
pfSense-based VM at the centre of the TB, where it com-
bines firewall and routing functionality to segment traffic
between the management server, cluster servers, and the
Internet while Modbus protocol vulnerabilities are explored
[196]. A cyber-defence exercise setup for university students
applies OPNSense to enforce policies between multiple sub-
nets and to provide routing and firewalling, with the same
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Fig. 16 Network Infrastructure Subdomain Distribution Across Cyber Range Application Areas

instance linking the enterprise part of the environment to a
simulated Internet for realistic traffic conditions [151]. Log-
analysis—oriented anomaly-detection experiments rely on an
OPNSense VM running on a Proxmox server as the fire-
walling component that protects the infrastructure whose
logs are analysed for path traversal, remote code execution,
and privilege-escalation scenarios [24].
Reverse-Proxy The CyberExpert technology platform, which
combines virtual and hands-on components, front-ends its
cyber-range services with Nginx Proxy Manager to provide a
secure and easy-to-manage reverse proxy and load-balancing
layer that supports higher levels of experiential learning [66]

(Table 9).

4.3.10 Scenario

This domain describes the technologies used to implement a
wide range of scenarios in CRs and TBs. Figure 17 quanti-
fies coverage by application area and scenario subdomain.
Overall activity is highest in ICT and Power Systems with
107 mentions each, followed by ICS (106), CPS (92), RAN
& Mobile Devices (66), IoT/IIoT (51), and Intelligent Trans-
portation Systems (39). Across subdomains, Infrastructure
dominates with 316 mentions, followed by Simulation and
Emulation (125), Create/Edit (66), and Traffic Generation
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(46). Controlling is reported 13 times. User Activity Simu-
lation and User behaviour Simulation appear once each and
only in ICT. At the application area level, ICS and Power
Systems primarily emphasise Infrastructure (63 and 61) and
Simulation and Emulation (27 and 26). ICT combines Infras-
tructure (55) with Create/Edit (27) and Traffic Generation
(20), while the remaining subdomains occur only marginally
in ICT. CPS shows a near balance between Infrastructure
(43) and Simulation and Emulation (39). RAN & Mobile
Devices remains infrastructure focused (47) with smaller
counts in the other subdomains. IoT/IIoT pairs Infrastruc-
ture (32) with notable Traffic Generation (16). Intelligent
Transportation Systems is distinct because Simulation and
Emulation (22) exceeds Infrastructure (15). Overall, scenario
implementations remain infrastructure centric across most
application areas, with simulation and emulation as the main
complementary activity. Create/Edit and traffic generation
are concentrated in ICT and IoT/IIoT, while user behaviour
oriented simulation is almost absent in the analysed litera-

ture.

Infrastructure
A smart-grid TB uses two Ubuntu virtual machines run-

ning rapid-SCADA and pySCADA to retrieve power-system
statistics from PLCs via the Modbus TCP protocol, store
these data in an SQL database, and expose them through



Engineering cyber ranges and security testbeds: a survey of technologies...

Page390f109 140

Table 9 Top-10 Technologies per Subdomain for Network Infrastructure. Superscripts:

* = Core Technology, T = Target Infrastructure, ¥ =

Orchestration.
Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
Firewall and routing 10 4 PfSense*' (5), OPNSense* (3), IPFire * (1), ICS, ICT, IoT, IIoT,
platform Iptables/nftables™ (1) Power Systems
Network 46 16 Mininet* (15), OpenvSwitch (OvS)** (8), GNS3* CPS, ICS, ICT, IoT,
Virtualization (6), EXata network modelling* (3), NS3* (2), IIoT, Power Systems,
OpenDSS* (2), CORE* (1), CoojaJr (1), EVE RAN & Mobile
community edition” (1), MiniCPS* (1) Devices
Reverse-Proxy 1 1 Nginx Proxy Manager™* (1) ICT
ICT
60
Power Systems
50
8 Ics
< 40
;& CPS 30 5
@
%]
5 RAN & Mobile Devices 20
IoT, lloT 10
Intelligent Transportation Systems

Technology Subdomain

Fig. 17 Scenario Subdomain Distribution Across Cyber Range Application Areas

an engineering workstation, while a separate VM operates
as a central log server to support an explainable, self-aware
intrusion-detection and active-response framework for the
grid [214]. In an ICS TB that reflects real-world power-
system environments with HMIs, PLCs, power-quality mon-
itors, and protocols such as Modbus, IEC 60870-5-104, and
IEC 61850, Modbus appears among the core communication
protocols used by a toolchain that automates attack-scenario
generation around a common data model, enabling inte-
gration of real-world attack scenarios that emulate steps
taken by manual penetration testers [13]. One study on pro-
tection IEDs highlights IEC 61850 GOOSE as a protocol
that is vulnerable due to low-latency requirements, multicast

packet delivery, and lack of encryption, and uses this pro-
tocol as the basis for evaluating how different commercial
IED implementations respond to and recover from attacks in
order to understand security implications of GOOSE-based
communication [25]. A digital power-twin environment for
smart grids employs GOOSE for time-critical communica-
tion between IEDs in the physical TB and in the digital
twin, where GOOSE messages carry anomaly alerts and trig-
ger immediate protective actions, enabling users to deploy
real-world attacks and countermeasures and to study their
effectiveness in a more easily modifiable and reproducible
environment than a purely physical setup [74].

Simulation and Emulation
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A co-simulation platform for power-distribution systems
models the cyber layer in MATLAB/Simulink while the
power system is represented in DIgSILENT PowerFactory,
with real-time data exchange handled through a Matrikon
Open Platform Communications (OPC) server and Dis-
tributed Network Protocol 3 (DNP3) communication mod-
eled in dedicated software, so that model-based reinforce-
ment learning can be used to detect coordinated cyber—
physical attack events and infer attacker goals [153]. Another
study on oscillatory load attacks initiated by exploited EV
charging stations builds the IEEE New England 39-bus
system in MATLAB/Simulink, using this system-stability
model to synthesise benign and malicious datasets that
underpin an edge-based detection and localisation approach
combining cyber and physical features with deep-learning
methods [155]. In a real-time co-simulation TB for the
public EV charging ecosystem, the Opal-RT HYPERSIM
simulator runs on a Windows VM connected to OP5650
real-time digital-simulator hardware to represent the power
grid interlinked with EV infrastructure, providing real-time
simulations that feed a monitoring platform for detecting
EV-based cyberattacks [146]. A wide-area power-system
application TB employs an OPAL-RT real-time digital simu-
lator to host large-scale grid models and uses the IEC 61850
I/0O interface of RT-LAB to map physical IEDs to the sim-
ulator, supporting efficient modelling of logical nodes in
physical relays and enabling hardware-in-the-loop experi-
ments with industry-grade devices [143].

Create/Edit

In a cyber-physical security simulation TB for power-system
distribution networks, Modbus is characterised as a widely
used client—server protocol in industrial automation, where
SCADA systems in control centres act as Modbus clients
that request information from remote terminal units as
servers, and the resulting communications are used to anal-
yse the impact of cyberattacks on distribution systems [170].
Another TB for evaluating attack-resilient network agents
expands PLC capacity by attaching Modbus TCP devices so
that additional slave PLCs can read from and write to the
registers of a master PLC through a standardised addressing
system, creating realistic control traffic patterns for exper-
iments that initiate attacks leading to OT plant instability
[140]. The Tectonic cyber range describes each scenario
using a specification language based on YAML, where
YAML files define machines, networks, and configurations
applied to the scenario’s machines, supporting customizable
network configurations, real-time monitoring, and automated
attack simulations that bridge theoretical knowledge and
practical skills [64]. Within the CRACK framework, sce-
nario design starts from theatre elements such as networks
and compute nodes and progresses to scenario aspects such
as vulnerabilities, with the entire scenario encoded in 2385
lines across 29 YAML files, so that the YAML-based scenario
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description language (SDL) provides a declarative way to
specify elements and their interplay for design, model verifi-
cation, generation, and automated testing of cyber scenarios
[150].

Traffic Generation

In an SDN-based TB for defending against DDoS attacks
launched by malicious IoT systems, curl-loader generates
valid HTTP traffic while other tools create diverse DDoS
request patterns, so that the mixture of legitimate and attack
traffic can be used to evaluate a semi-supervised deep extreme
learning machine and mitigation algorithm embedded in
the SDN controller [141]. A hierarchical DDoS defence
system for SDN environments also uses curl-loader to cre-
ate flash-traffic workloads by simulating large-scale HTTP
client requests, contributing to the SDN-DAD dataset that
combines legitimate traffic, flash traffic, and various DDoS
attacks for evaluating detection features that minimise com-
putational load on the controller [77]. In an ICS TB that
evaluates a dynamic and reliable intrusion-detection model,
Acunetix is employed to generate network traffic throughout
the TB, producing the web-traffic patterns against which the
two-step classification and rejection-based reliability evalu-
ation of network attacks are performed as the model adapts
to evolving traffic [45].

Controlling

A CPS TB on the National Science Foundation (NSF) AER-
PAW platform integrates the Flower Framework to host
a federated-learning scenario where a YOLOv8 model is
deployed for object detection on edge devices such as drones,
and the framework is used to study optimization and defence
mechanisms like differential privacy and adversarial training
for network incident anomaly detection under benign and
variously poisoned conditions [85]. In a resilience-focused
TB that models a truck with an autonomous cyber-defence
system and physical resilience features, OpenTAP automates
the execution of experiments and offers a GUI for config-
uring experiment steps, enabling repeatable and systematic
runs that collect resilience-relevant data while the system is
subjected to malware attacks [202].

User Activity Simulation A network-traffic—generation setup
for CRs uses Selenium together with Python scripts to
manipulate web pages through Firefox, where instances are
equipped with the required browser add-on so that scripted
actions can be issued easily via Selenium commands and con-
tribute to realistic traffic that enhances the quality of training
[50].

User behaviour Simulation In a log-data—oriented TB for
cybersecurity experiments, Selenium remotely controls a
Firefox browser window that is opened at the start of each
session and closed afterwards, generating realistic and repro-
ducible user interaction patterns that populate log datasets
intended for intrusion-detection research with transparent,
adaptable, and publicly available traces [188] (Table 10).
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Table 10 Top-10 Technologies per Subdomain for Scenario. Superscripts: * = Core Technology, T = Target Infrastructure, ¥ = Orchestration

Technology Total Mentions Unique Tech. Top-10 Technologies Domains
Subdomain
Controlling 5 5 Flower Framework (1), OpenTAPi (1), RI-LAB* CPS, ICT, Intelligent
(1), SCORCH? (1), WebGME* (1) Transportation
Systems, Power
Systems
Create/Edit 45 28 Modbus (6), YAML? (6), ISON¥ (5), INET (2), CPS, ICS, ICT,
RSCAD simulation software™ (2), Totally Intelligent
Integrated Automation Portal Services (TTA Portal Transportation
Services) (2), Apache SkyWalking (1), CSV (1), Systems, Power
DIGSI 4 (1), GAMS* (1) Systems, RAN &
Mobile Devices
Infrastructure 310 160 Modbus™* (27), GOOSE* (12), MQTT™* (11), CPS, ICS, ICT,
OpenPLC (11), DNP3* (10), MMS* (7), Intelligent
OpenFlow* (6), Free5SGC* (5), Ryu* (5), Transportation
UERANSIM* (5) Systems, 10T, IIoT,
Power Systems, RAN
& Mobile Devices
Simulation and 120 67 MATLAB/Simulink* (12), Opal-RT Simulator* (8), CPS, ICS, ICT,
Emulation OMNeT++* (6), SUMO* (5), Factory I/0* (4), Intelligent
Pandapower* (4), HYPERSIM* (3), RT-LAB* (3), Transportation
RTDS simulator* (3), Unity3D* (3) Systems, Power
Systems
Traffic Generation 19 18 curl-loader (2), Acunetix (1), Apache Bench (1), ICS, ICT, IoT, IIoT,

User Activity
Simulation

User behaviour

Arachni (1), BUP - Benign User Profiler (1),
D-ITG (1), Locust (1), Mouseworld testbed (1),
Nessus (1), Nmap (1)

Selenium (1)

Selenium (1)

RAN & Mobile
Devices

ICT

ICT

Simulation

5 Discussion

This chapter first critically reflects on the challenges encoun-
tered when conducting this work and discusses methodolog-
ical limitations. It then analyses characteristic patterns and
trends in the collected repository of information. Finally, it
answers the research questions from Section 1.

5.1 The challenges of categorization and
terminology

Related surveys highlight ongoing issues in the literature
regarding taxonomies and conceptualizations of cyber ranges
and testbeds. For example, terminology and taxonomies dif-
fer across publications and existing taxonomies are not used
consistently. However, the architectures and terminologies
used in the surveys themselves also differ considerably. The
following table 11 present the architectures and key terms
used in these surveys. While a tabular representation does
not capture the full complexity of the architectures, it is suf-
ficient to highlight the main differences. The first column lists
the comparison category, while the following three columns

describe the corresponding categories and their subcategories
in parentheses (Table 11).

Table 11 compares the architectures and their terminolo-
gies. The first column lists the comparison category, while
the following three columns describe the corresponding cat-
egories and their subcategories in parentheses.

All architectures include an entry point or user access
mechanism, but they use different names and levels of
detail. According to [71], administration and orchestration
of exercises include user and asset management as well as
scheduling. In the publication by [189], no dedicated layer or
zone is defined for this purpose. Instead, related features are
described within the cyber range capabilities, such as report-
ing, training methods, and data collection. In the architecture
proposed by [208], these aspects are covered by the cate-
gory Management. Furthermore, [208] describes a testing
module that is not included in the other two architectures.
For orchestration and provisioning (e.g., infrastructure as
code (IaC) and APIs) as well as for the virtualization or
infrastructure layer, [189] and [71] define separate categories,
whereas [208] combines these aspects and does not explic-
itly mention orchestration. A data or storage layer is only
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Table 11 Crosswalk comparison of logical cyber range architectures (simplified)

Comparison category

Kampourakis et al. (2025) [71]

Ukwandu et al. (2020) [189]

Yamin et al. (2020) [208]

User access / entry point

Administration / orchestration
of exercises

Monitoring / scoring / reporting

Scenario lifecycle / content
authoring

Training / pedagogy support

Testing / validation module

Virtualization / infrastructure
layer

Control Access Zone
(authentication,
authorization)

Management Zone (scheduling,
user/asset mgmt, data
analysis)

Monitoring Zone (monitoring,
data collection/analysis,
scoring/reporting)

Learning Management and
Support Zone (scenario
development, automation,
traffic generation)

Learning Management and
Support Zone (TTPs, traffic
capture)

Core Infrastructure Zone:
Underlying infrastructure
(servers, network Devices,

Users; Front-End Technologies
(web browsers, web server
tech)

Cyber Range
Capabilities(scenarios,
reporting, training methods,
data collection mechanism)

Cyber Range Capabilities
(reporting, data collection
mechanism)

Cyber Range Capabilities
(scenarios)

Cyber Range Capabilities
(training methods,
gamification, visualisation)

Core Technologies (emulation,
virtualisation, simulation,
containerisation)

Portal (user, admin, client)

Management (cyber range,
scenario, exercise/test)

Monitoring (collection,
analysis, logging); Training
& Education (scoring,
after-action analysis)

Scenario (create/edit, deploy,
generate, execute, control,
destroy)

Training and Education
Module (tutoring, scoring,
after-action analysis)

Testing Module (test case
definition, analysis &
verification)

Run-time Environment
(emulate, simulate,
traffic/attack generation, HW,

security functions, software &
services, storage, computers
& mobile Devices);
Virtualization (aWS,
OpenStack, vSphere, Docker)

Core Infrastructure Zone:
Orchestration (Kubernetes,
Terraform, Ansible, API etc.)

Orchestration / provisioning
(TIaC / APIs)

Underlying Infrastructure
(Storage)

Data / storage layer

user behaviour generation)

-Run time Environment
(deployment, controlling);
(orchestration not explicitly
named)

Infrastructure Technologies:
Orchestration (e.g., vSphere;
Wisper; etc.)

- Data Storage (scenario
definitions, rules, tools,
replica data, parameters)

described by [71] as a feature or capability within the under-
lying infrastructure. A dedicated Data Storage category is
provided only by [208], while [189] does not explicitly men-
tion this aspect. The remaining comparison categories appear
in all architectures, but they differ in content, terminology,
and their placement within the overall architecture. In addi-
tion, the publications analysed to build the data repository of
this work do not apply these terms and reference architec-
tures consistently. For example, Chouliaras et al. [37] group
virtual machines and cloud services into an “environment”
component, place infrastructure containerization and orches-
tration technologies such as Docker, YAML, or Ansible under
“scenario,” and assign development tools such as VSCode
to orchestration. Another example is [64], which separates
orchestration tools and an [aC layer, and describes a presenta-
tion layer that includes heterogeneous tools such as Moodle,
Kibana, and MITRE Caldera. The differences in architectures
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and terminology, missing categories for cyber range features
in existing architectures, and the inconsistent use of terms and
architectural representations across the analysed publications
created a major challenge for a comprehensive and objective
clustering and categorization of all features and technolo-
gies. Our approach was that we collected relevant terms from
the analysed publications and grouped them into categories
whose labels reflect the shared semantic meaning of the
assigned terms. This approach inevitably involves subjective
interpretation decisions, and alternative categorizations and
mappings are therefore possible. Having illustrated the vari-
ability in terminology and architectural representations, we
now analyse quantitative patterns in the extracted repository,
focusing on gaps, anomalies, and trends across application
areas, purposes, and technology domains.
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5.2 Gaps, anomalies, and trends in the data
repository

The following findings are derived from technologies and
classifications reported in the reviewed publications. There-
fore, observed gaps should be interpreted as “absence in the
analysed corpus” and may also reflect publication and report-
ing practices rather than the absence of such technologies in
real-world deployments.

Across all application areas (Fig. 18), the technology
domain Scenario is the most frequently represented (578),
followed by Red Team Operations (315) and Computing
Platform (193). Exact contents are described in Section 4.3.
Several application areas show a more concentrated pro-
file. In Power Systems, most technologies are assigned to the
Scenario domain (107), while other domains have substan-
tially lower values. ICS also shows peak values in Scenario
(108) and Red Team Operations (71), but remains lower in
other domains. This indicates that some application areas
rely on a narrower set of technology domains, whereas oth-
ers (in particular ICT) show a broader distribution of reported
technologies. Domains with lower overall intensity, such
as Data Storage (35), Management (31), and Portal Ser-
vices (34), are still sparsely represented. We also observe
explicit gaps where no technologies are reported for spe-
cific application-area/domain combinations (e.g., CPS Man-
agement, CPS Portal Services, Intelligent Transportation
Systems Network Infrastructure, Intelligent Transportation
Systems Portal Services, and RAN & Mobile Devices Man-
agement). Regarding the distribution of CRs and TBs across
application areas, CRs are more frequently used in ICT than
in other areas. A notable pattern is the frequent use of CRs in
combination with the Training and Exercises and Education
purposes, particularly in ICT and ICS (Figure 4). Overall,
this distribution suggests a functional separation: dedicated
TBs are reported more frequently for Research, Testing and
Experimentation, whereas CRs are reported more frequently
for Training and Exercises and Education. At the same time,
several of the other application areas show an increase in
publications, especially within the last two years (Figure 3).
Within Research, Testing and Experimentation, the most
common use cases are Threat and Vulnerability Assessment,
Attack Impact Assessment, and Dataset Generation, and ded-
icated TBs are used particularly often. This use-case profile
suggests that experimentation-oriented settings emphasize
assessment- and data-driven activities. Only for the use case
Traffic Generation are CRs mentioned more frequently than
TBs (Figure 5), indicating that CRs may be preferred when
traffic generation is embedded in a broader scenario context
rather than treated as an isolated testbed task. In Training
and Exercises use cases, the use of TBs is less pronounced,
and CRs are more dominant. Besides general security train-
ing (covering training mentions without a specific thematic

focus), CTF, Incident Response, and Red vs. Blue Team train-
ings are particularly prominent (Figure 6), which suggests
that interactive and exercise-oriented use cases are more
frequently realised through CRs in the reviewed corpus.
In the Education purpose, CRs also dominate. Here, Stu-
dent Assessment & Scoring, Learning Management Systems,
and Instructional Design use cases are mentioned most fre-
quently (Figure 7), indicating a strong emphasis on structured
course integration and evaluation mechanisms.

In the following, we analyse temporal trends in the cyber
range and testbed literature to examine how reported use
cases and technologies evolve over time. We focus on quar-
terly developments and use normalized shares to mitigate
the overall increase in publication volume in 2024-2025. The
three small-multiple figures visualize quarterly time series of
normalized use-case shares within each purpose (Research,
Testing and Experimentation, Training and Exercises, and
Education) and refer to the top-10 use cases per purpose
reported in Section 4.2. Because some quarters contain only
a small number of publications, the normalized curves are
occasionally spiky and may reach 100%. In these cases, the
dashed count curves help distinguish substantive increases
from low sample sizes and from shifts in the quarter’s over-
all publication volume within the respective purpose.

In Research, Testing and Experimentation (Figure 19), the
profile shifts from an early dominance of Threat and Vulner-
ability Assessment and Attack Impact Assessment toward a
more diversified pattern in 2024-2025, where Dataset Gener-
ation becomes more prevalent and Cyber Security Resilience
Assessment gains prominence. In the same period, additional
solution-oriented and ML-related topics become visible and
increase in frequency (e.g., Mitigation Strategies and ML-
based IDS/IPS), while Traffic Generation remains sporadic.
For Training and Exercises (Figure 20), the emphasis shifts
toward hands-on training formats, with Capture the Flag and
General training dominating the later period, whereas earlier
team-based and specialized formats (e.g., Red Team vs. Blue
Team) are no longer reported in the recent quarters. In Educa-
tion (Figure 21), Student Assessment & Scoring and Learning
Management Systems remain the most consistently reported
use cases. Assessment and scoring becomes relatively more
prominent in 2024-2025. Learning Labs appears only in the
later period, while Instructional Design becomes compara-
tively less dominant.

5.2.1 Technologies

In the technology domain Red Team Operations, subdo-
main Adversary Emulation, only a small number of tools are
used, namely MITRE Caldera and Infection Monkey. Other
tools are not reported in the publications that perform adver-
sary emulation, or the activities are implemented manually
(Section 4.3.1). This limited set suggests a low diversity of
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reported tooling for adversary emulation in CR/TB imple-
mentations and may indicate that adversary emulation is
either less frequently implemented as an explicit capabil-
ity or is implemented without dedicated tools and therefore
less consistently documented. Metasploit can also be used
for adversary emulation [88], but in the analysed publi-
cations it is primarily used as a penetration testing tool
or for executing individual attacks (Section 4.3.1). This
example illustrates that technology classification depends
on the described usage context rather than on the general
capabilities of the tool. A similar rationale is applied in
Section 4.3.1, where SQL databases are used only as tar-
gets for SQL injection exercises and are therefore assigned
to the category Red Team Operations, specifically under
Training and Practice Systems. In the Containerization sub-
domain, Docker is used almost exclusively. Only Podman
is mentioned once as an alternative, indicating that Docker
is reported as a de facto standard for containerization in the
reviewed CR/TB implementations. The subdomain Software
Provisioning and Configuration also contains only two tools
across all reviewed publications: Ansible and AWX, which
provides a web-based user interface, REST API, and task
engine for Ansible (Table 4), suggesting that provisioning
and configuration tasks are similarly dominated by a small
set of mature, widely adopted tools. Further subdomains
that contain only a single mentioned technology include
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Application Security Testing (Contrast Security), Incident

Management & Response (TheHive), Security Hardening
(CIS Ubuntu Security Guide), Honeypot Systems (honeyD)
and Reverse-Proxy (Nginx Proxy Manager), which indicates
limited reported coverage for these feature areas within the
analysed corpus. The technology domain Custom Develop-
ment also contains technologies that appear only once across
all publications. Because this domain often reflects imple-
mentation stacks such as libraries and frameworks rather than
CR/TB-specific building blocks, we treat it separately and do

not discuss it further here.

5.3 Technological evolution of cyber ranges and
testbeds

While a fine-grained temporal trend analysis of individual
technologies is limited by inconsistent reporting practices
across publications, a comparison at the level of technol-
ogy domains and dominant tools with the findings of earlier
surveys is nonetheless informative, as these works employ
explicit tool inventories that allow for meaningful cross-
survey comparison.

Regarding the computing platform, Yamin et al. [208] and
Ukwandu et al. [189], whose publication sets extend to 2019—
2020, identify hypervisor-based virtualisation as dominant,
with VMware cited most frequently, while containerisation
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Fig. 19 Trends in “Research, Testing, and Experimentation” Purpose

is introduced as a lightweight and scalable complement to
VM-based approaches. The present survey indicates a clear
shift: Docker is the most frequently reported containerisation
technology (34 mentions), whereas traditional hypervisors
remain present but no longer exclusive, with VMware
vSphere (9), KVM (5), and VirtualBox (11) coexisting along-
side container-based deployments. This coexistence pattern
is consistent with the findings of Kampourakis et al. [71], who
identify the combination of hypervisor-2, container-based,
and private cloud virtualisation as the most common config-
uration in CR implementations up to 2023.

In the domain of orchestration, earlier surveys describe
infrastructure management primarily in terms of virtuali-
sation layers [189] or scenario execution modules [208],
without identifying a dominant set of dedicated provisioning
tools. Chouliaras et al. [38] and Kampourakis et al. [71] mark
a progression toward explicit IaC tooling, with the present
survey confirming Ansible (12 mentions) and Terraform (7
mentions) as the leading solutions and Kubernetes (4 men-
tions) establishing container orchestration as a recognisable
architectural category.

Cyber Security Training: Capture the Flag Cyber Security Training: General
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In red team operations, Metasploit (23 mentions) and
Nmap (31 mentions) remain the dominant tools for exploita-
tion and network scanning respectively, consistent with their
prominence in earlier literature [208]. The main develop-
ment is the emergence of framework-level tooling: MITRE
ATT&CK (6 mentions) and MITRE Caldera (4 mentions)
represent a shift toward structured, framework-guided adver-
sary emulation that is not present in any of the earlier surveys.

The scenario domain shows the strongest continuity:
MATLAB/Simulink (12 mentions), OPAL-RT simulators
(8 mentions), and industrial protocols such as Modbus
(27 mentions) and GOOSE (12 mentions) remain founda-
tional across ICS and power systems scenarios throughout
the period, reflecting stable domain-specific infrastructure
requirements.

Finally, Al and ML frameworks such as TensorFlow (12
mentions), Keras, and Scikit-learn represent a technology
domain with no direct counterpart in the earlier surveys.
While this absence may partly reflect differences in scope
and categorisation between surveys, it is consistent with the
broader integration of machine learning into cybersecurity
research workflows observed in the 2020-2025 period.

5.4 Answering the research questions

Building on these observations, we now answer the research
questions introduced in Section 1. RQ1: What use cases and
application areas for cyber ranges (CRs) and testbeds (TBs)
are reported in the literature?

In our literature review, we identified the following applica-
tion areas: ICT, ICS, CPS, IoT/IIoT, RAN & Mobile Devices,
Power Systems, and Intelligent Transportation Systems. Sec-
tion 4.2 provides a more detailed list of use cases, organised
under the CR/TB purposes Research, Testing and Experi-
mentation, Training and Exercises, and Education. Table 12
summarizes the top three use cases per purpose, ranked by
the number of articles.

RQ?2: Which technologies and technology groups are used to
implement specific CR/TB features?

Table 13 presents the most frequently reported technolo-
gies for selected fechnology subdomains related to the use
cases shown in RQ1. We use Technology Subdomains as a
proxy for CR/TB features, because the more fine-grained
category Technology Functionality primarily describes the
specific functionalities of individual tools. In contrast, the
Technology Subdomain category groups multiple tools with
similar functionalities and therefore best represents CR/TB
“features” at an appropriate level of abstraction. The table
shows a wide variety of technologies, including tools, proto-
cols, virtualization technologies, databases, and data formats.
It includes well-established technologies with many men-
tions in the analysed publications, such as Metasploit (23) in
the subdomain Exploitation and Attack Execution, Docker
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(34) in the subdomain Containerisation, and protocols such
as Modbus (28), which is frequently described in publica-
tions in the ICS domain as an essential part of the scenario
infrastructure or for attack execution. At the same time, the
table also reveals less well-covered categories, such as Man-
agement or certain database categories, which include fewer
than three distinct tools and fewer than ten total mentions.
The detailed results are provided in Section 5.2.

RQ3: What trends and notable patterns can be observed in
the research and development of cyber ranges and testbeds
(e.g., purposes, application areas, and technologies)?

In Section 5.2, we first report the peak values of technol-
ogy domains across the entire data repository, ranked by the
number of mentions, namely Scenario, Red Team Opera-
tion, and Computing Platform, as well as peak values in
the less frequently represented application areas. In addi-
tion, we analysed the usage frequency of cyber ranges and
testbeds. The results show that cyber ranges are used most
frequently in the ICT application area, and in particular in
ICT for Training, Exercises, and Education. Furthermore, we
highlight notable patterns in the technology landscape. This
includes both underexplored areas, such as the use of tools
for adversary emulation, and well-established technologies
used in CRs and TBs, such as Docker and Ansible.

6 Future work

The remaining section discusses aspects future surveys
should address based on the systematic literature review at
hand. Furthermore, the section points out future trends related
to the emergence of Al

6.1 Taxonomic harmonization and semantic
formalization

The challenges identified in the discussion in Section 5
with regard to taxonomies and logical architectures not only
indicate an existing research gap, but also underscore the
necessity of a shared conceptual foundation in this domain.
Against this background, it appears essential that future
work systematically advances existing taxonomies and archi-
tectures while applying them consistently to established
architectural descriptions, documentation, and taxonomic
frameworks. Such harmonization can substantially facilitate
the planning, design, and classification of CRs and TBs and,
moreover, support the targeted further development of CRs
and TBs with respect to their architecture, functionality, and
integration.

The heterogeneous terminology and architectural rep-
resentations identified throughout this survey suggest that
reproducibility and comparability in CR and TB implemen-
tations cannot be achieved through procedural tooling alone.
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Table 12 Top-3 use cases per purpose, ranked by the number of articles.

Purpose Top 1

Top 2 Top 3

Student Assessment & Scoring
14

Threat and Vulnerability
Assessment (46)

Education

Research, Testing and

Experimentation
Training and Exercises Cyber Security Training:

Capture the Flag (9)

Learning Management System
(12)

Attack Impact Assessment (35)

Instructional Design (11)
Dataset Generation (29)

Cyber Security Training:
General (8)

Cyber Security Training: Red
Team vs. Blue Team (6)

Ontology-based approaches represent a promising direction
for establishing such a foundation. Wen et al. [203] propose
an RDF/OWL-based ontology for modelling cyber security
exercise scenarios, providing a common semantic structure
that enables scenario knowledge to be shared and reused
across applications and community boundaries. Building on
this, Kampourakis et al. [73] propose a broader ontology-
based framework that formalizes the structural, functional,
informational, and decisional aspects of the entire CR ecosys-
tem into a machine-interpretable model implemented in
OWL 2 DL, enabling consistency checking, automated rea-
soning, and traceability across abstraction levels. The authors
characterize this framework as a semantic meta-model over
architectural knowledge, addressing precisely the kind of ter-
minological and representational heterogeneity identified in
this survey. The structured data repository assembled here,
consolidating technologies, use cases, and architectural lay-
ers across 199 publications, may serve as empirical input
for such formalization efforts, and future work could build
on this foundation to develop shared, semantically grounded
representations of the CR and TB domain.

With respect to the methodology of this work, the seman-
tic summarization and categorization of technologies allows
for a comparatively large degree of interpretative latitude.
A more structured approach that relies on qualitative analy-
sis and the explicit identification of individual technological
functions ultimately appears methodologically more suit-
able, as these functions constitute the features of CRs and
TBs. Future research could examine and qualitatively eval-
uate individual components of this work in greater depth in
order to derive an alternative categorization and structuring
that is more precise and better aligned with the context.

6.2 Generative Al and large language models

A further trajectory concerns the integration of generative
Al and large language models (LLMs) into CR and TB
implementations. The AI and ML technologies identified
in this survey are predominantly applied for detection and
analysis tasks, such as anomaly detection and intrusion detec-
tion model training. Generative Al represents a qualitatively
different direction: Zacharis and Patsakis [212] propose an

ML-assisted framework for automated cyber exercise content
generation using named entity recognition and a dedicated
scenario ontology, while Palumickas et al. [128] evaluate
a generative Al prototype for dynamic, interactive scenario
generation and demonstrate both its potential and current
limitations regarding consistency and repeatability. Yamin
et al. [209] explore the use of LLMs as active partici-
pants in exercise simulations rather than merely as scenario
authoring tools, and Kampourakis et al. [72] demonstrate
the use of LLM-assisted expert reasoning to support struc-
tured CR evaluation. Berg et al. [15] demonstrate that LLMs
can automate the generation of runnable ICS simulations
from plain-language descriptions, producing functioning
testbeds in under 90 seconds, and argue that such prompt-
to-simulation pipelines are well-suited for CRs, deception
systems, and rapid prototyping, even though the generated
models are not suitable for high-fidelity simulations. Given
that these works largely postdate the corpus examined in this
survey, the systematic integration of generative Al into CR
and TB workflows, including scenario generation, automated
red teaming, and platform evaluation, represents a critical
emerging trajectory for future research.

6.3 Further platforms and directions for targeted
surveys

The systematic scope of this survey means that several repre-
sentative platforms documented in the literature fall outside
the analysed corpus. Sipola et al. [168] describe a digital twin
of afood supply chain deployed on the Realistic Global Cyber
Environment (RGCE) platform operated by JAMK Univer-
sity of Applied Sciences, demonstrating its use in a live cyber
exercise for training organizations in supply chain cybersecu-
rity. Bonagura et al. [26] introduce the Hydra testbed, which
emulates a real-world water distribution system and is used
to generate the HydraCPS dataset for evaluating intrusion
detection systems under simulated cyber-physical attacks
on critical infrastructure. Cruz and Simdes [42] describe a
flexible framework for the creation of laboratory and ICS
cyber range environments for training purposes, applied in
the context of a course on cyber-physical systems security.
The iTrust testbeds at the Singapore University of Technol-
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ogy and Design [167], including SWaT, WADI, and EPIC, are
well-documented OT security research environments. None
of these platforms were retrieved by the applied search pro-
tocol, as the corresponding publications appeared in sources
outside the three searched databases or were referenced pri-
marily through institutional repositories. A targeted survey
of integrated and domain-specific CR and TB platforms rep-
resents a valuable direction for future work.

7 Conclusion

This survey examined how CRs and security TBs are imple-
mented in practice by focusing on the fechnologies used to
realise CR/TB scenarios and features. Building on a system-
atic literature review across 2020—Aug. 2025, we included
199 publications and consolidated the extracted application
areas, purposes, use cases, infrastructure types, and reported
technologies into a structured data repository for analysis.

Within this repository, we identified 650 distinct tech-
nologies and mapped them into a hierarchical taxonomy
with 10 Technology Domains and 81 Technology Subdo-
mains, enabling consistent cross-paper comparison despite
heterogeneous terminology and architectural representa-
tions. The repository further captures CR/TB purposes and
use cases across application areas. Research, Testing and
Experimentation is the most frequently represented pur-
pose, and the literature suggests a functional separation in
reported deployments: TBs are reported more frequently
for experimentation-oriented use cases, whereas CRs are
reported more frequently for Training and Exercises and
Education.

It is important to note that this separation reflects patterns
in reported deployments and publication focus rather than an
inherent technical limitation of either platform type. As noted
in Section 3, individual publications may address multiple
purposes, and the core technology stack reported across CR
and TB implementations is largely shared throughout the
corpus (see Section 4.3).

On the technology level, the Scenario domain is most
frequently represented, followed by Red Team Operations
and Computing Platform. Several application areas show
concentrated profiles and explicit domain/application-area
gaps, and the observed temporal trends indicate an increasing
diversification of reported use cases in 2024-2025.

Based on the patterns observed in the data repository and
the challenges discussed regarding inconsistent terminology
and categorization across the literature, we recommend that
future CR/TB publications report technologies and feature
implementations more systematically (e.g., explicitly stating
which components are implemented, how they are integrated,
and which tools operationalize specific features). We fur-
ther recommend adopting shared terminology and providing
explicit mappings to reference architectures or taxonomies
when describing CR/TB capabilities, to reduce ambiguity
and improve comparability across studies.

A Appendix

The following list enumerates all extracted technologies,
including additional information for categorization, cyber
range or testbed classification, and the respective publica-
tions. Each technology extracted per publication is listed
individually, which may result in multiple entries for the
same technology. Due to space constraints, the list has been
significantly abbreviated. Certain details have been omit-
ted, including the technology’s intended purpose, technology
type (e.g., tool, protocol, data format), fine-grained func-
tional categories of the technology within the cyber range or
testbed, descriptions of technology use cases, subcategories
of the cyber range application area, cyber range use cases,
and article-related information.
The list includes the following columns:

Technology Name (Technology)

Technology Domain (TD)

Technology Subdomain (TSD)

— Cyber Range or Testbed Purposes (CR/TB P I-III)
CR/TB, indicating whether the publication describes a
cyber range (CR) or a testbed

— Source, providing the reference for the publication
Date, indicating the publication date of the source

Note: The CR/TB P I-III column uses the following abbre-
viations: Education (E), Research, Testing and Exper-
imentation (RTE), and Training and Exercises (TE)
(Tables 14, 15, 16, 17, 18, 19, and20).

@ Springer
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